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INTRODUCTION

Thank you for purchasing the Belkin Enhanced Wireless Router (the Router). Following are two short sections—the first discusses the
benefits of home networking, and the other outlines best practices that maximize your wireless home network range and performance.
Please be sure to read through this User Manual completely, and pay special attention to the section entitled “Placement of your
Enhanced Wireless Router” on the next page. By following our simple setup instructions you will be able to use your Belkin Home

Network to:

. Share one high-speed Internet connection with all the computers in
your home

o Share resources, such as files and hard drives among all the
connected computers in your home

Advantages of a Wireless Network

Here are some of the advantages of setting up a Belkin Wireless Network:

. Mobility — you’ll no longer need a dedicated “computer room”—now
you can work on a networked laptop or desktop computer anywhere
within your wireless range

. Easy installation — Belkin’s Setup Assistant makes setup simple

o Flexibility — set up and access printers, computers, and other
networking devices from anywhere in your home

Share a single printer with the entire family
Share documents, music, video, and digital pictures
Store, retrieve, and copy files from one computer to another

Simultaneously play games online, check Internet email, and chat

Easy expansion - the wide range of Belkin networking products let
you expand your network to include devices such as printers and
gaming consoles

No cabling required — you can spare the expense and hassle of
retrofitting Ethernet cabling throughout the home or office

Widespread industry acceptance — choose from a wide range of
interoperable networking products




Placement of your Enhanced Wireless Router

Important Factors for Placement and Setup

Your wireless connection will be stronger the closer your computer is to
your Router. Typical indoor operating range for wireless devices is between
100 and 200 feet.

In the same way, your wireless connection and performance will degrade
somewhat as the distance between your Router and connected devices
increases. This may or may not be noticeable to you. As you move further
from your Router, connection speed may decrease. Factors that can
weaken signals simply by getting in the way of your network’s radio waves
are metal appliances or obstructions, and walls.

If you have concerns about your network’s performance that might be
related to range or obstruction factors, try moving the computer to a
position between five and 10 feet from the Router in order to see if distance
is the problem. If difficulties persist even at close range, please contact
Belkin Technical Support.

Note: While some of the items listed below can affect network
performance, they will not prohibit your wireless network from functioning;
if you are concerned that your network is not operating at its maximum
effectiveness, this checklist may help.

1. Router Placement

Place your Router, the central connection point of your network, as close as
possible to the center of your wireless network devices.

To achieve the best wireless network coverage for your “wireless clients”
(i.e., computers enabled by Belkin Wireless Notebook Network Cards,
Wireless Desktop Network Cards, and Wireless USB Adapters):

. Ensure that your Router’s networking antenna is positioned vertically
(toward the ceiling).

° In multistory homes, place the Router on a floor that is as close to the
center of the home as possible. This may mean placing the Router on
an upper floor.

o Try not to place the Router near a cordless 2.4GHz phone.

2. Avoid Obstacles and Interference

Avoid placing your Router near devices that may emit radio “noise,” such as
microwave ovens. Dense objects that can inhibit wireless communication
include:

. Refrigerators

. Washers and/or dryers

o Metal cabinets

. Large aquariums

. Metallic-based UV tinted windows

If your wireless signal seems weak in some spots, make sure that objects

such as these are not blocking the signal’s path (between your computers
and Router).




3. Cordless Phones

If the performance of your wireless network is impaired after attending to
the above issues, and you have a cordless phone:

Try moving cordless phones away from your Router and your
wireless-enabled computers.

Unplug and remove the battery from any cordless phone that
operates on the 2.4GHz band (check manufacturer’s information). If
this fixes the problem, your phone may be interfering.

If your phone supports channel selection, change the channel on
the phone to the farthest channel from your wireless network. For
example, change the phone to channel 1 and move your Router to
channel 11. See your phone’s user manual for detailed instructions.

If necessary, consider switching to a 900MHz or 5GHz
cordless phone.

4. Choose the “Quietest” Channel for your Wireless Network

In locations where homes or offices are close together, such as apartment
buildings or office complexes, there may be wireless networks nearby that
can conflict with yours.

Use the Site Survey capabilities found in the Wireless Utility of your wireless
adapter to locate any other wireless networks that are available (see your
wireless adapter’s user manual), and move your Router and computers to a
channel as far away from other networks as possible.

. Experiment with more than one of the available channels, in order to
find the clearest connection and avoid interference from neighboring
cordless phones or other wireless devices.

. For Belkin wireless networking products, use the detailed Site Survey
and wireless channel information included with your wireless network
card. See your network card’s user guide for more information.

These guidelines should allow you to cover the maximum possible area
with your Router. Should you need to cover an even wider area, we suggest
the Belkin Wireless Range Extender/Access Point.




5. Secure Connections, VPNs, and AOL

Secure connections typically require a user name and password, and are
used where security is important. Secure connections include:

Virtual Private Network (VPN) connections, often used to connect
remotely to an office network

The “Bring Your Own Access” program from America Online (AOL),
which lets you use AOL through broadband provided by another cable
or DSL service

Most online banking websites

Many commercial websites that require a user name and password to
access your account

Secure connections can be interrupted by a computer’s power
management setting, which causes it to “go to sleep.” The simplest solution
to avoid this is to simply reconnect by rerunning the VPN or AOL software,
or by re-logging into the secure website.

A second alternative is to change your computer’s power management
settings so it does not go to sleep; however, this may not be appropriate
for portable computers. To change your power management setting under
Windows, see the “Power Options” item in the Control Panel.

If you continue to have difficulty with Secure Connections, VPNs, and AOL,
please review the steps above to be sure you have addressed these issues.




PRODUCT OVERVIEW

Product Features

In minutes you will be able to share your Internet connection and network your computers. The following is a list of features that make your new Belkin
Enhanced Wireless Router an ideal solution for your home or small office network.

Works with Both PCs and Mac® Computers

The Router supports a variety of networking environments including Mac
0S® 8.x, 9.x, X v10.x, Linux®, Windows® 98, Me, NT®, 2000, XP, Vista®, and
others. All that is needed is an Internet browser and a network adapter that
supports TCP/IP (the standard language of the Internet).

Patent-Pending Network Status Display

Lighted LEDs on the front of the Router indicate which functions are in
operation. You'll know at-a-glance whether your Router is connected to the
Internet. This feature eliminates the need for advanced software and status-
monitoring procedures.

Web-Based Advanced User Interface

You can set up the Router’s advanced functions easily through your web
browser, without having to install additional software onto the computer.
There are no disks to install or keep track of and, best of all, you can make
changes and perform setup functions from any computer on the network
quickly and easily.

NAT IP Address Sharing

Your Router employs Network Address Translation (NAT) to share the single
IP address assigned to you by your Internet Service Provider while saving
the cost of adding additional IP addresses to your Internet service account.

SPI Firewall

Your Router is equipped with a firewall that will protect your network from a
wide array of common hacker attacks including IP Spoofing, Land Attack,
Ping of Death (PoD), Denial of Service (DoS), IP with zero length, Smurf
Attack, TCP Null Scan, SYN flood, UDP flooding, Tear Drop Attack, ICMP
defect, RIP defect, and fragment flooding.

Integrated 10/100 4-Port Switch

The Router has a built-in, four-port network switch to allow your wired
computers to share printers, data and MP3 files, digital photos, and much
more. The switch features automatic detection so it will adjust to the speed
of connected devices. The switch will transfer data between computers and
the Internet simultaneously without interrupting or consuming resources.




Universal Plug and Play (UPnP)

UPnP is a technology that offers seamless operation of voice messaging,
video messaging, games, and other applications that are UPnP-compliant.

Support for VPN Pass-Through

If you connect to your office network from home using a VPN connection,
your Router will allow your VPN-equipped computer to pass through the
Router and to your office network.

Built-In Dynamic Host Configuration Protocol (DHCP)

Built-In Dynamic Host Configuration Protocol (DHCP) on-board makes for
the easiest possible connection of a network. The DHCP server will assign
IP addresses to each computer automatically so there is no need for a
complicated networking setup.

Setup Assistant

The Setup Assistant, second generation of Belkin’s renowned Easy Install
Wizard, takes the guesswork out of setting up your Router. This automatic
software determines your network settings for you and sets up the Router
for connection to your Internet Service Provider (ISP). In a matter of
minutes, your Router will be up and running on the Internet.

NOTE: Setup Assistant software is compatible with Windows 2000, XP, and
Vista; and Mac OS X v10.x. If you are using another operating system, the
Router can be set up using the Alternate Setup Method described in this
User Manual (see page 20).

Integrated Enhanced Wireless Access Point

Enhanced is an exciting new wireless technology that achieves data rates
of up to 150Mbps. Actual throughput is typically lower than the connected
data rate and will vary depending on your networking environment.

NOTE: The standard transmission rate—150Mbps—is the physical data
rate. Actual data throughput will be lower.

MAC Address Filtering

For added security, you can set up a list of MAC addresses (unique client
identifiers) that are allowed access to your network. Every computer has its
own MAC address. Simply enter these MAC addresses into a list using the
Web-Based Advanced User Interface and you can control access to your
network.




KNOWING YOUR ROUTER

Package Contents The Router has been designed to be placed on a desktop. All of the cables
exit from the rear of the Router for better organization and utility. The
Network Status Display is easily visible on the FRONT of the Router to

° Belkin Enhanced Wireless Router provide you with information about network activity and status.

o Quick Installation Guide

o Belkin Setup Assistant Software CD |
¢ RJ45 Ethernet Networking Cable i
3 Power Supply

o User Manual on the Setup Assistant CD

System Requirements

. Broadband Internet connection such as a cable or DSL modem with
RJ45 (Ethernet) connection

. At least one computer with an installed network interface adapter
. TCP/IP networking protocol installed on each computer

. RJ45 Ethernet networking cable Eg;
. Internet browser
©)
Setup Assistant Software System Requirements ((g
e A computer running Windows® 2000, XP, or Vista®; or (F)
Mac OS® X v10.x @)
. Minimum 1GHz processor and 128MB RAM BELKIN
o Internet browser




A. Wireless Security @

OFF Wireless security is off

Solid Green Wireless security is on

B. Wi-Fi Protected Setup (WPS) button @D

This button is used for the Wi-Fi Protected Setup feature. Please refer to
the “Changing the Wireless Security Settings” section.

C. Wireless-Computer Status [m))

Off Wireless computer is not present
Solid Green Wireless computer is connected to
the Router

Problem with wireless computer

Ul Ao connecting properly to the Router

D. Wired-Computer Status =

Off Wired computer is not present
’ Wired computer is connected to
Solid Green the Router

Problem with wired computer

U/ leC connecting properly to the Router

E. Router/Power Status ﬂ)))

When you apply power to the Router or restart it, a short period of time
elapses while the Router boots up. During this time, the “router” icon blinks.
When the Router has completely booted up, the “router” icon becomes a
solid light, indicating the Router is ready for use.

Off Router is off
Blinking Green Router is booting up

Solid Green Router is on and ready




F. Modem Status =™

This icon lights in green to indicate that your modem is connected properly
to the Router. It turns amber when problem is detected.

OFF Router is NOT connected
to modem
Solid Green Router is connected to modem

and functioning properly

Blinking Amber Problem with modem

G. Internet Status &

This unique icon shows you when the Router is connected to the Internet.
When the light is off, the Router is NOT connected to the Internet. When the
light is blinking amber, the Router is attempting to connect to the Internet.
When the light is solid blue, the Router is connected to the Internet.

When using the “Disconnect after x minutes” feature, this icon becomes
extremely useful in monitoring the status of your Router’s connection.

Router is NOT connected to the
Off
Internet

Router is attempting to connect to

Blinking Amber the Internet

Solid Green Router is connected to the Internet




H. Connections to Wired Computers - Gray =

Connect your wired (non-wireless) computers to these ports. These ports
are RJ45, 10/100 auto-negotiation, auto-uplinking ports for standard UTP
category 5 or 6 Ethernet cable. The ports are labeled 1 through 4.

I. Connection to Modem = - Yellow

This port is for connection to your cable or DSL modem. Use the cable that
was provided with the router to connect the modem to this port. Use of a
cable other than the one supplied with the router may not work properly.

J. Reset Button - Red

The “Reset” button is used in rare cases when the Router may function
improperly. Resetting the Router will restore the Router’s normal operation
while maintaining the programmed settings. You can also restore the
factory default settings by using the “Reset” button. Use the restore option
in instances where you may have forgotten your custom password.

i. Resetting the Router

Push and release the “Reset” button. The lights on the Router will
momentarily flash. The “router” light will begin to blink. When the “router”
light becomes solid again, the reset is complete.

ii. Restoring the Factory Defaults

Press and hold the “reset” button for at least 10 seconds, then release

it. The lights on the Router will momentarily flash. The “router” light will
begin to blink. When the “router” light becomes solid again, the restore is
complete.

K. Power Jack - Black
Connect the included 12V/1A DC power supply to this jack.
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CONNECTING AND CONFIGURING YOUR ROUTER

Verify the contents of your box. You should have the following:
o Belkin Enhanced Wireless Router

. RJ45 Ethernet Networking Cable

3 Power Supply

. Belkin Setup Assistant Software CD

. User Manual on the Setup Assistant CD

Modem Requirements

Your cable or DSL modem must be equipped with an RJ45 Ethernet port.
Many modems have both an RJ45 Ethernet port and a USB connection.

If you have a modem with both Ethernet and USB, and are using the USB
connection at this time, you will be instructed to use the RJ45 Ethernet port
during the installation procedure. If your modem has only a USB port, you
can request a different type of modem from your ISP, or you can, in some
cases, purchase a modem that has an RJ45 Ethernet port on it.

Ethernet usB

Setup Assistant

Belkin has provided our Setup Assistant software to make installing your
Router a simple and easy task. You can use it to get your Router up and
running in minutes. The Setup Assistant requires that your computer be
connected directly to your Router and that the Internet connection is

active and working at the time of installation. If it is not, you must use

the “Alternate Setup Method” section of this User Manual to configure

your Router. Additionally, if you are using an operating system other than
Windows 2000, XP, or Vista, or Mac OS X v10.x, you must set up the Router
using the “Alternate Setup Method” section of this User Manual.

1



Step 1: Hardware Connections - Follow the Quick Installation Guide (QIG)

~

A. Unplug your modem’s power cord. Put the Router next to the modem. E. Wait 20 seconds for the
Raise the Router’s antenna. Router to start up. Look
at the display on the front
B. Locate the networking cable that connects your modem and of the Router. Make sure
computer. Unplug that cable from your modem, and plug it into any the “Wired” and “Router”
gray port on the back of the Router. icons are lit up in green. If
they are not, recheck your
C. Find your new networking cable (included in the box with your Router) connections.

and connect it to the yellow port on the back of the Router. Connect
the other end to your modem, in the port that’s now free.

D. Plug in your modem’s power cord. Wait 60 seconds for the modem
to start up. Plug the Router’s power supply into the black port on the
back. Plug the other end into the wall outlet.

12



Step 2: Set Up the Router - Run the Setup Assistant Software

A. Shut down any programs that are running on your computer at this
time. Turn off any firewall or Internet-connection-sharing software on Veion 1005 4
your computer. BELKIN. Setup CD

B. Insert the CD into your computer. The Setup Assistant will
automatically appear on your computer’s screen within 15 seconds.
Click on “Go” to run the Setup Assistant. Follow the instructions there.

. . This software was created to make setting up a wireless network easy. This tool does the hard
Run the Setup Assistant from the computer that is stuff, 50 you dortt have to =Y &
directly connected to the Router.

@ Ruathe Setup Assistant now

€ Goto the Main Menu for all choices

Go

Note for Windows Users: If the Setup Assistant does not start up
automatically, select your CD-ROM drive from “My Computer” and double-
click on the file named “SetupAssistant” to start the Setup Assistant.

13



CONNECTING AND CONFIGURING YOUR ROUTER

4
Confirmation Screen Progress Screen
Verify that you have completed all QIG steps by checking the box to the Setup Assistant will show you a progress screen each time a step in the
right of the arrow. Click “Next” to continue. setup has been completed.
Version1.0.0.5 Vexsion 1.00.5
BELKIN. Setup CD BELKIN. Setup CD
Make sure that you have completed all steps on the Quick Installation Guide R R, | Fa
OO, | =i | Ee it 2. Verifying hardware connections 15sec
3. Naraing your network 15 sec
Usex Manual User Manual 4/ Requadiing your Intarmel scoount o (f neecec) 073 miy
5. Configuring the Router 1 rin
6. Checking connection to the interet 10 sec
Optional: Assistance cormecting other corputers. 5-15min
=) W Ihave completed all Quick Installation Guide steps Special Offers
a =Y 7 N Exit ) - q
(_ Bsitassistant ) | Ned ) i i |
14
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CONNECTING AND CONFIGURING YOUR ROUTER

1.1 Checking Settings

The Setup Assistant will now examine your computer’s network settings

and gather information needed to complete the Router’s connection to the

Internet.

Version 1.00.5 .4
BELKIN. Setup CD =

=» Step 1 of 6: Checking settings on computer and Router

Checking for connection to Router

User Manual

Special Offers

Help

1.2 Verifying Hardware Connections

The Setup Assistant will now verify your hardware connection.

Version 1.00.5 .4
BELKIN. Setup CD e

1. Checking settings on computer and Router oK
2. Verifiying hardvraze comnections 15 sec
3. Naming your network 15sec
T 4, Requesting your Intemet account info (if needed) 0-5min
5. Configwing the Router 1 min
6. Checking connection to the intemet 10 sec
Optional: Assistance comnecting other computers. 5-15min

Special Offers

Help

150N Wireless Router



CONNECTING AND CONFIGURING YOUR ROUTER

4
1.3 Naming your Wireless Network 1.4 Requesting Internet Account Info (if needed)
The Setup Assistant will display the default wireless network name or If your Internet account requires a login and password, you will be
Service Set Identifier (SSID). This is the name of your wireless network prompted with a screen similar to the illustration below. Select your country
to which your computers or devices with wireless network adapters will or ISP from the drop-down boxes.
connect. You can either use the default or change it to something unique.
Write down this name for future reference. Click “Next” to continue.
Vexsion 1.00.5 Vexsion 1.0.0.4
BELKIN. Setup CD BELKIN. Setup CD

Step 3 of 6: Naming your network Step 4 of 6: Internet account info

‘This will be the name you will look for when cornecting to your Router frow wireless conputers. Its
good ides to change it fo something unifue, in case thers are other Belkin Routers with the sarae name in.
your neighborhood.

The it i ion it Internet.
When provi rice, it:

User Manual Country

United States of America &

User Manual

Network Hare [Belkin_N_Wireless_123456

Don't you see your ISP in the list?

Special Offers

& ~ \ y- -9 / \
= = Exit Assistant, ) \_\7 Back Next ) L Exit Assistant, ) \_\ Back Next )

150N Wireless Router 16



CONNECTING AND CONFIGURING YOUR ROUTER

4
1.5 Configuring the Router 1.6 Checking Internet Connection
The Setup Assistant will now configure your Router by sending data to the We are almost done. The Setup Assistant will now check your connection
Router and restarting it. Wait for the on-screen instructions. to the Internet.
Note: Do not disconnect any cable or power off the Router while the Router
is rebooting. Doing so will render your Router inoperable.
Vesion 1005 |4 Version 1005 4
BELKIN. Setup CD BELKIN. Setup CD e

/1. Checking settings on computer and Router oK
e ® =) step 6 of 6: Checking connection to the Internet
/2. Venifying hardware connections oK
/3. Naming your network OK
Toor Marual W/ 4 Requesting your Intemet account info (if needed) Info Needed. Tres Mareal Connecting to the Internet

=) 5. Configwing the Router 1 min

—

6. Checking cormection to the intemet 10sec [e—
Optional: Assistence comnecting other computers 5-15min

Special Offers Special Offers

Help Help

150N Wireless Router 17



CONNECTING AND CONFIGURING YOUR ROUTER

4
Congratulations Troubleshooting
You have finished installing your new Belkin Router. You will see the If the Setup Assistant is not able to connect to the Internet, you will see
Congratulations screen when your Router can connect to the Internet. You the following screen. Follow the on-screen instructions to go through the
can begin surfing by opening your browser and going to any website. troubleshooting steps.
You can use the Setup Assistant to set up your other wired and wireless
computers to connect to the Internet by clicking “Next”. If you decide to
add computers to your Router later, select “Exit the Assistant” and then
click “Next”.

Vexsion 1.00.5 Vexsion 1.00.5
BELKIN. Setup CD BELKIN. Setup CD

Step 6 0f 6: Checking the connection fo the Internet
Congratulations - Your Router is set up!

(3

wired router modem internet

User Manual User Manual

N
TR

‘Thene is one more optional step- assistance with connecting additional wired and witeless
computers to your network. The Setup Assistant provides tips and tioubleshooting help for
this.

wired router modem internet

Please restart your modem by unplugging the moderts power supply, waiting 5 seconds, and
et

@ Continue with the Assistant ¢ Exit the Assistant then plugging it back in. When you've done that, click "Next’

Special Offers Special Offers

pe

Help .

fa ~ - ~ X Ve \
L Exit Assistant ) Next ) Exit Assistant ) \_\ Back Next )

Help

150N Wireless Router 18



CONNECTING AND CONFIGURING YOUR ROUTER

1.7 Optional: Assistance Connecting Other Computers

This optional step will help you to connect additional wired and wireless
computers to your network. Follow the on-screen instructions.

Version 1.00.5 .4
BELKIN. | SetupCD [X]

Optional: Assistance connecting other computers

At this point, your Router is set up and working properly. It is now time
to connect your other computers.

s can use this network. If you still need to install
those adapters, do this now. Then follo instructions on how to connect. When you do so,

look for your network: John’s Home Wi-Fi.

User Manual

Connecting computers with wired
Computers with wired ne an use this network. If you still need to install

adapters, do this now. Then simply connect an Ethernet cable between your computer's
and one of the available LAN ports (labeled “connections to computers”) on the back

e
Whan you are dons with all this click nex.
(_ EsitAssistant ) ( Back Net )

Congratulations

Once you have verified that your other wired and wireless computers are
properly connected, your network is set up and working. You can now surf

the Internet. Click “Next” to take you back to the main menu.

BELKIN.

User Manual

-

e

Version1.00.5

Setup CD

Congratulations - You have a wireless network

(U CRE

wireless wied  wouter  wodem  intemet

‘Your Belkin_N_Wireless_123456 network is now set up and working,
Click "Next" to finish up.

Exit Assistant ) ( Back Next

150N Wireless Router
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ALTERNATE SETUP METHOD

Step 1: Hardware Connections - Follow the Quick Installation Guide

See the QIG or Step 1: Hardware Connections from the previous section.

Step 2: Set your Computer’s Network Settings to Work with a DHCP Server

See the section in this User Manual called “Manually Configuring Network Settings” for directions.

Step 3 Configure the Router Using the Web-Based Advanced User Interface

Using your Internet browser, you can access the Router’s Web-Based Advanced User Interface. In your browser, type “192.168.2.1” (you do not need to type
in anything else such as “http://” or “www?”). Then press the “Enter” key.

Address 192,168.2.1

20



Logging into the Router

You will see the Router’s home page in your browser window. The home
page is visible to any user who wants to see it. To make any changes to the
Router’s settings, you have to log in. Clicking the “Login” button or clicking
on any one of the links on the home page will take you to the login screen.
The Router ships with no password entered. In the login screen, leave the
password blank and click the “Submit” button to log in.

k Login

Before you can change any settings, you need to log in with a
password, If you have not yet set a custom password, then leave
this field blank and click "Submit."

L]

Password

Default = leave blank

Clear I Submit |

Logging out of the Router

One computer at a time can log into the Router for the purposes of

making changes to the settings of the Router. Once a user has logged in
to make changes, there are two ways that the computer can be logged
out. Clicking the “Logout” button will log the computer out. The second
method is automatic. The login will time out after a specified period of time.
The default login time-out is 10 minutes. This can be changed from one

to 99 minutes. For more information, see the section in this manual titled
“Changing the Login Time-Out Setting”.

21



ALTERNATE SETUP METHOD

Understanding the Web-Based Advanced User Interface

The home page is the first page you will see when you access the Advanced User Interface (Ul). The home page shows you a
quick view of the Router’s status and settings. All advanced setup pages can be reached from this page.

BELKIN. RouterSetup

Home | Help | Login_ Internet 6)
LAN Setup
Status ———— (11)
@)
You will need to log in before you can change any settings. ®)

Language
Current Language English

T

L senos
Firmware Version 1.00.00 (Jul 3 2008 22:55:48) LAN/WLAN MAC 00:1C:DFE4:DA:99

oveson wn waawes w2 )
Hardware F5D9231-4v1(01) Subnet Mask 255.255.255.0

Internet Settings Features

Belkin_Wireless_E4DA92

N

150N Wireless Router 2



1. Quick-Navigation Links

You can go directly to any of the Router’s advanced Ul pages by clicking
directly on these links. The links are divided into logical categories and
grouped by tabs to make finding a particular setting easier to find. Clicking
on the purple header of each tab will show you a short description of the
tab’s function.

2. Home Button

The home button is available in every page of the Ul. Pressing this button
will take you back to the home page.

3. Help Button

The “Help” button gives you access to the Router’s help pages. Help is also
available on many pages by clicking “more info” next to certain sections of
each page.

4. Login/Logout Button

This button enables you to log in and out of the Router with the press of
one button. When you are logged into the Router, this button will change
to read “Logout”. Logging into the Router will take you to a separate login
page where you will need to enter a password. When you are logged into
the Router, you can make changes to the settings. When you are finished
making changes, you can log out of the Router by clicking the “Logout”
button. For more information about logging into the Router, see the section
called “Logging into the Router”.

5. Internet-Status Indicator

This indicator is visible in all pages of the Router, indicating the connection
status of the Router. When the indicator says “Connected” in blue, the
Router is connected to the Internet. When the Router is not connected to
the Internet, the indicator will read “Not Connected” in RED. The indicator
is automatically updated when you make changes to the settings of the
Router.
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6. Language

Shows the active language for the Advanced User Interface. Select a
desirable language by clicking one of the available languages.

7. Version Info

Shows the firmware version, boot-code version, hardware version, and
serial number of the Router.

8. LAN Settings

Shows you the settings of the Local Area Network (LAN) side of the Router.
Changes can be made to the settings by clicking on any one of the links
(IP Address, Subnet Mask, DHCP Server) or by clicking the “LAN” quick-
navigation link on the left side of the screen.

9. Internet Settings

Shows the settings of the Internet/WAN side of the Router that connects to
the Internet. Changes to any of these settings can be made by clicking on
the links or by clicking on the “Internet/WAN” quick-navigation link on the
left side of the screen.

10. Features

Shows the status of the Router’s, firewall, and wireless features. Changes
can be made to the settings by clicking on any one of the links or by
clicking the quick-navigation links on the left side of the screen.

11. Page Name

The page you are on can be identified by this name. This User Manual will
sometimes refer to pages by name. For instance “LAN > LAN Settings”
refers to the “LAN Settings” page.
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Step 4: Configuring your Router for Connection to your Internet Service Provider (ISP)

The “Internet/WAN” tab is where you will set up your Router to connect to
your Internet Service Provider (ISP). The Router is capable of connecting
to virtually any ISP’s system provided you have correctly configured the
Router’s settings for your ISP’s connection type. Your ISP connection
settings are provided to you by your ISP. To configure the Router with the
settings that your ISP gave you, click “Connection Type” (A) on the left side
of the screen. Select the connection type you use. If your ISP gave you
DNS settings, clicking “DNS” (B) allows you to enter DNS address entries
for ISPs that require specific settings. Clicking “MAC Address” (C) will let
you clone your computer’s MAC address or type in a specific WAN MAC
address, if required by your ISP. When you have finished making settings,
the “Internet Status” indicator will read “connected” if your Router is set up
properly.

BELKIN.

Router Setup Utilty Home | Hlp Logout nemet Siats: o Comnecton

Wan >

The rememan

2

conneco our 5P, cick on“Connechon e on he namelWAN Tab on e el e screen

+ Dynamic

8

+ StacIp odaress
e e S5t 3 connecion o a1 S5 whin 3ssigns e P s

« popoE

0

+ Tesra BoparOptustet Cove
Use s aphon or B1pond Cabl and Opsie Cable connectons e

. uw

(o S

Uspan o
ho subscrbe NTTS Sraadband meret

Setting your Connection Type

From the “Connection Type” page, you can select the type of connection
you use. Select the type of connection you use by clicking the button (1)
next to your connection type and then clicking “Next” (2).

)

@

BELKIN.

LAN setup

ot L

Internet WAN

Wireless

Firewall

Utilities

Router Setup Utility Home| Help| Logout Internet Status: No Conry

WAN > Connection Type

Selectyour connection type:
Dynamic

ADynamic type of connection is the most common. Ifyou use a cable modem,
then most likely you will have a dynamic connection. If you have a cable modem
oryou are not sure of your connection type, use this.

Static

A Static IP address connection type is less common than others. Use this
selection only if your ISP gave you an IP address that never changes.

PPPOE

I you use a DSL modem and/or your ISP gave you a User Name and Password,
then your connection type is PPPOE. Use this connection tipe.

PPTP.

[European Countries Only]. This type of connection is most common in
European countries. If your ISP has specifically told you that you use PPTP and
has supplied you with the proper PPTP information, then use this option.

L21e

lisrael Only). This type of connection is most common in Israel. Ifyour ISP has
specifically told you that you use L2TP and has supplied you with the proper
L2TP information, then use this option.

Telstra Bignond/OptusNet Cable
Use this option for Bigpond Cable and OptusNet Cable connections only.
Multi-PPPoE

{Japan Only] This type of connection is a unique function in Japan which is
required for those who subscribe NTT's broadband Internet.

pction
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Setting your Internet Service Provider (ISP) Connection Type to Dynamic IP

A dynamic connection type is the most common connection type found with cable modems. Setting the connection type to “dynamic” in many cases is
enough to complete the connection to your ISP. Some dynamic connection types may require a host name. You can enter your host name in the space

provided if you were assigned one. Your host name is assigned by your ISP. Some dynamic connections may require that you clone the MAC address of the
PC that was originally connected to the modem.

1. Host Name (1)
BELKIN | Router sewp

Home | Help | Logout

This space is provided to enter a host name that needs to be visible to

your ISP. Enter your host name here and click “Apply Changes” (3). If your

o erleryour DYRamIc P Setings, e i yournformaton Below and cick-Agply hanges”. More nfo ISP did not assign you a host name, or you are not sure, leave this blank.
—

Host Name >

WAN > Connection Type > Dynamic IP

system.

Change WAN MAC Address

[ cewommn | [ amvowen @) 2. Change WAN MAC Address (2)
If your ISP requires a specific MAC address to connect to the service, you
@ can enter a specific MAC address or clone the current computer’'s MAC

address through this link.
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Setting your Internet Service Provider (ISP) Connection Type to Static IP

A static IP address connection type is less common than other connection types. If your ISP uses static IP addressing, you will need your IP address, subnet
mask, and ISP gateway address. This information is available from your ISP or on the paperwork that your ISP left with you. Type in your information, then
click “Apply Changes” (4). After you apply the changes, the Internet Status indicator will read “connected” if your Router is set up properly.

BELKIN.

Router Setup

Home | Help | Logout _Internet Status: iof connacted

WAN > Connection Type > Static IP

1P Address > o [o [o [o

Subnet Mask > o il o o _— (2)

ISP Gateway Address > fo o o fo _\_

Cick hre o enter your NS Setings ()
St | [ amewen | — (4)

1.  IP Address (1)

Provided by your ISP. Enter your IP address here.

2. Subnet Mask (2)

Provided by your ISP. Enter your subnet mask here.

3. ISP Gateway Address (3)

Provided by your ISP. Enter the ISP gateway address here.
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Setting your ISP Connection Type to PPPoE

Most DSL providers use PPPoE as the connection type. If you use a DSL modem to connect to the Internet, your ISP may use PPPOE to log you into the
service. If you have an Internet connection in your home or small office that doesn’t require a modem, you may also use PPPoE.

BELKIN. Router Setup Utility Home | Help| Logout _Intemet Status: No Connection

WAN > Connection Type > PPPE

To enter your PPPOE settings, type in your information below and click "Apply changes More Info

o User Name > I —— ) )
= Password> ——— ©
AC Adar Retype Password > .
Wireless Service Name (Optional) > — &) _
e 1P Assigned by ISP > = (4)
phaese> I Y Y o )

MTU (500-1500) > e

Do notmake changes to the MTU setting unless your ISP specifically requires a different
setiingthan 1454, More Info

Firewall

¥ Disconnsct ser 5 minutes ofno actiy
Wore info
[ Cewchengs [ Ao |

Your connection type is PPPoE if:

Your ISP gave you a user name and password, which is required to
connect to the Internet.

Your ISP gave you software such as WinPOET or Enternet300 that you
use to connect to the Internet.

You have to double-click on a desktop icon other than your browser
to get on the Internet.
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1. User Name

This space is provided to type in your user name that was assigned by your
ISP.

2. Password

Type in your password and retype it into the “Retype Password” box to
confirm it.

3. Service Name

A service name is rarely required by an ISP. If you are not sure if your ISP
requires a service name, leave this blank.

4. IP Assigned by ISP

If your ISP provided you with a specific IP address, select “Yes” and enter
your IP address and subnet mask in the fields that appear.

5. MTU

The MTU setting should never be changed unless your ISP gives you

a specific MTU setting. Making changes to the MTU setting can cause
problems with your Internet connection including disconnection from the
Internet, slow Internet access, and problems with Internet applications
working properly.

6. Disconnect after X...

The “Disconnect” feature is used to automatically disconnect the Router
from your ISP when there is no activity for a specified period of time. For
instance, placing a check mark next to this option and entering “5” into the
minute field will cause the Router to disconnect from the Internet after five
minutes of no Internet activity. This option should be used if you pay for
your Internet service by the minute.
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Setting your Internet Service Provider (ISP) Connection Type to Point-to-Point Tunneling Protocol (PPTP)

BELKIN. Router Setup Utility Home | Help| Logout _Internet Status: No Connection

WAN > Connection Type > PPTP

More Info

termet WAN PPTP Account> — — (1)
Password >  — (2
Retype Password >
Hostllame >  —— 0
s Service IP Address > —rr r—-
1P Assigned by ISP > [vesH (5)
1y 1P Address > . rr
1y Subet Mask > i r—r
Comectiond optonat> [ ————— (6)

I Disconnect after [5 minutes of no activity. More Info

Click here to enter your DNS Settings

Ciear Changes. | [ Ao changes ———— (7

[European Countries Only]

Some ISPs require a connection using PPTP protocol, a type of connection
most common in European countries. This sets up a direct connection to
the ISP’s system. Type in the information provided by your ISP in the space
provided. When you have finished, click “Apply Changes” (7). After you
apply the changes, the Internet Status indicator will read “Connected” if
your Router is set up properly.
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1. PPTP Account
Provided by your ISP. Enter your PPTP User ID here.

2. PPTP Password

Type in your password and retype it into the “Retype Password” box to
confirm it.

3. Host Name

Provided by your ISP. Enter your host name here.

4. Service IP Address

Provided by your ISP. Enter your PPTP gateway/service IP address
here.

5. IP Assigned by ISP

If your ISP provided you with a specific IP address, select “Yes”
and enter your IP address and subnet mask in the fields that
appear.

6. Connection ID (Optional)

Provided by your ISP. Enter the connection ID here.
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Setting your Internet Service Provider (ISP) Connection Type to Layer 2 Tunneling Protocol (L2TP)

[Israel Only]. Some ISPs require a connection using L2TP protocol, a type of connection most common in Israel. This sets up a direct connection to the ISP’s
system. Type in the information provided by your ISP in the space provided. When you have finished, click “Apply Changes” (7). After you apply the changes,
the “Internet Status” indicator will read “Connection OK” if your Router is set up properly.

1. L2TP Account
Provided by your ISP. Enter your L2TP User ID here.

2. L2TP Password

Type in your password and retype it into the “Retype Password” box to
confirm it.

3. Host Name

Provided by your ISP. Enter your host name here.

4. Service IP Address
Provided by your ISP. Enter your L2TP gateway/service IP address here.

5. IP Assigned by ISP

If your ISP provided you with a specific IP address, select “Yes” and enter
your IP address and subnet mask in the fields that appear.

6. Disconnect after X minutes...

This feature is used to automatically disconnect the Router from your ISP
when there is no activity for a specified period of time. For instance, placing
a check mark next to this option and entering “5” into the minute field will
cause the Router to disconnect from the Internet after five minutes of no
Internet activity. This option should be used if you pay for your Internet
service by the minute.

BELKIN.

Router Setup Utility Home| Help| Logout Intemet Status: No Connection

WAN > Connection Type > L2TP

More Info

S Lo1P Account> — ——— ()
L2TP Password> ————— )
R ——
Hostame: = ®)
Service IP Address > I — — @)
P Assigned by ISP > [Ves=l (5)
My IP Address > i
My Subnet Mask > I Y Y

I Disconnectaafter |5 ‘minutes of no activity. More Info

Click here to enter your DNS Settings.

® e (7)

GearGranges ] |
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Setting your Connection Type if You Are a Telstra® BigPond/OptusNet
Cable User [Australia Only]

Follow the on-screen steps and click “Apply Changes” to complete your
setup.

BELKIN. Router Setup

Home | Help | Logout _ Internet Status: Not connectad
WAN > Connection Type > Telstra Bigpond/OptusNet Cable

Use this option for Bigpond Cable and Optushat Cable connections only

) will ngsa 1o o the following:
d the Bel
itunti allthe lights on the modem have stopped flashing

‘open an Intemet browser such as Intemet Exglorer, Firefox and Safari and ensure that

Setting Custom Domain Name Server (DNS) Settings

A “Domain Name Server” is a server located on the Internet that translates
Universal Resource Locators (URLSs) like “www.belkin.com” into IP
addresses. Many Internet Service Providers (ISPs) do not require you to
enter this information into the Router. The “Automatic from ISP” (1) box
should be checked if your ISP did not give you a specific DNS address.

If you are using a static IP connection type, then you may need to enter a
specific DNS address and secondary DNS address for your connection to
work properly. If your connection type is dynamic or PPPOE, it is likely that
you do not have to enter a DNS address. Leave the “Automatic from ISP”
box checked. To enter the DNS address settings, uncheck the “Automatic
from ISP” box and enter your DNS entries in the spaces provided. Click
“Apply Changes” (2) to save the settings.

WAN > DNS

[fyour ISP provided you with a specific DNS address to use, enter the address in this window and
click"Apply Changes" .

()

ic from ISP

DNS Address > [o

g
||o
DN$S = Domain Name Server. A server located on the Internet that translates URL's (Universal

Resource Links) like www.belkin.com to IP addresses You must enter the DMS settings provided by
vour ISP ifyou dont use the Automatic DNS function More Info

[

o]

Secondary DNS Address > ‘ 0

[ clear changes spply Changes | — @
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Configuring your WAN Media Access Controller (MAC) Address

All network components including cards, adapters, and routers, have

a unique “serial number” called a MAC address. Your Internet Service
Provider (ISP) may record the MAC address of your computer’s adapter
and only let that particular computer connect to the Internet service. When
you install the Router, its own MAC address will be “seen” by the ISP and
may cause the connection not to work. Belkin has provided the ability to
clone (copy) the MAC address of the computer into the Router. This MAC
address, in turn, will be seen by the ISP’s system as the original MAC
address and will allow the connection to work. If you are not sure whether
your ISP needs to see the original MAC address, simply clone the MAC
address of the computer that was originally connected to the modem.
Cloning the address will not cause any problems with your network.

Cloning your MAC Address

To clone your MAC address, make sure that you are using the computer
that was ORIGINALLY CONNECTED to your modem before the Router was
installed. Click the “Clone” button (1). Click “Apply Changes” (3). Your MAC
address is now cloned to the Router.

Entering a Specific MAC Address

In certain circumstances you may need a specific WAN MAC address.
You can manually enter one in the “MAC Address” page. Type in a MAC
address in the spaces provided (2) and click “Apply Changes” (3) to save
the changes. The Router’s WAN MAC address will now be changed to the
MAC address you specified.

BELKIN | Router Setup
Home |Help | Logout

WAN > MAC Address

Some 15Ps vour computrs network Hyou are notsure
then simpiy lone e WAC sdcress of the comp modern g the Router
Cloring your MAC adcress wilnol cause sy problems vilh your network More Info
WAN MAC Addross > o i lpF e s lEz |— (2)
Clone Computer’s MAC Address > - (1)

[ cer cranges | ety creroes |




USING THE WEB-BASED ADVANCED USER INTERFACE

Using your Internet browser, you can access the Router’s Web-Based Viewing the LAN Settings
Advanced User Interface. In your browser, type “192.168.2.1” (do not type in
anything else such as “http://” or “www?”) then press the “Enter” key.

Clicking on the header of the “LAN Setup” tab (1) will take you its header
page. A quick description of the functions can be found here. To view
the settings or make changes to any of the LAN settings, click on “LAN
Settings” (2), or to view the list of connected computers, click on “DHCP
Client List” (3).

Address 192.168.2.1

You will see the Router’s home page in your browser window.

LAN >
Your Router is equipp: DHCP [ aath compuler on
your network. The factory DHEP serverwill appication. ifyou need bo

make changes io the selings, you can do o,
The changes that you can mek are:

® Change the Internal IP address of the Router, The default = 192.166.2.1
® Change the Subnet Mask. The default = 255.255.255.0

. i Server Function. = Ol )

= Specify the Starting and Ending IP Pool Addr ess. Default = Starting: 2 / Ending: 199
« Specity the IP address Lease Time. Default= For ever

 Specity alocal Domain lame. Defaul = Belkin

To make chesnges, ciik "LAN Setings” on Ihe LAN tabta the left

Thee Router vil s wih it of al cient , cick "DHCP
clen st”on the LN tab to he el
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Changing LAN Settings

All settings for the internal LAN setup of the Router can be viewed and changed here.

1. IP Address

BELKIN | Routers:
SE e The “IP address” is the internal IP address of the Router. The default IP

e LAN > LAN Settings address is “192.168.2.1”. To access the advanced setup interface, type
DrP Clent List B e R R R e M this IP address into the address bar of your browser. This address can be
f"‘=-~='wf" effoct, you muSt press the "Apply Changes” bLMton atthe bororn of he sereen. changed if needed. To change the IP address, type in the new IP address
P Addioss > w s | Ip ) and click “Apply Changes”. The IP address you choose should be a non-
Horelnto routable IP. Examples of a non-routable IP are:
Subnet Mask > 55 |[2s5 ][5 |[o —
More Info
DHOP Server > @GonOor —————— (3) 192.168.x.x (where x is anything between 1 and 254)
The DHCP server funclion makes setling up a network very easy by assigning IP
addresses to each computer on the natwork. IS not necessanto maks any . .
cnanges here. klore nfo 10.x.x.x (Where x is anything between 1 and 254)
R0 ey Aodiets = oz [ ke ) 172.y.x.x (where x is anything between 1 and 254 and y is anything between
1P Pool Ending Address> 132 [is8_][ 100 16 and 31)
Lease Tiine > Foever v —————————————— (5)
The length of time the DHCP serverwill reserve the |P address for each computer.
Local Domain Name (Optional) > Belkin _— (6) 2. Subnet Mask

Afeature Inat lets you assign a name 10 your network More info

There is no need to change the subnet mask. This is a unique, advanced
feature of your Belkin Router. It is possible to change the subnet mask if
necessary; however, do NOT make changes to the subnet mask unless you
have a specific reason to do so. The default setting is “255.255.255.0”.

Cleas Changss | Aoply Crnges
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3.

The DHCP server function makes setting up a network very easy by
assigning IP addresses to each computer on the network automatically. The
default setting is “On”. The DHCP server can be turned OFF if necessary;
however, in order to do so you must manually set a static IP address for
each computer on your network. To turn off the DHCP server, select “Off”
and click “Apply Changes”.

DHCP Server

4. 1P Pool

The range of IP addresses set aside for dynamic assignment to the
computers on your network. The default is 2-100 (99 computers). If you
want to change this number, you can do so by entering a new starting and
ending IP address and clicking on “Apply Changes”. The DHCP server can
assign 100 IP addresses automatically. This means that you cannot specify
an IP address pool larger than 100 computers. For example, starting at 50
means you have to end at 150 or lower so as not to exceed the 100-client
limit. The starting IP address must be lower in number than the ending IP
address.

5. Lease Time

The length of time the DHCP server will reserve the IP address for each
computer. We recommend that you leave the lease time set to “Forever”.
The default setting is “Forever”, meaning that any time a computer is
assigned an IP address by the DHCP server, the IP address will not change
for that particular computer. Setting lease times for shorter intervals such
as one day or one hour frees IP addresses after the specified period of
time. This also means that a particular computer’s IP address may change
over time. If you have set any of the other advanced features of the Router
such as DMZ or client IP filters, these are dependent on the IP address. For
this reason, you will not want the IP address to change.

6. Local Domain Name

The default setting is “Belkin”. You can set a local domain name (network
name) for your network. There is no need to change this setting unless
you have a specific advanced need to do so. You can name the network
anything you want such as “MY NETWORK”.
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Viewing the DHCP Client List Page

You can view a list of the computers (known as clients), which are
connected to your network. You are able to view the IP address (1) of the
computer, the host name (2) (if the computer has been assigned one),

and the MAC address (3) of the computer’s network interface card (NIC).
Pressing the “Refresh” (4) button will update the list. If there have been any
changes, the list will be updated.

Router Setup

LAN > DHCP Client List

Home | Help | Logout

This page shows you e IF address, MAC address of
host pecified, then

your networic
Pressing ‘Refresh’ will update e list

nactad o
be blank.

1P Address Host Hame MAC Address:

12216823 NETPMLEOAMA,  O047:31:47:3801

@
®)

@
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Configuring the Wireless Network Settings

The “Wireless” tab lets you make changes to the wireless network settings. From this tab you can make changes to the wireless network name or Service
Set Identifier (SSID), operating channel, encryption security settings, and configure the Router to be used as an access point.

Changing the Wireless Network Name (SSID)

To identify your wireless network, a name called the SSID is used. The
SSID is your network name. The default network name of the Router is
“Belkin_XXXXXX”; the XXXXXX represent six digits that are unique to your
Router. Your network name will look something like “Belkin_123456". You
can change this to anything you choose, or you can leave it unchanged.
Keep in mind, if you decide to change your wireless network name, and
there are other wireless networks operating in your area, your network
name needs to be different from other wireless networks that may be
operating in your area. To change the SSID, type in the SSID that you want
to use in the SSID field (1) and click “Apply Changes” (2). The change is
immediate. If you make a change to the SSID, your wireless-equipped
computers may also need to be reconfigured to connect to your new
network name. Refer to the documentation of your wireless network
adapter for information on making this change.

BELKIN.

Router Setup Utility Home | Help| Logout Internet Status: No Connection

Wireless > Channel and SSID

To make changes to the wireless settings of the router, make the changes here. Click “Apply
Changes" to save the settings. More Info

TR curent chonner » :

M wmore Info

Off &

20MHiz only 2

Extension Channel >
()
Wireless Mode >

Broadcast SSID >
Protected Mode > More Info

Bandwidth >

QoS Configuration

802.11e QoS >

Onls] Morelnfo

Gearcanges | |

@

Apply Changes |

Note: Please periodically check for new Router firmware updates from the
“Utilities > Firmware update” page. Newer firmware can fix problems, add
wireless features, and/or improve wireless performance (see page 63).
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Changing the Wireless Channel

There are a number of operating channels from which you can choose—in
the United States, there are 11 and in the United Kingdom (and most of
Europe), there are 13. In a small number of other countries, there are other
channel requirements. Your Router is configured to operate on the proper
channels for the country in which you reside. The channel can be changed
if needed. If there are other wireless networks operating in your area, your
network should be set to operate on a channel that is different than the
other wireless networks.

Extension Channel

The 802.11n draft specification allows the use of a secondary channel

to double the bandwidth (see “Using the Bandwidth Switch” on the next
page). An appropriate extension channel will be displayed when operating
in 40MHz mode (see “Using the Wireless Mode Switch” below). The
channel can be changed if needed.

Using the Wireless Mode Switch

This switch allows you to set the Router’s wireless modes. There are several
modes.

Note: Some modes may require firmware updates to be enabled.

1) Off

This mode will turn OFF the Router’s access point, so no wireless devices
can join the network. Turning off the wireless function of your Router is a
great way to secure your network when you are away from home for a long
period of time, or don’t want to use the wireless feature of the Router at a
certain time.

2) 802.11g only

Setting the Router to this mode will allow only 802.11g-compliant devices to
join the network, keeping out any slower 802.11b devices.

3) 1x1 802.11n

Setting the Router to this mode will allow only 802.11n-compliant devices to
join the network, keeping out any slower 802.11b/g devices.

4) 802.11b & 802.11g & 1x1 802.11n

Setting the Router to this mode will allow 802.11b-, 802.11g-, and
802.11n-compliant devices to join the network.

BELKIN. Router Setup Utility Home| Help| Logout Internet Status: No Connection

Wireless > Channel and SSID

To make changes to the wireless setlings of the router, make the changes here. Click "Apply
Changes” to save the settings. More Info

Auto T\ current channel > 1
Belkin_G+_Wireless_123588

802.11b 8 802.11g & 1x1802.11n 3|

¥ moreinfo
[

20MFz only <]

Wireless Channel >
Extension Channel >
dress ssiD>

Wireless Mode >

Wireless

Broadcast SSID >

Protected Mode > More Info

Bandwidth >

QoS Configuration

802.41e QoS >

Onz] Morelnfo

Clear Changes | | Apply Changes |
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Using the Broadcast SSID Feature

Note: This advanced feature should be employed by advanced users only.
For security, you can choose not to broadcast your network’s SSID. Doing
so will keep your network name hidden from computers that are scanning
for the presence of wireless networks. To turn off the broadcast of the
SSID, remove the check mark from the box next to “Broadcast SSID”, and
then click “Apply Changes”. The change is immediate. Each computer now
needs to be set to connect to your specific SSID; an SSID of “ANY” will no
longer be accepted. Refer to the documentation of your wireless network
adapter for information on making this change.

Protected Mode Switch

Protected mode ensures proper operation of 802.11g devices on your
Enhanced network when 802.11b devices are present or when there is
heavy 802.11b traffic in the operating environment. If you are using a mix
of the Belkin Enhanced Wireless USB adapter and 802.11b or 802.11g
cards or adapters on your network, protected mode should be used. If
you are in an environment where there is no other (or very little) 802.11b
wireless network traffic, best 802.11g performance may be achieved
with protected mode OFF. If you are operating in an environment with
HEAVY 802.11b traffic or interference, best 802.11g performance may be
achieved with protected mode ON. Wireless Enhanced performance is not
affected by this setting.

Using the Bandwidth Switch

This switch allows you to set the Router’s wireless bandwidth modes. There
are several modes available:

1) 20MHz only

Setting the Router to this mode allows only 20MHz operation. This mode is
compatible with draft 802.11n-, 802.11g-, and 802.11b-compliant devices,
but will limit draft 802.11n-compliant devices’ bandwidth by half. Reducing
bandwidth to 20MHz-only operation might solve some wireless problems.

2) 20MHz/40MHz Auto

Setting the Router to this mode allows it to switch automatically between
20MHz and 40MHz operation. This mode enables 40MHz operation, to
maximize speed for draft 802.11n-compliant devices when conditions
permit. When a legacy 802.11g access point is presented and occupies an
adjacent secondary channel, the Router automatically reverts to 20MHz
operation to maximize compatibility. We recommend using this as the
default mode.

802.11e/WMM QoS Switch
Allows you to turn ON or OFF wireless QoS.
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Changing the Wireless Security Settings

Your Enhanced Wireless Router is equipped with the latest security
standard called Wi-Fi Protected Access™ 2 (WPA2™) and the legacy security
standard called Wired Equivalent Privacy (WEP). Your Router also supports
the Wi-Fi Protected Setup™ (WPS) specification, which simplifies the setup
of a wireless network. WPS uses familiar methodologies, such as typing in
a Personal Identification Number (PIN) or pushing a button, to enable users
to automatically configure network names and strong WPA"/WPA2 data
encryption and authentication. By default, wireless security is disabled. To
enable security, you will need to determine which standard you want to use.
To access the security settings, click “Security” on the “Wireless” tab.

Using Wi-Fi Protected Setup

WPS uses WPA2 (described on page 44) for encryption. It does not provide
additional security, but rather, standardizes the method for securing your
wireless network. You may use either the Push Button Configuration (PBC)
method or PIN method to allow a device access to your wireless network.
Conceptually, the two methods work as follows:

PBC: Push and hold the WPS button located on the front of your Router
for three seconds. Then, initiate the WPS procedure on the client device
within two minutes. Refer to your client’'s documentation on this procedure.
Pushing the PBC button will automatically enable WPS. The client has now
been securely added to your wireless network.

PIN: The client device has a PIN number (either four or eight digits) that is
associated with WPS. Enable WPS through the screen illustrated below.
Enter the client’s PIN into the Router’s internal registrar (accessed through
this screen). The client will be automatically enrolled into your wireless
network within two minutes.

Wi-Fi PROTECTED

SETUP
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Wireless > Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) |Enabled v

Wi-Fi Protected Setup (WPS) is the industry standard method to simplify the security setup
and management of Wi-Fi networks. You now can easily setup and connect to a WPA-
enabled 802.11 network with WPS-certified devices using either Personal Information
Number (PIN) methed or Push Button Configuration (PBC) method. Legacy devices without
WPS can be added to the network using the traditional manual configuration methed.

Apply Changes

1) Personal Information Number (PIN) Method

Enter the PIN from the client device and click "Enroll”. Then start WPS on the client device
from its wireless utility or WPS application within 2 minutes.

Enter Client Device PN ||

If an external Registrar is available, you can also enter Router's PIN at the external
Registrar. To change Router's PIN, click "Generate New PIN". Or click "Restore Default PIN"
to reset the PIN to factory default.

Router PIN: 06558512 | Generate New PIN | | Restore Default PIN

2) Push Button Configuration (PBC) Method

Click "Start PBC", then start PBC on the device you want te connect to the Router within 2
minutes.
Start PBC

3) Manual Configuration Method
For client devices without WPS, manually configure the device with the following settings:

Router Configuration: Not configured

Please run Belkin Security Assistant

4 Wireless Security
from CD or manually configure Wireless Securit

Wi-Fi Protected Setup (WPS): Enabled or Disabled.

Personal Identification Number (PIN) Method: In this method, a
wireless client wishing to access your network must supply a 4- or
8-digit PIN to the Router. After clicking “Enroll”, you must start the
WPS handshaking procedure from the client within two minutes.

Router PIN: If an external registrar is available, you may enter in the
Router’s PIN to the registrar. Click “Generate New PIN” to change the
PIN from the default value. Click “Restore Default PIN” to reset the
PIN value.

Push Button Configuration (PBC) Method: PBC is an alternate method
to connect to a WPS network. Push the PBC button located on the
front of the Router for three seconds, and then initiate the PBC on the
client device. Alternatively, push the “Start PBC” soft button to start
this process.

Manual Configuration Method: This section lists the default security
settings to be set up if not using WPS.
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WPA2 Requirements

IMPORTANT: In order to use WPA2 security, all your computers and wireless client adapters must be upgraded with patches, driver, and client utility
software that supported WPA2. At the time of this User Manual’s publication, a couple security patches are available, for free download, from Microsoft®.
These patches work only with the Windows XP operating system. Other operating systems are not supported at this time.

For Windows XP computers that do not have Service Pack 2 (SP2), a file from Microsoft called “Windows XP Support Patch for Wireless Protected
Access (KB 826942)” is available for free download at http://support.microsoft.com/kb/826942

For Windows XP with Service Pack 2, Microsoft has released a free download to update the wireless client components to support WPA2 (KB971021).
The update is available from: http:/support.microsoft.com/kb/917021

IMPORTANT: You also need to ensure that all your wireless client cards/adapters support WPA2, and that you have downloaded and installed the latest
driver. Most of the Belkin wireless cards have driver updates available for download from the Belkin support site: www.belkin.com/networking.
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Setting WPA/WPA2-Personal (PSK)

Like WPA security, WPA2 is available in both WPA2-Personal (PSK) mode and WPA2-Enterprise (RADIUS) mode. Typically, WPA2-Personal (PSK) is the
mode that will be used in a home environment, while WPA2-Enterprise (RADIUS) is implemented in a business environment where an external radius server
distributes the network key to the clients automatically. Your Router supports WPA2-Personal (PSK).

1. After you've set up your Router, go to the “Security” under BELKIN. Router Setup Utility Home | Help| Logout Internet Status: No Connection
“Wireless” and select “WPA/WPA2-Personal (PSK)” from the
“Security Mode” drop-down menu (1).

Wireless > Security

2. For “Authentication”, select “WPA-PSK”, “WPA2-PSK”, or “WPA- seeunytiese VAR PersonalPSK) 8
PSK + WPA2-PSK” (2). This setting will have to be identical on the SERID punerscaten WPapsc — H
wireless clients that you set up. “WPA-PSK + WPA2-PSK” mode - EncptonTectnique - [TKI
will allow the Router to support clients running either WPA or WPA2 WAC Address e I —©
security. e Viisens Protaced Aosest uh  Fre-Shared K Thi a1 8 paaswocs

hannel and in the form of a word, phrase or series of letters and numbers. The key

must be between 8 and 63 characters long and can include spaces and
symbols, or 64 Hex (0-F) only. Each client that connects to the network
must use the same key (Pre-Shared Key). More Info

3.  Enter your pre-shared key (PSK) (3). This can be from eight to 63
characters and can be letters, numbers, or symbols. This same
key must be used on all of the wireless clients that you set up. For
example, your PSK might be something like: “Smith family network
key”. Click “Apply Changes” (4) to finish. You must now set all
wireless clients to match these settings.

[ Obscure PSK
Clear Changes 11 Apply Changes ] (4)

IMPORTANT: Make sure your wireless computers are updated to work with
WPAZ2 and have the correct settings to get proper connection to the Router.
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Setting WEP Encryption

Note to Mac users: The “Passphrase” option will not operate with Apple® AirPort®. To configure encryption for your Mac computer, set the encryption using
the manual method described in the next section.

1.  Select “128-bit WEP” or “64-bit WEP” from the drop-down menu.
BELKIN | Router Sewp

2.  After selecting your WEP encryption mode, you can enter you WEP
key manually by typing in the hex WEP key manually, or you can type

Wireless > Security

a passphrase in the “PassPhrase” field and click “Generate” to create SecuyMode>  [1286tWEP  ¥|morcwto
a WEP key from the passphrase. Click “Apply Changes” to finish. You I
must now set all of your clients to match these settings. I
3.  Encryption in the Router is now set. Each of your computers on Mepassamrses e | TS AR A e 100
your wireless network will now need to be configured with the same PassPhrase [ | =]
passphrase. Refer to the documentation of your wireless network
[ Clewchanges | [ soycrangs |

adapter for information on making this change.
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Using a Hexadecimal Key

A hexadecimal key is a mixture of numbers and letters from A-F and
0-9. 64-bit keys are 10 digits long and can be divided into five two-digit
numbers. 128-bit keys are 26 digits long and can be divided into 13
two-digit numbers.

For instance:
AF OF 4B C3 D4 = 64-bit key
C3 03 OF AF OF 4B B2 C3 D4 4B C3 D4 E7 = 128-bit key

In the boxes below, make up your key by writing in two characters between
A-F and 0-9. You will use this key to program the encryption settings on

your Router and your wireless computers.

oo [RF [1F 65 657 p#
oo I
Ed ] A

Note to Mac users: Original Apple AirPort products support 64-bit
encryption only. Apple AirPort 2 products can support 64-bit or 128-bit
encryption. Please check your product to see which version you are using.
If you cannot configure your network with 128-bit encryption, try 64-bit
encryption.
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Using the Access Point Mode

Note: This advanced feature should be employed by advanced users only. The Router can be configured to work as a wireless network access point.
Using this mode will defeat the NAT IP sharing feature and DHCP server. In AP mode, the Router will need to be configured with an IP address that is in the
same subnet as the rest of the network that you will bridge to. The default IP address is 192.168.2.254 and subnet mask is 255.255.255.0. These can be

customized for your need.

1. Enable the AP mode my selecting “Enable” in the “Use as Access
Point only” page. When you select this option, you will be able to
change the IP settings.

Set your IP settings to match your network. Click “Apply Changes”.

Connect a cable from the WAN port on the Router to your
existing network.

The Router is now acting as an access point. To access the Router
advanced user interface again, type the IP address you specified into your
browser’s navigation bar. You can set the encryption settings, MAC address
filtering, SSID, and channel normally.

Wireless > Use as Access Point

ADVANCED FEATURE! The Routar can ba configured to act as sirictly an Access Poind, bypagsing all of tha routing and firewsall
functions. T do <o, select"Enable” and type in the IP address you wantthe Access Point o have. More Info

Enable / Disable > @Enable O Disable
Spocify IP Address> [192 |[168 |2 254
Stbnetmask > |ess [fess Ilzss 1[o
Coar Cranges | | appvcrenpes |
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Setting MAC Address Control

The MAC address filter is a powerful security feature that allows you to specify which computers are allowed on the wireless network. Note: This list applies
only to wireless computers. This list can be configured so any computer attempting to access the wireless network that is not specified in the filter list will

be denied access. When you enable this feature, you must enter the MAC address of each client (computer) to which you want to allow network access. The
“Block” feature lets you turn on and off access to the network easily for any computer without having to add and remove the computer’s MAC address from

the list.

Wireless > MAC address control

Mac Address Conlrgl is the ability to set up a list of clients thatyou want to allow or deny access lo the

wirgless network. More Info

| Q)
T @
O Mow @ Deny O Disabled
I I @)
- @
| ceacrages | [ spovctenass | —— (5)

Setting up an Allow Access List

1.

Select the “Allow” radio button (1) to begin setting up a list of
computers allowed to connect to the wireless network.

Next, in the “MAC Address” field that is blank (3), type in the MAC
address of the wireless computer you want to be able to access the
wireless network, then click “<<Add” (4).

Continue to do this until all of the computers you want to add have
been entered.

Click “Apply Changes” (5) to finish.
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Setting up a Deny Access List

The “Deny Access” list lets you specify computers that you DO NOT want to access the network. Any computer in the list will not be allowed access to the
wireless network. All others will.

1.  Select the “Deny” radio button (2) to begin setting up a list of Wireless > MAC address control
computers to be denied access to the wireless network.
Mac Address Conlral is the ability to set up a list of clients that you want to allow or deny access lo the

2. Next, in the “MAC Address” field that is blank (3), type in the MAC wireless network More Info
address of the wireless computer you want to deny access to the | O
wireless network, then click “<<Add” (4). r @
O Mow @ Deny O Disabled
3.  Continue to do this until all of the computers you want to deny access [ ()
to have been entered. I |
|| mACAddess | | "
4.  Click “Apply Changes” (5) to finish. | L L I: | E << Add | @
| ceacrages | | Appycranss | —— (5)
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Configuring the Firewall

Your Router is equipped with a firewall that will protect your network from a
wide array of common hacker attacks including:

IP Spoofing

Land Attack Ping of Death (PoD)
Denial of Service (DoS)
IP with zero length
Smurf Attack

TCP Null Scan

SYN flood

UDP flooding

Tear Drop Attack
ICMP defect

RIP defect

Fragment flooding

The firewall also masks common ports that are frequently used to attack
networks. These ports appear to be “stealth” meaning that for all intents
and purposes, they do not exist to a would-be hacker. You can turn the
firewall function off if needed; however, it is recommended that you leave
the firewall enabled. Disabling the firewall protection will not leave your
network completely vulnerable to hacker attacks, but it is recommended
that you leave the firewall enabled.

Firewall >

Your Router is equipped with & firews | thal will protectyaur nebwork from a wide amsy of common hacker
attacks Including Ping of Dealh (PoD) and Denlal of Sendce (Do) aftacks. You can tum the firewal| function
Off If neaed. Turning off e firewall prolection will not leave your network complstely vuinarable 10 hacker
attacks, butitis recommended that you tum the firewall on whenever possible,

Firawall Enable /Disable> @ Enabls () Dissble

[ cowcrenges | | dppyCranges
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USING THE WEB-BASED ADVANCED USER INTERFACE

Configuring Internal Forwarding Settings

The Virtual Servers function will allow you to route external (Internet) calls
for services such as a web server (port 80), FTP server (Port 21), or other
applications through your Router to your internal network. Since your
internal computers are protected by a firewall, computers outside your
network (over the Internet) cannot get to them because they cannot be
“seen”. A list of common applications has been provided in case you need
to configure the Virtual Server function for a specific application. If your
application is not listed, you will need to contact the application vendor to
find out which port settings you need.

Firewall > Virtual Servers

= ot List
Internel WAN

“This function will alawyou 1o route extemal (Irtemef) calls for senites such as aweb server (por £0), FTP
server (Fort 21}, or ather applicalions through your Router to your inlarnal network. More lirfo

[ cewownges | | aswonanes |
A [ Adtive Worlds ~

11
[ [encbic| Description | Inboundport | Type [Prwate I adaress

Private port

Hﬂﬂﬂﬂﬂﬂﬂﬂﬂliﬂ

Jwz ||
lma ||
1|
1|
i 1|
1|
ol ||
||
1|
e ||
o —

Choosing an Application

Select your application from the drop-down list. Click “Add”. The settings
will be transferred to the next available space in the screen. Click “Apply
Changes” to save the setting for that application. To remove an application,
select the number of the row that you want to remove then click “Clear”.

Manually Entering Settings into the Virtual Server

To manually enter settings, enter the IP address in the space provided for
the internal (server) machine, the port(s) required to pass (use a comma
between multiple ports), select the port type (TCP or UDP), and click “Apply
Changes”. You can only pass one port per internal IP address. Opening
ports in your firewall can pose a security risk. You can enable and disable
settings very quickly. It is recommended that you disable the settings when
you are not using a specific application.

150N Wireless Router
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Setting Client IP Filters

The Router can be configured to restrict access to the Internet, email, or
other network services at specific days and times. Restriction can be set for
a single computer, a range of computers, or multiple computers.

Firewall > Client IP filters

DHEP Clent List
Internel WAN

Th Raulr can'sacardgred o resiet accees o e nemel -mall oraihernatwork sardees st spoelc day snd
tmes. More Inf

| p [ Pot___[ Twe [BockTime] Day | _Time _fenabic]
Orep
Outways | SUN v 1200AM
memal § I H ] S Goue EUN -,Eﬁmum 5
Bom
Orce ol v
Ouwaye | SUN [v] 1200AM [¥]
1824502 i F gzﬂ ©Bock | SUN |v| 1200AM [v) Ll
Orer. I
Osiways | SUN v| 1200AM [v]
smimal | | H | ©wn @m‘ SUN v 1200AM E =
Oeom ;
Orep
Ousiwaye | SUN x| 1200AM
wmmal | f ®:;n Gk SUN vl 1z00AM [v]|
Cree
_—— . Ouiwaye SUN *ﬂ
CIC g""’ Owex | sUN ] 1ze0Am [v]|
- g“’ awweys SN v] 2004 [+]|
121882 K H o""" GBock  SUN | 1200AM [
oo
[ ewrchanges | [ Appiychanges

To restrict Internet access to a single computer for example, enter the IP
address of the computer you wish to restrict access to in the IP fields (1).
Next, enter “80” in both the port fields (2). Select “Both” (3). Select “Block”
(4). You can also select “Always” to block access all of the time. Select the
day to start on top (5), the time to start on top (6), the day to end on the
bottom (7), and the time to stop (8) on the bottom. Select “Enable” (9). Click
“Apply Changes”. The computer at the IP address you specified will now

be blocked from Internet access at the times you specified. Note: Be sure
you have selected the correct time zone under “Utilities> System Settings>
Time Zone”.

©) ©®)
_m Enabic]
o) SUN m| 1200 AM Iv
1921682, L‘\_ T— xm TN\WYS }TEQDDAM
) @ © @ @ ©)
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Enabling the Demilitarized Zone (DMZ)

The DMZ feature allows you to specify one computer on your network to be placed outside of the firewall. This may be necessary if the firewall is causing
problems with an application such as a game or video conferencing application. Use this feature on a temporary basis. The computer in the DMZ is NOT
protected from hacker attacks.

Firewall > DMZ To put a computer in the DMZ, enter the last digits of its IP address in the
IP field and select “Enable”. Click “Apply Changes” for the change to take
The DMZ festure allows you to specify one computer on your network 1o be plsced outside ofthe NAT firawall. effect. If you are using multiple static WAN IP addresses, it is possible to

This may be necessary if the NAT fealure is causing problems with an application such as a game or viden

: it : e o oue ] 22 select which WAN IP address the DMZ host will be directed to. Type in
conferencing application. Use this fealure on a lemporary basis. The computer in the DMZ is not prolected ) .
from hacker atacks To put a compuler in the DMZ, enter the last digits ofits IP address in the field below and the WAN IP address you wish the DMZ host to direct to, enter the last two
select"Enable”. Click*Apply Changes™or the change to take effectMore Info digits of the IP address of the DMZ host computer, select “Enable” and
lick “Apply Changes”.
IP Adkiress of Virtual MZ Host > clic PPy C anges
1 onon 1921682, - |
Clear Changes 1 Bpply Changes |
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Using Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static host name in any of the many domains DynDNS.org offers, allowing your
network computers to be more easily accessed from various locations on the Internet. DynDNS.org provides this service, for up to five host names, free to
the Internet community.

The Dynamic DNS®M service is ideal for a home website, file server, or to make it easy to access your home PC and stored files while you’re at work. Using
the service can ensure that your host name always points to your IP address, no matter how often your ISP changes it. When your IP address changes, your
friends and associates can always locate you by visiting yourname.dyndns.org instead!

To register free for your Dynamic DNS host name, please visit http:/www.dyndns.org.

Setting up the Router’s Dynamic DNS Update Client Firewall > DDNS
You must register with DynDNS.org’s free update service before using this Dynarnic DNS allows you lo provide Inlermet users with a fized domain name (inslead of an IP
feature. Once you have your registration, follow the directions below address which may periodically change), allowing your router and applications set up in your router's
virtual servers 1o be accessed rom various locations on the Inlernel wilhout knowing your current IP
« P address. Your Wireless Router supports dynamic DNS through DynDMNE.ong
1. Select DynDNS as the “DDNS Service” (1). Mt wwwdymiins.org). You must create an account before using this service. More Info
! « » 6  — )
2.  Enter your DynDNS.org user name in the “User Name” field (2). e g DynDNS 1]
3.  Enter your DynDNS.org password in the “Password” field (3). DDNS Status > U egisterad
Enter the DynDNS.org d h DynDNS e : @
4. nter the Dyn .org domain name you set up with Dyn .org in : 3
the “Domain Name” field (4). Easeworz: ®
Domain Name = L — @

5. Click “Update Dynamic DNS” (5) to update your IP address.

|
Whenever your IP address assigned by your ISP changes, the Router will Cairimues | [ vpdssopmanicons | ©)
automatically update DynDNS.org’s servers with your new IP address. You
can also do this manually by clicking the “Update Dynamic DNS” button (5).
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USING THE WEB-BASED ADVANCED USER INTERFACE

Blocking an ICMP Ping

Computer hackers use what is known as “pinging” to find potential victims
on the Internet. By pinging a specific IP address and receiving a response
from the IP address, a hacker can determine that something of interest
might be there. The Router can be set up so it will not respond to an ICMP
ping from the outside. This heightens your Router’s security level.

Firewall > WAN Ping Blocking

ADVANCED FEATURE! You can configure the Router nat to respond to an ICKP Ping (ping to the WaAN pori).
This offers a heighlened level of security, More Info

Block ICMP Ping >

—rovcmgn |

M

To turn off the ping response, select “Block ICMP Ping” (1) and click “Apply
Changes”. The Router will not respond to an ICMP ping.

Utilities

The “Utilities” screen lets you manage different parameters of the Router
and perform certain administrative functions.

Utilities >

This screen lets you manage different parameters of the Router and perform certaln administrative functions.

= Restart Router
Somatimas it may be necessary to Reset or Rebool the Router if it bagins working improperty.
Reseting or Rebooling the Routerwill not delete any afyour configuration setlings

Restore Factory Defaults
Using this option will restore all ofthe settings in the Routar to the faclory (dafaulf) settings. It s
recomrmended thal you hackup your selings before you restore 3l ofthe defaulls

« SaveBackup Current Seftings
“fou can save your current confiquration by using this festure. Saving your configuration will allow you
1o restore it later if your settings are lost or changed. Ilis recommended thatyou backup your current
configuration before perfoming a firmware update.

« Restore Previous Saved Settings
This option will allowyou to restore a previously saved configuration

» Firmwara Update
From lime lo time, Belkin may release new versions of the Router's firmware. Fimware updales
contain feature improvements and fiees 10 problems thal may have exasted.

System Settings
The Bystem Setings page is where you can enter a new administralor password, setthe ime zone,
enable remole management and tum on and off the NAT funclionof the Router.

150N Wireless Router
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Restarting the Router

Sometimes it may be necessary to restart or reboot the Router if it begins
working improperly. Restarting or rebooting the Router will NOT delete any
of your configuration settings.

Utilities > Restart Router

Sometimes it may be necessary fo Restart or Rebootthe Router if it begins working improperly. Restarting
or Rebooting the Router will not delete any of your configuration seftings. Click the "Restart Router” button
belowto Restartthe Router.

Restart Router

Restarting the Router to Restore Normal Operation
1. Click the “Restart Router” button.

2. The following message will appear. Click “OK”.

Microsoft Internet Explorer

\?2 Ate you sure you want ko restart the Rouker? Resetting the Router will not affect your configuration,

Cep C=1)

——

3. The following message will appear. Restarting the Router can take up
to 60 seconds. It is important not to turn off the power to the Router
during the restart.

HMicrosoft Internet Explorer:

4. A 60-second countdown will appear on the screen. When the
countdown reaches zero, the Router will be restarted. The Router
home page should appear automatically. If not, type in the Router’s
address (default = 192.168.2.1) into the navigation bar of your
browser.
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Restoring Factory Default Settings

Using this option will restore all of the settings in the Router to the factory 3. The following message will appear. Restoring the defaults includes
(default) settings. It is recommended that you back up your settings before restarting the Router. It can take up to 60 seconds. It is important not
you restore all of the defaults. to turn the power to the Router off during the restart.

Utilities > Restore Factory Defaults

Microsoft Internet Explorer

Using this option will restore all of the settings in the Router to the factory (default) seftings. Itis
recommended thatyou backup your settings before you restore all ofthe defaults. To restore the factory

! 5 Restaring the default settings will take up to 60 seconds, Do not turn off power ko the Router during this process.
default setlings, click the "Restore Defaulis” button belowy.

_
(resocosmas_)
_ Lol

4. A 60-second countdown will appear on the screen. When the
1. Click the “Restore Defaults” button. countdown reaches zero, the Router’s defaults will be restored. The
Router home page should appear automatically. If it does not, type in
the Router’s address (default = 192.168.2.1) into the navigation bar of
your browser.

= T oy restge

MWARNIMNG:

\:/ All Your Settings Wil be Last!
Are You Sure You want to do this?

) Cancel
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USING THE WEB-BASED ADVANCED USER INTERFACE

Saving a Current Configuration

You can save your current configuration by using this feature. Saving your
configuration will allow you to restore it later if your settings are lost or
changed. It is recommended that you back up your current configuration
before performing a firmware update.

Utilities > Save/Backup Current Settings

You ¢an save your current configuration by using this feature. Saving your configuration will allow you to
restore it later ifyour settings are lost or changed. It is recommended thatyou backup your currant
configuration before performing a firmware update.

s D

1.

Click “Save”. A window called
“File Download” will open.
Click “Save”.

File Download

Do you want to save this file?

El

Name: user.conf
Type: Unknown File Type.

From: 192.168.2.1
o D

be useful,
harm your computer. f you do not st the source, do not save this
file. What's the risk?

150N Wireless Router
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USING THE WEB-BASED ADVANCED USER INTERFACE

2. A window will open that allows you to select the location where you 3.
want to save the configuration file. Select a location. You can name
the file anything you want, or use the default name “user.conf”. Be Dowrload Complets
sure to name the file so you can locate it yourself later. When you have Th i tion i d S
selected the location and name of the file, click “Save”. € conriguration Is now saved.

user.conf from 192.168.2.1

When the save is complete,
you will see the window
below. Click “Close”.

Download complete

Dowinioaded: 84.7KBIn 1 s8¢
Downloadto:  Coypocuments and Setings...{user.conf
Transfer rate: 84,7 KB/Sec

L] Close this dislog bot when donnload completes

Savein |@ Desktop El Q ¥ B -

DMy Documents

a My Computer
Iy Recent .(iMy Metwork Places
Documents user.conf

o] (i [y

= =
g

My Documents

@

My Computer

File ramne: |

My Metwork, Save as type: |.conf Document

150N Wireless Router 60



USING THE WEB-BASED ADVANCED USER INTERFACE

Restoring a Previous Configuration
This option will allow you to restore a previously saved configuration.

Utilities > Restore Previous Saved Settings

This option will allow you to restore a previously saved configuration.

Qamee. D

Click “Browse”. A window will open that allows you to select the
location of the configuration file. All configuration files end with a
“.conf”. Locate the configuration file you want to restore and double-

click on it.

oose file
Lok in: I@Desklop j = B ef B

,2 DMY Documents

a My Computer
My Fecent €My Metwark Places
Documents . —

tdy Documents

-

My Computer

‘_g
ty Hetwork — File name: IusEr j Open I
-l Cancel |
|

Flaces
Files of type: | 8l Files 7]

150N Wireless Router
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You will be asked if you want
to continue. Click “OK”.

A reminder window will
appear. It will take up to 60
seconds for the configuration
restoration to complete. Click
“OK™.

Microsoft Internet Explorer Fxl

\?) Do you want to continue and restore settings?

Co ) ]

T

Microsoft Internet Explorer
Aftn sebing re esord, e baslgationmay ot espond
1\ 'to commands for as fong as one minde.
Thisfs normal. Do not pewer daun the base stafion during Ehis e

A 60-second countdown will appear on the screen. When the
countdown reaches zero, the Router’s configuration will be restored.
The Router’s home page should appear automatically. If not, type in
the Router’s address (default = 192.168.2.1) into the navigation bar of
your browser.
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Updating the Firmware

From time to time, Belkin may release new versions of the Router’s firmware. Firmware updates contain feature improvements and fixes to problems that
may have existed. When Belkin releases new firmware, you can download the firmware from the Belkin update website and update your Router’s firmware to

the latest version.

Checking for a New Version of Firmware

The “Check Firmware” (1) button allows you to instantly check for a new
version of firmware. When you click the button, a new browser window will
appear informing you that either no new firmware is available or that there
is a new version available. If a new version is available, you will have the
option to download it.

Utilities > Firmware Update

From time 1o time, Belkin may release new versions ofthe Router's firmware. Firmware updates contain improvements and
fix2s lo problems that may have exisled. Click Ihe link below 10 see ifthera is a new firmmvare updale available for this Rouler,

NOTE: Please backup your cumrent seitings before updating to a new versian of firmware Click Here to 9o to the SaverBackup
turrent seltings page

Filmwaie Version>  0.07.13 (8or 14 2007 19.25:14)

Check for New Firmware Version> | Check Fimware I B — (1)

Update Firmware > Brcwse...

Downloading a New Version
of Firmware

If you click the “Check Firmware”
button and a new version of
firmware is available, you will see a
screen similar to the one here:

"2 http://192.168.2.1/twhuto.stm - Microsoft Int.... =) 3 (X

Update Available
An updated version of firmware is available
for your Router

Model:
F5D8233-4 N Wireless Router - Home Edition

Firmware Version Information:
Belkin Wireless Router Version : 0.01.07
Release Date : 04/06/2007
Image location :
i D8233-

451/ WW/F5D8233-4_WW_0.01.07.bin

If you wish to update the firmware in your Belkin
Router, click Download NOW" below to get the
fle. Save the file to a folder on your computer
where you can find it later. Browse to the file from
the ‘Firmware Update' page. Select the file, then
click Update'

Click here for full instructions
NOTE: You will need Adobe Acrobat Reader to
view this document. Click here to get Adobe
Acrobat Reader

Download Firmware NOW

Download New Manual NOW

€] Done © Internet
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USING THE WEB-BASED ADVANCED USER INTERFACE

To download the new version of firmware, click “Download”.

A window will open that allows you to select the location where you
want to save the firmware file. Select a location. You can name the
file anything you want, or use the default name. Be sure to locate the
file in a place where you can locate it yourself later. When you have
selected the location, click “Save”.

Save i |@Deskmp t] €} ? B '

[fJMy Documents
3 My Computer

My Recent ‘aMy Mebwork Places
Documents

S

Desktop

.

My Documents

®

My Computer

t] I Save I

My Metwork, | Save as bype: | .bin Document M [ Cancel ]

File name: |

3.  When the save is complete, you will see the following window.
Click “Close”.

Download complete

i

== Daownload Complete

Saved:

FSDE233-4_ W _0.01, 16,bin From netwarking. belkin, com
[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘
Downloaded: 951 KB in 4 sec

Download bo: C:\Docu.. \FEDE233-4_WwW_0.01.16.bin

Transfer rate: 237 KEBJSec

[ Close this dialog bos when download completes

[ Open ] [ Open Folder ]d Close ])

The download of the firmware is complete. To update the firmware, follow
the next steps in “Updating the Router’s Firmware”.

150N Wireless Router
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USING THE WEB-BASED ADVANCED USER INTERFACE

6
Updating the Router’s Firmware
1.  Inthe “Firmware Update” page, click “Browse”. A window will open 2. Browse to the firmware file you downloaded. Select the file by double-
that allows you to select the location of the firmware update file. clicking on the file name.

Utilities > Firmware Update

From time to time, Belkin may release new versions of the Router's firmware. Firmware updates contaln Impravements and

ives lo problems Ihat may have exsled. Click Ine link below 1o see ifthers is a new firmware upcate available for this Rouler. Lookin: [} Desktop d - 0 ek E
NOTE: Please backup your cument settings before updating to a new version of firmware Click Here to 9o to the SaverBackup
current settings page. —= [f:l My Dacurnents
j My Computer
Firmware Version> 00113 (Apr 14 2007 192514) My Recent i‘imy Metwork Places
Documents
Checkfor New Firmware Version >
Update Firmwara > [ Browse.. | Desktop
B — .
D G
e K

My Computer
Mypf;lalwurk File name: |F508233-47WW70 0116 d Open
aces
Files of type: A Files 1) | Cancel
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3. The “Update Firmware” box will now display the location and name of 5.

You will see one more message. This message tells you that the
the firmware file you just selected. Click “Update”.

Router may not respond for as long as one minute as the firmware is

loaded into the Router and the Router is rebooted. Click “OK”.
Utilities > Firmware Update

Mi it Int 1 Exple
Fram time to time, Belkin may release new versions ofthe Router's firmware. Firmware updates contain improvements and USrusull. niatnet DpLLaL
fixes lo problems that may have exisled. Click Ihe link below o see if there is a new firmmvare update availanle for this Rouler

": &k the end of the upgrade, the Router may not respond to commands for as long as one minute. This is normal. Do ot burn off or reboot the Router
. during this time.

NOTE: Please backup your current settings before updating to a newrversion of firmware Click Here to go to the SaverSackup

current selings page.

Firmware Version>  0.01.13 (Apr 14 2007 19.25:14)

Checkfor New Firmware Version> | Check Firmware 6.

A 60-second countdown will appear on the screen. When the
countdown reaches zero, the Router firmware update will be
complete. The Router home page should appear automatically. If not,
ate Firmware > A men ing I_-l . N f . :
i CiDocumerts end Setings'| [ Bionsa.] type in the Router’s address (default = 192.168.2.1) into the navigation

e — bar of your browser.
D

Microsoft Internet Explorer __ 4. You will be asked if yOU are
g sure you want to continue.
2 ) e vou swe yousant ta continue wkh Upgrading? Click “OK”.

G e ]

5
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Changing System Settings

The “System Settings” page is where you can enter a new administrator
password, set the time zone, enable remote management, and turn on and
off the NAT function of the Router.

Setting or Changing the Administrator Password

The Router ships with NO password entered. If you wish to add a
password for greater security, you can set a password here. Write down
your password and keep it in a safe place, as you will need it if you need

to log into the Router in the future. It is also recommended that you set a
password if you plan to use the remote management feature of your Router.

Administrator Password:

The Router ships with NO password entered. if you wish to add a password for more security, you can seta
password here. More info

- Type in current Password =
- Type in new Passwolrd >

- Confirm new Password >

- Login Thmeowut >

10 (1-98 minutes)

Changing the Login Time-Out Setting

The login time-out option allows you to set the period of time that you can
be logged into the Router’s advanced setup interface. The timer starts
when there has been no activity. For example, imagine you have made
some changes in the advanced setup interface, then left your computer
alone without clicking “Logout”. Assuming the time-out is set to 10 minutes,
10 minutes after you leave, the login session will expire. You will have to log
into the Router again to make any more changes. The login time-out option
is for security purposes and the default is set to 10 minutes. Note: Only one
computer can be logged into the Router’s advanced setup interface at one
time.
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Setting the Time and Time Zone

The Router keeps time by connecting to a Simple Network Time Protocol
(SNTP) server. This allows the Router to synchronize the system clock to
the global Internet. The synchronized clock in the Router is used to record
the security log and control client filtering. Select the time zone that you
reside in. You have the option to select a primary and a backup NTP server
to keep your Router’s clock synchronized. Select your desired NPT server
from the drop-down box, or simply keep it as is.

If you reside in an area that observes daylight saving, then place a check
mark in the box next to “Enable Daylight Saving”. The system clock may not
update immediately. Allow at least 15 minutes for the Router to contact the

time servers on the Internet and get a response. You cannot set the clock
yourself.

Time and Time Zone: April 18,2007 4:15:55 PM

Please setyour time Zone. Ifyou are in an area thal observes daylight saving check this boxMore Info

- Time Zone > [ (GMT-08:00) Pacific Time (US & Canada): Tijuana E
- Daylight Savings > Automatically Adjust Daylight Saving

~Primary NIP Server > [192.43.244.18-North America [v]

~Backup NTP Server > 132.163.4.102-North America ||

Enabling Remote Management

Before you enable this advanced feature of your Belkin Router, MAKE
SURE YOU HAVE SET THE ADMINISTRATOR PASSWORD. Remote
management allows you to make changes to your Router’s settings from
anywhere on the Internet. There are two methods of remotely managing
the Router. The first is to allow access to the Router from anywhere on the
Internet by selecting “Any IP address can remotely manage the Router”. By
typing in your WAN IP address from any computer on the Internet, you will

be presented with a login screen where you need to type in the password
of your Router.

The second method is to allow a specific IP address only to remotely
manage the Router. This is more secure, but less convenient. To use this
method, enter the IP address you know you will be accessing the Router
from in the space provided and select “Only this IP address can remotely
manage the Router”. Before you enable this function, it is STRONGLY
RECOMMENDED that you set your administrator password. Leaving the
password empty will potentially open your Router to intrusion.

Advanced Feature: The “Remote Access Port” option allows you to
configure the desired “Remote Access Port for Remote Management”
feature. The default access port is set to port 80.

Remote Management:

ADVANCED FEATURE! Remote management allows you to make changes to your Router's settings from

anywhere on the Internet. Before you enable this function, MAKE SURE YOU HAVE SET THE
ADMINISTRATOR PASSWORD. More Info

] Any IP address can remetely manage the router.

- Only this IP addiess can reimaotely
manage the router >

- Remote Access Port > |8080
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Enabling/Disabling UPnP

UPnP (Universal Plug-and-Play) is yet another advanced feature offered
by your Belkin Router. It is a technology that offers seamless operation of
voice messaging, video messaging, games, and other applications that
are UPnP-compliant. Some applications require the Router’s firewall to

be configured in a specific way to operate properly. This usually requires
opening TCP and UDP ports, and in some instances, setting trigger ports.
An application that is UPnP-compliant has the ability to communicate
with the Router, basically “telling” the Router which way it needs the
firewall configured. The Router ships with the UPnP feature disabled. If
you are using any applications that are UPnP-compliant, and wish to take
advantage of the UPnP features, you can enable the UPnP feature. Simply
select “Enable” in the “UPnP Enabling” section of the “Utilities” page. Click
“Apply Changes” to save the change.

UPNP Enabling:

ADYANCED FEATURE! allows you to turn the UPNP feature of the Router on or off, If you use
applications that support UPRP, enabling UPRP will allow these applications to autornatically configure
the router. More Info

- UPNP Enable f Disable > O Enable @ Disable

Enabling/Disabling Auto Firmware Update

This innovation provides the Router with the built-in capability to
automatically check for a new version of firmware and alert you that

the new firmware is available. When you log into the Router’s advanced
interface, the Router will perform a check to see if new firmware is available.
If so, you will be notified. You can choose to download the new version or
ignore it.

Auto Update Firmware Enabling:
ADYANCED FEATURE! Allows you to autornatically check the availability of firmware updates for
your router. More Info

- Auto Update Firmware Enable

Disable > O Enable @ Disable
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MANUALLY CONFIGURING NETWORK SETTINGS

Set up the computer that is connected to the cable or DSL modem FIRST using these steps. You can also use these steps to add computers to your Router
after the Router has been set up to connect to the Internet.

Manually Configuring Network Settings in Mac OS up to 9.x

In order for your computer to properly communicate with your Router, you will need to change your Mac computer’s TCP/IP settings to DHCP.

1. Pull down the Apple menu. Select “Control Panels” and select “TCP/

IP”.

2. You will see the TCP/IP control panel. Select “Ethernet Built-In” or
“Ethernet” in the “Connect via:” drop-down menu (1).

O

TCP/IP

Connect via: [ Ethernet

Setup
’7 Configure : [ Panually

3. Next to “Configure” (2), if
“Manually” is selected, your
Router will need to be set
up for a static IP connection
type. Write the address
information in the table
below. You will need to enter
this information into the
Router.

Bl ‘

1P address: I—

Subnet Mask: ,—
Default gateway:

Preferred DNS server: ,—

Alternate DNS server: I—

4. If not already set, at “Configure:”, choose “Using DHCP Server”. This
will tell the computer to obtain an IP address from the Router.

O TP/IP———————H
Connect via: [ Ethernet ij
Setup
’7 Configure Qsing DHCF Serwer ‘g
5. Close the window. If you A Save changes to the current configuration?
made any changes, the i
. . . saving the changes may interrupt any TCP/IP
following window will appear. services currently established.
Click “Save”.

Don’t Save cancel | ([__save |D

Restart the computer. When the computer restarts, your network
settings are now configured for use with the Router.
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Manually Configuring Network Settings in Mac OS X

1.  Click on the “System
Preferences” icon. 7

2.  Select “Network” from the “System Preferences” menu.
280 System Preferences
Personal
Desktop Dock General International Login Screen Saver Universal
Access
Hardware
g 8 () m 8
ColorSync Displays Energy Saver Keyboard Mouse Sound

Internet & Network

@@

Internet Network

QuickTime Sharing

86C

Network =3
Location: | Automatic 53}
Show: | Built-in Ethernet )

f-7cp/ip | pppok | AppleTalk | Proxies |
|

Configure: | Using DHCP ¥
Domain Name Servers (Optional)

IP Address
(Provided by DHCP Server}

Subnet Mask: 255.255.255.0

Router: (Optional)

10.10.2.1 S

DHCP Client ID:
(Optional)

Example: apple.com, earthlink.net

Ethernet Address: 00:03:93:0b:c6:d4

@ Click the lock to prevent further changes. Apply Now

Select “Built-in Ethernet” (1) next to “Show” in the “Network” menu.

Select the “TCP/IP” tab (2). Next to “Configure:” (3), you should see
“Manually” or “Using DHCP”. If you do not, check the PPPoE tab (4)
to make sure that “Connect using PPPoE” is NOT selected. If it is, you
will need to configure your Router for a PPPoE connection type using
your user name and password.
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5. If “Manually” is selected,

your Router will need to P address: [—
be set up for a static IP — ,—

connection type. Write the

address information in the mwernddess [
table below. You will need to Name Server Address:

enter this information into the
Router.

6. If not already selected, select “Using DHCP” next to “Configure:” (3),
then click “Apply Now”.

Your network adapter(s) are now configured for use with the Router.

88C Network =3
Location: [Automatic |4}
Show: | Built-in Ethernet M

=

TCe/ip | prroe | AppleTalk | Proxies |

Configure:

“Using DHCP 0
Domain Name Servers (Optional)

IP Address:

Subnet Mask

Router.

DHCP Client ID:

Ethernet Address:

(Provided by DHCP Server)
255.255.255.0

10.10.2.1 Search Domains __ (Optional)

(Optional)

Example: apple.com, earthlink.net

00:03:93:0b:c6:d4

=/

(@) Click the lock to prevent further changes.
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Manually Configuring Network Settings in Windows 2000, NT, XP, or Vista

1. Click “Start”, “Settings”, then “Control Panel”.

Internet Protocol (TCP/IP) Properties

Genesal ‘

2. Double-click on the “Network and dial-up connections” icon
(Windows 2000) or the “Network” icon (Windows XP or Vista). You can get IP seftings assigned automatically i your netwark supports

this capabilty. Othemwiss, you need to ask your network administrator for
the appropriate IP settings

' ' « - : ' (1)
3.  Right-click on the “Local Ar(ia Conn(—‘-fchf)n associated with your T e
network adapter and select “Properties” from the drop-down menu.

(@ Use the fallowing IP address ()]
4. Inthe “Local Area Connection Properties” window, click “Internet . : 5 A B
Protocol (TCP/IP)” and click the “Properties” button. The screen on el [m 0.0 0]
the right will appear. S
) ) ) Obtain DNS ser iamaticaly ®)
5. If “Use the following IP address” (2) is selected, your Router will @ Uss the follawing DN ssrver addressss
need to be set up for a static IP connection type. Write the address R
information in the table below. You will need to enter this information Wi
into the Router.
D cancel
IP address: I
Subnet Mask: | 6. If not already selected, select “Obtain an IP address automatically” (1)

and “Obtain DNS server address automatically” (3). Click “OK”.
Default gateway: I . .
Your network adapter(s) are now configured for use with the Router.

Preferred DNS server: I

Alternate DNS server: I

73



Manually Configuring Network Settings in Windows 98SE or Me

1.  Right-click on “My Network Neighborhood” and select “Properties”
from the drop-down menu.

2. Select “TCP/IP -> settings” for your installed network adapter. You will
see the following window.

3. If “Specify an IP address” is selected, your Router will need to be set
up for a static IP connection type. Write the address information in the
table below. You will need to enter this information into the Router.

4.  Write in the IP address and subnet mask from the “IP Address” tab ().

5.  Click the “Gateway” tab (2). Write the gateway address down in the
chart.

IP address: I

Subnet Mask:

Default gateway:

Preferred DNS server:

Alternate DNS server:

Click the “DNS Configuration” tab (1). Write the DNS address(es) in
the chart.

If not already selected, select “Obtain IP address automatically” in the
“IP Address” tab. Click “OK”.

Restart the computer. When the computer restarts, your network
adapter(s) are now configured for use with the Router.

TCP/IP Properties i 2]
Bindings | Advanced NetBIos |
DINS Configuration |- Gateway | WINS Configuraion 1P Add )]

7 IP addvess can be automatically assigned to this camputer
IF your network does nat autematically assign IP addresses, ask
your network administrator for an acidiess, and then type it n
the space belaw.

& Lbtain an IF addiess auiomaticalh:

' Specily an P address

[¥ Detect connestion ta network media
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RECOMMENDED WEB BROWSER SETTINGS

In most cases, you will not need to make any changes to your web browser’s settings. If you are having trouble accessing the Internet or the Web-Based
Advanced User Interface, then change your browser’s settings to the recommended settings in this section.

Internet Explorer 4.0 or Higher

1. Start your web browser. Select “Tools” then “Internet Options”. 2. Inthe “Internet Options” screen, there are three selections: “Never dial
a connection”, “Dial whenever a network connection is not present”,
and “Always dial my default connection”. If you can make a selection,
select “Never dial a connection”. If you cannot make a selection, go to
the next step.

A Welcome to Belkin - Microsoft Internet Explorer

[ —— Qonk - © -0 B 6| Psewch Frovris @3- 8| W0 B| & & Internet Options
Adcress ] g/ bekin.d ’:;‘jj:‘gj}j:' )
Google + Manage Add-os. P Srstoded | ¥ Creck - % Aok - Fdoptons & . - T S g—
Sivonize. a | General || Security || Privacy || Content| Connections | Pragrams | Advanced |
Windows Update -
B E L K I N Windows Messenger ith technolosy
=i Toset up an Inkernet connection, click Cat
— TR e | Setup..
Seah =4 Setup, —

Advanced Search [

iPod’ nano and Dial-up and Yirtual Private Metwark zettings

Support Center the newVSG iPod @ itualPaszage Add...
Product center ) Powered Remove
tado Choose Settings if you need ko configure & prosy Settings...

ey R server for a connection.
Pover chargers, cable, snd morel ireless Router
. i '
it (&) Never dial a connection
N—

P

3 S

i an e soloon. o, i on your "srer () Dial whenever a network connection is not present

stomized solutions

Solution Center

Network/sharing () Always dial my default connection

Datacenter Solutions v

m
Peripheral Sharing
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Under the “Internet Options” screen, click on “Connections” and
select “LAN Settings...”.

Make sure there are no check marks next to any of the displayed
options: “Automatically detect settings”, “Use automatic configuration
script”, and “Use a proxy server”. Click “OK”. Then click “OK” again in
the “Internet Options” page.

cal Area Network

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

["] automatically detect settings

DUse automatic configuration script

Proxy server

DUse a proxy server for your LAN (These settings will not apply to
dial-up or ¥PN connections).

Netscape® Navigator® 4.0 or Higher
1.  Start Netscape. Click on “Edit” then “Preferences”.
2. Inthe “Preferences” window, click on “Advanced” then select

“Proxies”. In the “Proxies” window, select “Direct connection to
the Internet”.

< Appeaiance
Eﬂ"“ - Configure Prosies to Access the Intemet
olars
A network prowy provides additional security between your computer and the
Themes
Intermet. Prosies can also inorease performance between muliple networks. by
Contert Packs e ey
b Navigsar ® Direct connection ta the Intemet
I Composer
I Mail and Newsgroups O Manual prosy configuration
I Instant Messenger ETP Frow
e
I Piivacy and Secuity ]
= et o —
I | B E— .
Softwsre Instala SRrmp T )| R
e B — )
Spstem |

Offine and Disk Space HoProgfor

Example: yourcompany com, yolrcompany.co.nz
O Autamatic prosy configuration URL:

I | (Chead )
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TROUBLESHOOTING

Problem:

Setup Assistant CD does not automatically start.

Solution:

If the CD-ROM does not start the Setup Assistant automatically, it could be that the computer is running other applications that are interfering with the CD
drive.

1. If the Setup Assistant screen 2. Next, double-click on the CD-ROM drive that the Setup Assistant
does not appear within Software CD has been placed in to start the installation.
15-20 seconds, open up
your CD-ROM drive by
double-clicking on the “My
Computer” icon that is
located on your desktop. Qs - © - (¥ | Prewen [ o | [~
Adress | | My Computer B
Hard Disk Drives ~

2 My Computer

Fle Edt View Favorites Tools Help

System Tasks
View system information @ Local Disk (C:)
2 Add or remove programs

B Change a setting
Devices with Removable Storage

Other Places €
A DVD/CD-RW Drive (D:)
& My Network Places

) My Documents

B Control Pane! %; KINGSTON (F:)
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TROUBLESHOOTING

3. The Setup Assistant should start within a few seconds. If,
instead, a window appears showing the files on the CD,
double-click on the icon labeled “SetupAssistant”.

4.  If the Setup Assistant still does not start, reference the section
titled “Manually Configuring Network Settings” (page 70) of
this User Manual for an alternative setup method.

% Belkin Setup Assistant (Ez)
File Edit View Favorites Tools Help

Qo - © - ¥ | POsearch [ roers | [T

Address | B e\
File and Folder Tasks
€@ Pubish this folder to the
Web

&2 Share this folder

Other Places

i My Computer

@ My Documents
& My Network Places

Details

lr:] e
\ﬁ Data

Autorun.inf
Setup Information
1KB

EZICHSDLL.dl

3
3]

EZIKORDLL.dl

‘("j Bonus
D Manual
EZico
-° 16x 16
Icon
%I EZICHTDLL.dll

EZ1IAPDLL.dI

[ I scronssstant.exe
Setup Assistant
@ Bekin International, Inc.

150N Wireless Router
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Problem:

Setup Assistant cannot find my Router.

Solution:

If the Setup Assistant is not able to find the Router during the installation process, please check the following items:

1. If the Setup Assistant is not able to find the Router during the 3.  Ensure that you have a cable connected between the network
installation process, there may be third-party firewall software (Ethernet) port on the back of the computer and one of the “wired”
installed on the computer attempting to access the Internet. ports on the back of the Router.

Examples of third-party firewall software are ZoneAlarm, BlackICE PC
Protection, McAfee Personal Firewall, and Norton Personal Firewall. If
you do have firewall software installed on your computer, please make
sure that you properly configure it. You can determine if the firewall
software is preventing Internet access by temporarily turning it off. If,

Note: The computer should NOT be connected to the port labeled “to
Modem” on the back of the Router.

4.  Try shutting down and restarting your computer, then rerunning the

while the firewall is disabled, Internet access works properly, you will Setup Assistant.
need to change the firewall selttings to functionl properly when i.t is If the Setup Assistant is still unable to find the Router, reference the section
turned on. Please refer to the instructions provided by the publisher titled “Manually Configuring Network Settings” for installation steps.

of your firewall software for instructions on configuring the firewall to
allow Internet access.

2.  Unplug power to the Router for 10 seconds, and then plug the power
back into the Router. Ensure that the Router’s “router” LED is on;
it should be solid GREEN. If not, check to make sure that the AC
adapter is connected to the Router and plugged into a wall outlet.
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Problem:

Setup Assistant cannot connect my Router to the Internet.

Solution:

If the Setup Assistant is not able to connect the Router to the Internet,
please check the following items:

1. Use the troubleshooting suggestions within the Setup Assistant.

2. If your ISP requires a user name and password, make sure that you
have typed in your user name and password correctly. Some user
names require that the ISP’s domain may be at the end of the name.
Example: “myname@myisp.com”. The “@myisp.com” part of the user
name may need to be typed as well as your user name.

If you continue to have no Internet connection, reference the section titled
“Manually Configuring Network Settings” (page 70 of this User Manual for
an alternative setup method).

Problem:

o The Setup Assistant completed installation, but my web browser
doesn’t work.

o | am unable to connect to the Internet. The “modem” LED on my
Router is off, and the “internet” LED is blinking.

Solution:

If you cannot connect to the Internet, and the “modem” LED is off, and the
“internet” LED is blinking, the problem may be that your modem and Router
are not connected properly.

1. Make sure the network cable between the modem and the Router is
connected. The cable should be connected at one end to the Router’s
“to Modem” port, and at the other end to the network port on your
modem.

2. Unplug the cable or DSL modem from its power source for three
minutes. After three minutes, plug the modem back into its power
source. This may force the modem to properly recognize the Router.

3.  Unplug the power to your Router, wait 10 seconds, and then
reconnect the power. This will cause the Router to reattempt
communication with the modem. If the “modem” LED on the Router
is not lit after completing these steps, please contact Belkin Technical
Support.

4.  Try shutting down and restarting your computer.




Problem:

. The Setup Assistant completed installation, but my web browser
doesn’t work.

. | am unable to connect to the Internet. The “modem” LED on my
Router is on, and the “internet” LED is blinking.

Solution:

1. If you cannot connect to the Internet, the “modem” LED is on, and the
“internet” LED is blinking, the problem may be that your connection
type may not match the ISP’s connection.

2. If you have a “static IP address” connection, your ISP must assign you
the IP address, subnet mask, and gateway address. Please refer to
the section entitled “Alternate Setup Method” for details on changing
this setting.

3. If you have a “PPPoE” connection, your ISP will assign you a user
name and password and sometimes a service name. Make sure the
Router’s connection type is configured to PPPoE and the settings are
entered properly. Please refer to the section entitled “Alternate Setup
Method” for details on changing this setting.

4.  You may need to configure your Router to meet the specific
requirements of your ISP. To search our knowledge base for
ISP-specific issues, go to: http://web.belkin.com/support and type in
“ISP”.

If you are still unable to access the Internet after verifying these settings,
please contact Belkin Technical Support.

Problem:
o The Setup Assistant completed, but my web browser doesn’t work.

. | am unable to connect to the Internet. The “modem” LED on my
Router is blinking, and the “internet” LED is solid.

Solution:

1. Ifthe “modem” LED is blinking, and the “internet” LED is solid, but
you are unable to access the Internet, there may be third-party firewall
software installed on the computer attempting to access the Internet.
Examples of third-party firewall software are ZoneAlarm, BlackICE PC
Protection, McAfee Personal Firewall, and Norton Personal Firewall.

2.  If you do have firewall software installed on your computer, please
make sure that you properly configure it. You can determine if the
firewall software is preventing Internet access by temporarily turning
it off. If, while the firewall is disabled, Internet access works properly,
you will need to change the firewall settings to function properly when
it is turned on.

3. Please refer to the instructions provided by the publisher of your
firewall software for instructions on configuring the firewall to allow
Internet access.

If you are still unable to access the Internet after disabling any firewall
software, please contact Belkin Technical Support.
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Problem:

| can’t connect to the Internet wirelessly.

Solution:

If you are unable to connect to the Internet from a wireless computer, please check the following items:

1.  Look at the lights on your Router. If you're using a Belkin Router, the 3. The exact window that opens will vary depending on the model of
lights should be as follows: wireless card you have; however, any of the utilities should have a list
. The “router” LED should be on. of “Available Networks”—those wireless networks it can connect to.

o The “modem” LED should be on, and not blinking.
o The “internet” LED should be on, and not blinking. Does the name of your wireless network appear in the results?

*  The “wireless” LED should be on, not blinking. Yes, my network name is listed—go to the troubleshooting solution titled “I
can’t connect to the Internet wirelessly, but my network name is listed”.
2.  Open your wireless utility software by clicking on the icon in the

system tray at the bottom, right-hand corner of the screen. No, my network name is not listed—go to the troubleshooting solution titled

“I can’t connect to the Internet wirelessly, and my network name is not
listed”.
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Problem:

| can’t connect to the Internet wirelessly, but my network name is listed.

Solution:

If the name of your network is listed in the “Available Networks” list, please
follow the steps below to connect wirelessly:

1.

2.

Click on the correct network name in the “Available Networks” list.

If the network has security (encryption) enabled, you will need to enter
the network key. For more information regarding security, see the
section entitled “Changing the Wireless Security Settings”.

Within a few seconds, the tray icon in the lower, right-hand corner of
your screen should turn green, indication of a successful connection
to the network.

Problem:

| can’t connect to the Internet wirelessly, and my network name is not listed.

Solution:

If the correct network name is not listed under “Available Networks” in the
wireless utility, please attempt the following troubleshooting steps:

1.

Temporarily move computer, if possible, five to 10 feet from the
Router. Close the wireless utility, and reopen it. If the correct network
name now appears under “Available Networks”, you may have a range
or interference problem. Please see the suggestions discussed in the
section titled “Placement of your Enhanced Wireless Router” of this
User Manual.

Using a computer that is connected to the Router via a network cable
(as opposed to wirelessly), ensure that “Broadcast SSID” is enabled.
This setting is found on the Router’s wireless “Channel and SSID”
configuration page.

If you are still unable to access the Internet after completing these steps,
please contact Belkin Technical Support.
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Problem:
* My wireless network performance is inconsistent.
¢ Data transfer is sometimes slow.

e Signal strength is poor.

¢ Difficulty establishing and/or maintaining a Virtual Private Network (VPN) connection.

Solution:

Wireless technology is radio-based, which means connectivity and the
throughput performance between devices decreases when the distance
between devices increases. Other factors that will cause signal degradation
(metal is generally the worst culprit) are obstructions such as walls and
metal appliances. Note also that connection speed may decrease as you
move farther away from the Router.

In order to determine if wireless issues are related to range, we suggest
temporarily moving the computer, if possible, five to 10 feet from the Router.

Changing the wireless channel—Depending on local wireless traffic and
interference, switching the wireless channel of your network can improve
performance and reliability. The default channel the Router is shipped with
is channel 11; you may choose from several other channels depending on
your region. See the section on page 40 entitled “Changing the Wireless
Channel” for instructions on how to choose other channels.

Limiting the wireless transmit rate—Limiting the wireless transmit rate
can help improve the maximum wireless range and connection stability.
Most wireless cards have the ability to limit the transmission rate. To
change this property, go to the Windows Control Panel, open “Network
Connections” and double-click on your wireless card’s connection. In

the properties dialog, select the “Configure” button on the “General” tab
(Windows 98 users will have to select the wireless card in the list box and
then click “Properties”), then choose the “Advanced” tab and select the rate
property.

Wireless client cards are usually set to automatically adjust the wireless
transmit rate for you, but doing so can cause periodic disconnects when
the wireless signal is too weak; as a rule, slower transmission rates are
more stable. Experiment with different connection rates until you find the
best one for your environment. Note that all available transmission rates
should be acceptable for browsing the Internet. For more assistance, see
your wireless card’s user manual.
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Problem:

I am having difficulty setting up Wired Equivalent Privacy (WEP) security on my Belkin Router.

Solution:

1.  Log into your Router.

Open your web browser and type in the IP address of the Router. (The
Router’s default is 192.168.2.1.) Log into your Router by clicking on the
“Login” button in the top right-hand corner of the screen. You will be asked
to enter your password. If you never set a password, leave the “Password”
field blank and click “Submit”.

Click the “Wireless” tab on the left of your screen. Select the “Encryption”
or “Security” tab to get to the security settings page.

2.  Select “128-bit WEP” from the drop-down menu.

3.  After selecting your WEP encryption mode, you can type in your
hex WEP key manually, or you can type in a passphrase in the
“Passphrase” field and click “Generate” to create a WEP key from
the passphrase. Click “Apply Changes” to finish. You must now set
all of your clients to match these settings. A hex (hexadecimal) key is
a mixture of numbers and letters from A-F and 0-9. For 128-bit WEP,
you need to enter 26 hex keys.

For example:
C3 03 OF AF 4B B2 C3 D4 4B C3 D4 E7 E4 = 128-bit key

4. Click “Apply Changes” to finish. Encryption in the Wireless Router is
now set. Each of your computers on your wireless network will now
need to be configured with the same security settings.

WARNING: If you are configuring the Wireless Router or Access Point from
a computer with a wireless client, you will need to ensure that security

is turned on for this wireless client. If this is not done, you will lose your
wireless connection.

Note to Mac users: Original Apple AirPort products support 64-bit
encryption only. Apple AirPort 2 products can support 64-bit or 128-bit
encryption. Please check your Apple AirPort product to see which version
you are using. If you cannot configure your network with 128-bit encryption,
try 64-bit encryption.
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Problem:
| am having difficulty setting up Wired Equivalent Privacy (WEP) security on a Belkin client card.

Solution:

The client card must use the same key as the Router. For instance, if your Router uses the key 00112233445566778899AABBCC, then the client card must
be set to the exact same key.

1.  Double-click the Signal Indicator icon to bring up the “Wireless 6.  Ensure that the check box “The key is provided for me automatically”
Network” screen. at the bottom is unchecked. If you are using this computer to connect
to a corporate network, please consult your network administrator if
2. The “Advanced” button will allow you to view and configure more this box needs to be checked.

options of your card.
7.  Type your WEP key in the “Network key” box.
3. Once the “Advanced” button is clicked, the Belkin Wireless LAN
Utility will appear. This Utility will allow you to manage all the
advanced features of the Belkin Wireless Card.

Important: A WEP key is a mixture of numbers and letters from A-F and
0-9. For 128-bit WEP, you need to enter 26 keys. This network key needs to
match the key you assign to your Router.

4.  Under the “Wireless Network Properties” tab, select a network For example:
name from the “Available Networks” list and click the “Properties” .
button. C3 03 OF AF 4B B2 C3 D4 4B C3 D4 E7 E4 = 128-bit key
8. Click “OK”, and then “Apply” to save the settings.

5.  Under “Data Encryption”, select “WEP”. ) L .
P If you are not using a Belkin wireless client card, please consult the

manufacturer’s user manual for that wireless client card.
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Problem: Problem:

Do Belkin products support WPA/WPA2? | am having difficulty setting up Wireless Protected Access (WPA)
security on my Belkin Router for a home network.
Solution:

To use WPA security, all your clients must be upgraded to drivers and Solution:

software that support it. At the time of this FAQ publication, a security 1

patch download is available, for free, from Microsoft. This patch works .
only with the Windows XP operating system. Download the patch here:

Download the patch here: http://www.microsoft.com/downloadS/details. 2
aspx?FamilylD=662bb74d-e7c1-48d6-95ee-1459234f4483 :

From the “Security Mode” drop-down menu, select “WPA-PSK (no
server)”.

Enter your pre-shared key. This can be from eight to 63 characters
and can be letters, numbers, symbols, or spaces. This same key
must be used on all of the clients that you set up. For example, your
PSK might be something like: “Smith family network key”.

You also need to download the latest driver for your Belkin 802.11g Wireless

Desktop or Notebook Network Card from the Belkin support site. Other 3.  Click “Apply Changes” to finish. You must now set all clients to
operating systems are not supported at this time. Microsoft’s patch match these settings.

only supports devices with WPA-enabled drivers such as Belkin 802.11g

products.

Download the latest driver at http://www.belkin.com/support
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Problem:

I am having difficulty setting up Wireless Protected Access (WPA) security on a Belkin wireless client card for a home network.

Solution:

Clients must use the same key that the G Wireless Router or access point uses. For instance, if the key is “Smith Family Network Key” in the G Wireless

Router or access point, the clients must also use that same key.

1.  Double-click the “Signal Indicator” icon to bring up the “Wireless
Network Utility” screen. The “Advanced” button will allow you to view
and configure more options of your client card.

2. Once the “Advanced” button is clicked, the Belkin Wireless Utility will
appear. This Utility will allow you to manage all the advanced features
of the Belkin wireless card.

3.  Under the “Wireless Network Properties” tab, select a network name
from the “Available Networks” list and click the “Properties” button.

4.  Under “Network Authentication”, select “WPA-PSK (no server)”.

5.  Type your WPA key in the “Network key” box.

Important: WPA-PSK is a combination of numbers and letters from A-Z
and 0-9. For WPA-PSK, you can enter eight to 63 characters. This network
key needs to match the key you assign to your Router.

6. Click “OK”, then “Apply” to save the settings.
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Problem:

I am NOT using a Belkin client card for a home network and | am having difficulty setting up Wireless Protected Access (WPA) security.

Solution:

If you are not using a Belkin Wireless Desktop or Wireless Notebook Network Card that is not equipped with WPA-enabled software, a file from Microsoft
called “Windows XP Support Patch for Wireless Protected Access” is available for free download. Download the patch from Microsoft by searching the
knowledge base for Windows XP WPA.

Note: The file that Microsoft has made available works only with Windows XP. Other operating systems are not supported at this time. You also need to
ensure that the wireless card’s manufacturer supports WPA and that you have downloaded and installed the latest driver from their support site.

Supported Operating Systems: 1. Under Windows XP, click 2. Right-clicking on the 2|
“Start > Control Panel > “Wireless Networks” tab will Associalion | Authentication | Cornecton |

o Windows XP Professional

«  Windows XP Home Edition Network Connections” gfgﬁé’ 3}: fallscg/vw% oo Newokrane90;  frAE
[V Connect evenif this network is not broadcasting
to configure my wireless kep
network settings” check box This network requires  key forthe following:
is checked. Network Authertication: [ —— -
Data encryption: lh

Network key: [eseccss™
Corfimnetorkkey;  [seesense i

Keyinde (advanced),  [1 _‘:;I

I= | The keyis provided for me automaticaly

I This is & computerto-computer (=d hoc] network wireless:
acoess points are ot use:

e
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Under the “Wireless x| 4. Forahome or small 5.  Type in your encryption key in
Networks” tab, click the Gereral Wieless Networks | business user, select the “Network key” box.
“Configure” button and you e - st “WPA-PSK” under

Important: Enter your pre-shared

Network Administration”. key. This can be from eight to 63

will see the following screen. CAvalable netwerk

To connect to, disconnect from. or find out more information

about wirelss netwarks i fange, ek the bulton bekow. Note: Select WPA (with radius characters and can be letters,
View\ifisiels Nelwonks server) if you are using this numbers, or symbols. This same
[-Prefered networks: ———————————————— computer to connect to a key must be used on all of the
Automatically connect to available networks in the order isted .
below: corporate network that supports clients that you set up.
A Bekin Vistors (utomatic) Mave up an authentication server such as a
e, | Moo radius server. Please consult your
¢ Broadeom 24 (Putomatic) =l network administrator for further 6. Click “OK” to apply settings
_aai. | _enwe | _pupates | information. ' PPy setlings.
Lean sl st puictes et Advarced
s
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What'’s the difference between 802.11g and draft 802.11n?

Currently there are three commonly used wireless networking standards,
which transmit data at very different maximum speeds. Each is based

on the designation for certifying network standards. The most common
wireless networking standard, 802.11g, can transmit information up to
54Mbps; 802.11a also supports up to 54Mbps, but in the 5GHz frequency;
and 802.11n draft specification can connect at up to 300Mbps. See the
following chart for more detailed information.

Wireless Comparison Chart

Wireless G Enhanced N MIMO N1 MIMO
Technology
(802.11g) (1x1 draft (draft 802.11n (draft 802.11n
802.11n) with MIMO) with MIMO)
Speed/Data Up to 54Mbps* Up to 150Mbps* Up to 300Mbps* Up to 300Mbps*
Rate*
Frequency Common Common Common Common
household household household household

devices such as
cordless phones
and microwave
ovens may
interfere with the
unlicensed band

devices such as
cordless phones
and microwave
ovens may
interfere with the
unlicensed band

devices such as
cordless phones
and microwave
ovens may
interfere with the
unlicensed band

devices such as
cordless phones
and microwave
ovens may
interfere with the
unlicensed band

2.4GHz 2.4GHz 2.4GHz 2.4GHz
Compatibility Compatible with Compatible with Compatible with Compatible with
802.11b/g 802.11b/g, draft draft 802.11nand | draft 802.11n and
802.11n, and 802.11b/g 802.11b/g
Belkin G+ MIMO
Coverage* Up to 400 ft.* Up to 600 ft.* Up to 1,200 ft.* Up to 1,400 ft.*
Advantage Common— Better coverage Enhanced speed = Leading edge—
widespread and consistent and coverage best coverage
use for Internet speed and range and throughput
sharing

*Distance and connection speeds will vary depending on your networking environment.

Technical Support

You can find technical support information at http://www.belkin.com/
networking or www.belkin.com/support/.
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Technical Support

You can find technical-support information on our website,
www.belkin.com, by navigating to the tech-support section.

If you want to contact technical support by phone, please call the number
you need from this list*:

*Local rates apply.

AUSTRIA

BELGIUM

CZECH REPUBLIC
DENMARK
FINLAND
FRANCE
GERMANY
GREECE
HUNGARY
ICELAND
IRELAND

ITALY
LUXEMBOURG
NETHERLANDS
NORWAY
POLAND
PORTUGAL
RUSSIA
SOUTH AFRICA
SPAIN
SWEDEN

SWITZERLAND

UNITED KINGDOM

0820 200766

07 07 00 073

239 000 406

701 22 403
0972519123

08 - 25 54 00 26
0180 - 500 57 09
00800 - 44 14 23 90
06 - 17 77 49 06
800 8534

0818 55 50 06

02 - 69 43 02 51
342080 85 60
0900 - 040 07 90  €0.10 per minute
8150 0287

00800 - 441 17 37
707 200 676

495 580 9541

0800 -99 15 21

902 - 02 43 66

07 -71 4004 53

08 -480002 19

0845 - 607 77 87

www.belkin.com/de/networking/

www.belkin.com/nl/networking/
www.belkin.com/fr/networking/

www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/fr/networking/
www.belkin.com/de/networking/
www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/it/networking/
www.belkin.com/uk/networking/
www.belkin.com/nl/networking/
www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/uk/networking/
www.belkin.com/networking/
www.belkin.com/uk/networking/
www.belkin.com/es/networking/
www.belkin.com/uk/networking/

www.belkin.com/de/networking/
www.belkin.com/fr/networking/

www.belkin.com/uk/networking/
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INFORMATION

FCC Statement

10

DECLARATION OF CONFORMITY WITH FCC RULES FOR ELECTROMAGNETIC COMPATIBILITY

We, Belkin International, Inc., of 501 West Walnut Street, Compton, CA
90220, declare under our sole responsibility that the device,

F6D4230-4

complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference,
and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Caution: Exposure to Radio Frequency Radiation

The device shall be used in such a manner that the potential for human
contact during normal operation is minimized.

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with a minimum distance of 20cm between the radiator and your body.

For information on product disposal please refer to
http://environmental.belkin.com

s ( € 0560 ©

FORUSEIN (D (@0 @D (& @O @& (A @ @B @ G (B>
D @ @ @ @D QL L @D & D @& G @ s WD
[(OICCICICD) OPERATES ON CHANNELS 1-13

Restricted Use in Certain Countries.............................c.. Class 2 Equipment

Federal Communications Commission Notice

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference
in a residential installation.

This equipment generates, uses, and can radiate radio frequency energy,
and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user

is encouraged to try and correct the interference by one or more of the
following measures:

o Reorient or relocate the receiving antenna.
o Increase the distance between the equipment and the receiver.

. Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

. Consult the dealer or an experienced radio/TV technician for help.

For IEEE 802.11b/g products in the USA market, only channels 1 through 11
can be operated. Selection of other channels is not possible.

This device and its antenna(s) must not be co-located or operating in
conjunction with any other antenna or transmitter.
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INFORMATION

[lCesky
[Czech]

[EDansk
[Danish]

[FEDeutsch
[German]
[=Eesti
[Estonian]
[edEnglish
[Espariol
[Spanish]

[ElEANVIKG
[Greek]

[ Frangais
[French]

[{italiano
[talian]

Latviski
[Latvian]

[Lietuviy,

[Lithuanian]

2]
Nederlands
[Dutch]

Malti
[Maltese]

Magyar
[Hungarian]

[elPolski
[Polish]

[rlPortugués
[Portuguese]

[Fslovensko
[Slovenian]

EHSlovensky
[Slovak]

EU DECLARATION OF CONFORMITY

[Belkin Ltd] timto prohlasuje, Ze tento [F6D4230-4] je ve shodé se zakladnimi pozadavky a
dalsimi prislusnymi ustanovenimi smérice 1999/5/ES.

Undertegnede [Belkin Ltd] erklzerer herved, at felgende udstyr [F6D4230-4] overholder de
vaesentlige krav og avrige relevante krav i direktiv 1999/5/EF.

Hiermit erklart [Belkin Ltd], dass sich das Gerat [F6D4230-4] in Ubereinstimmung mit den
grundlegenden Anforderungen und den brigen einschidgigen Bestimmungen der Richtlinie
1999/5/EG befindet.

Kéesolevaga kinnitab [Belkin Ltd] seadme [F6D4230-4] vastavust direktiivi 1999/5/EU
pdhinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele satetele.

Hereby, [Belkin Ltd], declares that this product [F6D4230-4] is in compliance with the essential
requirements and other relevant provisions of Directive 1999/5/EC.

Por medio de la presente [Belkin Ltd] declara que el [F6D4230-4] cumple con los requisitos
y otras aplicables o exigibles de la Directiva 1999/5/CE

ME THN MAPOYZA [Belkin Ltd] AHAQNEI OTI [F6D4230-4] £YMMOP®ONETAI MPOZ TIZ
OYZIQAEIZ ANAITHZEIZ KAI TIZ AOINEZ IXETIKEE AIATAZEIZ THZ OAHTIAZ 1999/5/EK

Parla présente [Belkin Ltd] déclare que Iappareil [F6D4230-4] est conforme aux exigences
et aux autres pertinentes de la directive 1999/5/CE.

Con la presente [Belkin Ltd] dichiara che questo [F6D4230-4] & conforme ai requisiti essenziali
ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Ar 80 [Belkin Ltd Belkin Ltd ] deklaré, ka [F6D4230-4] / iekértas tips] atbilst Direktivas
1999/5/EK bitiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Siuo [Belkin Ltd] deklaruoja, kad is [F6D4230-4] atitinka esminius reikalavimus ir kitas.
1999/5/EB Direktyvos nuostatas.

Hierbij verklaart [Belkin Ltd] dat het toestel [F6D4230-4] in overeenstemming is met de
essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Hawnhekk, [Belkin Ltd], jiddikjara li dan [F6D4230-4] jikonforma mal-htigijiet essenzjali u ma
provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, [Belkin Ltd] nyilatkozom, hogy a [F6D4230-4] megfelel a vonatkozo alapvetd
kovetelményeknek és az 1999/5/EC iranyelv egyéb eldirasainak.

Niniejszym [Belkin Ltd] oswiadcza, ze [F6D4230-4] jest zgodny z zasadniczymi wymogami oraz
Dyrektywy 1999/5/EC.

[Belkin Ltd] declara que este [F6D4230-4] esta conforme com os requisitos essenciais e outras
disposigdes da Directiva 1999/5/CE.

[I Belkin Ltd] izjavija, da je ta [F6D4230-4] v skladu z bistvenimi zahtevami in ostalimi
relevantnimi dolocili direktive 1999/5/ES.

[Belkin Ltd] tymto vyhlasuje, ze [F6D4230-4] spifia zakladné poziadavky a vietky prislusné
ustanovenia Smernice 1999/5/ES.

[Fsuomi
[Finnish]

Svenska
[Swedish]

Islenska
[Icelandic]

Norsk
[Norwegian]

[Belkin Ltd] vakuutiaa taten etté [F6D4230-4] tyyppinen laite on direktiivin 1999/5/EY oleellisten
vaatimusten ja sité koskevien direktiivin muiden ehtojen mukainen.

Harmed intygar Belkin Ltd] att denna [F6D4230-4] stér | dverensstimmelse med de vésentiga
egenskapskrav och dvriga relevanta bestammelser som framgar av direktiv 1999/5/EG.

Hér med Iysir [Belkin Ltd] yfir pvi ad [F6D4230-4] er i samraemi vid grunnkrdfur og adrar krfur,
sem gerdar eru i tiskipun 1999/5/EC.

[Belkin Ltd] erkleerer herved at utstyret [F6D4230-4] er i samsvar med de grunnleggende krav
og ovrige relevante krav i direktiv 1999/5/EF.

http://www.belkin.com/doc/
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Modifications

The FCC requires the user to be notified that any changes or modifications
to this device that are not expressly approved by Belkin International, Inc.,
may void the user’s authority to operate the equipment.

Canada-Industry Canada (IC)

The wireless radio of this device complies with RSS139 and RSS 210
Industry Canada. This Class B digital apparatus complies with Canadian
ICES-003.

Operation is subject to the following two conditions:
1)  this device may not cause interference, and

2) this device must accept any interference, including interference that

may cause undesired operation of the device.

Cet appareil numérigue de la classe B conforme & la norme NMB-003 du
Canada.

10

Europe-European Union Notice

Radio products with the CE 0682 or CE alert marking comply with
the R&TTE Directive (1995/5/EC) issued by the Commission of the
European Community.

Compliance with this directive implies conformity to the following European
Norms (in brackets are the equivalent international standards).

o EN 60950-1 (IEC60950) — Product Safety
o EN 300 328 Technical requirement for radio equipment
o EN 301 489 General EMC requirements for radio equipment.

To determine the type of transmitter, check the identification label on your
Belkin product.

Products with the CE marking comply with the EMC Directive (89/336/
EEC) and the Low Voltage Directive (72/23/EEC) issued by the Commission
of the European Community. Compliance with these directives implies
conformity to the following European Norms (in brackets are the equivalent
international standards).

o EN 55022 (CISPR 22) — Electromagnetic Interference

. EN 55024 (IEC61000-4-2,3,4,5,6,8,11) — Electromagnetic Immunity
o EN 61000-3-2 (IEC610000-3-2) — Power Line Harmonics

. EN 61000-3-3 (IEC610000) — Power Line Flicker

. EN 60950-1 (IEC60950-1) — Product Safety

Products that contain the radio transmitter are labeled with CE 0682 or CE
alert marking and may also carry the CE logo.
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10

Belkin International, Inc., Limited Lifetime Product Warranty

What this warranty covers.

Belkin International, Inc. (“Belkin”) warrants to the original purchaser of this
Belkin product that the product shall be free of defects in design, assembly,
material, or workmanship.

What the period of coverage is.
Belkin warrants the Belkin product for the lifetime of the product.

What will we do to correct problems?

Product Warranty.

Belkin will repair or replace, at its option, any defective product free of charge
(except for shipping charges for the product).

What is not covered by this warranty?

All above warranties are null and void if the Belkin product is not provided

to Belkin for inspection upon Belkin’s request at the sole expense of

the purchaser, or if Belkin determines that the Belkin product has been
improperly installed, altered in any way, or tampered with. The Belkin Product
Warranty does not protect against acts of God such as flood, lightning,
earthquake, war, vandalism, theft, normal-use wear and tear, erosion,
depletion, obsolescence, abuse, damage due to low voltage disturbances
(i.e. brownouts or sags), non-authorized program, or system equipment
modification or alteration.

How to get service.

Contact Belkin Limited on the support telephone numbers on page 92
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Belkin reserves the right to review the damaged Belkin product. All costs
of shipping the Belkin product to Belkin for inspection shall be borne
solely by the purchaser. If Belkin determines, in its sole discretion, that

it is impractical to ship the damaged equipment to Belkin, Belkin may
designate, in its sole discretion, an equipment repair facility to inspect and
estimate the cost to repair such equipment. The cost, if any, of shipping the
equipment to and from such repair facility and of such estimate shall be
borne solely by the purchaser. Damaged equipment must remain available
for inspection until the claim is finalized. Whenever claims are settled,
Belkin reserves the right to be subrogated under any existing insurance
policies the purchaser may have.

10

How state law relates to the warranty.

THIS WARRANTY CONTAINS THE SOLE WARRANTY OF BELKIN. THERE
ARE NO OTHER WARRANTIES, EXPRESSED OR, EXCEPT AS REQUIRED
BY LAW, IMPLIED, INCLUDING THE IMPLIED WARRANTY OR CONDITION
OF QUALITY, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE, AND SUCH IMPLIED WARRANTIES, IF ANY, ARE LIMITED IN
DURATION TO THE TERM OF THIS WARRANTY.

Some states do not allow limitations on how long an implied warranty lasts,
so the above limitations may not apply to you.

IN NO EVENT SHALL BELKIN BE LIABLE FOR INCIDENTAL, SPECIAL,
DIRECT, INDIRECT, CONSEQUENTIAL OR MULTIPLE DAMAGES SUCH
AS, BUT NOT LIMITED TO, LOST BUSINESS OR PROFITS ARISING OUT
OF THE SALE OR USE OF ANY BELKIN PRODUCT, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

This warranty gives you specific legal rights, and you may also have other
rights, which may vary from state to state. Some states do not allow the
exclusion or limitation of incidental, consequential, or other damages, so
the above limitations may not apply to you.
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