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How to Use this Guide

Your guide to the Wireless-G Internet Video Camera has been designed to make understanding networking with
the Camera easier than ever. Look for the following items when reading this guide:

is something you should pay special attention to while

2 This checkmark means there is a Note of interest and
using the Camera.

This exclamation point means there is a Caution or
warning and is something that could damage your
property or the Camera.

>

This question mark provides you with a reminder about
something you might need to do while using the Camera.

In addition to these symbols, there are definitions for technical terms that are presented like this:

word: definition.
Also, each figure (diagram, screenshot, or other image) is provided with a figure number and description, like
this:

Figure 0-1: Sample Figure Description

Figure numbers and descriptions can also be found in the “List of Figures” section in the “Table of Contents”.
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Chapter 1: Introduction

Welcome

Thank you for choosing the Linksys Wireless-G Internet Video Camera. This Camera sends live video through the
Internet to a web browser anywhere in the world! This compact, self-contained unit lets you keep an eye on your
home, your kids, your workplace—whatever’s important to you.

How does the Camera do all of this? Unlike standard “web cams” that require an attached PC, the Internet Video
Camera contains its own web server, so it can connect directly to a network, either over Wireless-G (802.119)
networking, or over 10/100 Ethernet cable. The advanced MPEG-4 video compression produces a high-quality,
high-framerate, up to 640 x 480 audio/video stream.

The Internet Video Camera’s unique form-factor and wireless connectivity allows you to mount it on a wall nearly
anywhere, or slip it into its included stand for desktop use. Once it’s connected to your home network, you can
“see what it sees” from any PC in the house, while the audio/video stream is secured from the outside world,
hidden behind your Router. If you want the video to be visible from outside your home network, you can open an
appropriate port on the Router, and then create password-protected accounts to manage access to the Camera,
or leave it wide open for the world to see. The SoloLink DDNS Service (trial sign-up included) lets you access your
Camera using an easy-to-remember “name”, even if your home Internet connection uses a dynamic IP address.

You can also turn on Security Mode, which tells the Camera to send you an e-mail message with a short video
attached to up to three e-mail addresses whenever it detects motion in its field of view. You can then log onto the
live video stream if the situation warrants. The included Viewer & Recorder utility lets you record the audio/video
stream to your local hard drive, “live” or on a predetermined schedule.

Use the instructions in this Guide to help you integrate the Camera into your network. These instructions should
be all you need to get the most out of the Wireless-G Internet Video Camera.

802.11g: An IEEE wireless networking
standard that specifies a maximum
data transfer rate of 54Mbps, an
operating frequency of 2.4GHz, and
backward compatibility with 802.11b
devices.

Ethernet: an IEEE standard network
protocol that specifies how data is
placed on and retrieved from a
common transmission medium.



What's in this Guide?

This user guide covers the steps for setting up and using the Wireless-G Internet Video Camera.

Chapter 1: Introduction
This chapter describes the Camera’s applications and this User Guide.

Chapter 2: Planning Your Wireless Network
This chapter discusses a few of the basics about wireless networking.

Chapter 3: Getting to Know the Wireless-G Internet Video Camera
This chapter describes the physical features of the Camera.

Chapter 4: Connecting the Wireless-G Internet Video Camera
This chapter instructs you on how to connect the Camera to your network before you run the Setup Wizard.

Chapter 5: Setting up and Mounting the Wireless-G Internet Video Camera
This chapter instructs you on how to use the Setup Wizard for setup and configuration of the Camera, as well
as how to mount the Camera.

Chapter 6: Installing and Using the Wireless-G Internet Video Camera Utility
This chapter explains how to install and use the Wireless-G Internet Video Camera Utility on your PC, so you
can view and record video.

Chapter 7: Setting up the Linksys SoloLink™ DDNS Service
This chapter discusses the advantages of the SoloLink DDNS Service and walks you through the setup
procedure.

Chapter 8: Using the Wireless-G Internet Video Camera Web-based Utility
This chapter describes the Web-based Utility and the features available, so you can use and alter advanced
configuration settings.

Appendix A: Troubleshooting
This appendix describes some problems and solutions, as well as frequently asked questions, regarding
installation and use of the Camera.

Appendix B: Wireless Security
This appendix discusses security issues regarding wireless networking and measures you can take to help
protect your wireless network.



Appendix C: Upgrading Firmware
This appendix explains how you can upgrade the Camera’s firmware.

Appendix D: Windows Help
This appendix describes how you can use Windows Help for instructions about networking, such as installing
the TCP/IP protocol.

Appendix E: Glossary
This appendix gives a brief glossary of terms frequently used in networking.

Appendix F: Specifications
This appendix provides the technical specifications for the Camera.

Appendix G: Warranty Information
This appendix supplies the warranty information for the Camera.

Appendix H: Regulatory Information
This appendix supplies the regulatory information regarding the Camera.

Appendix I: Contact Information
This appendix provides contact information for a variety of Linksys resources, including Technical Support.



Chapter 2: Planning Your Wireless Network

Introduction

A wireless local area network (WLAN) is exactly like a regular local area network (LAN), except that each
computer in the WLAN uses a wireless device to connect to the network. Computers and other devices, such as
peripherals, in a WLAN share the same frequency channel and SSID, which is an identification name for wireless
devices.

Ad-Hoc and Infrastructure Modes

Unlike wired networks, wireless networks have two different modes in which they may be set up: infrastructure
and ad-hoc. An infrastructure configuration is a WLAN and wired LAN communicating to each other through an
access point. An ad-hoc configuration is wireless-equipped computers communicating directly with each other.
Choosing between these two modes depends on whether or not the wireless network needs to share data or
peripherals with a wired network or not.

If the computers on the wireless network need to be accessed by a wired network or need to share a peripheral,
such as a printer, with the wired network computers, the wireless network should be set up in infrastructure
mode. The basis of infrastructure mode centers around an access point, which serves as the main point of
communications in a wireless network. (A wireless router can also be used because a wireless router
incorporates the capabilities of an access point.) Access points transmit data to PCs equipped with wireless
network cards, which can roam within a certain radial range of the access point. Multiple access points can be
arranged to work in succession to extend the roaming range, and can be set up to communicate with your
Ethernet (wired) hardware as well.

If the wireless network is relatively small and needs to share resources only with the other computers on the
wireless network, then the ad-hoc mode can be used. Ad-hoc mode allows computers equipped with wireless
transmitters and receivers to communicate directly with each other, eliminating the need for an access point.
The drawback of this mode is that, in Ad-Hoc mode, wireless-equipped computers are not able to communicate
with computers on a wired network. And, of course, communication between the wireless-equipped computers
is limited by the distance and interference directly between them.

Network Layout

The Wireless-G Internet Video Camera is compatible with all 802.11b and 802.11g routers, such as model
numbers BEFW11S4 and WRT54G, as well as access points, including model numbers WAP11 and WAP54G. The

LAN (Local Area Network): the
computers and networking products
that make up the network in your home
or office.

WLAN (Wireless Local Area
Network): A group of computers and
associated devices that communicate
with each other wirelessly.

Infrastructure: configuration in which
a wireless network is bridged to a
wired network via an access point.

Ad-hoc: a group of wireless devices
communicating directly to each other
(peer-to-peer) without the use of an
access point.



Camera will also communicate with network adapters, such as the Wireless-B and Wireless-G Notebook Adapters
(model numbers WPC11 and WPC54G) for your laptop computers, Wireless-B and Wireless-G PCI Adapters (model
numbers WMP11 and WMP54G) for your desktop PCs, and Wireless-B and Wireless-G USB Adapters (model
numbers WUSB11 and WUSB54G) for your computers when you want to enjoy USB connectivity.

With these, and many other Linksys products, your networking options are limitless. Go to the Linksys website at
www.linksys.com for more information about products that work with the Wireless-G Internet Video Camera.



Chapter 3: Getting to Know the Wireless-G Internet Video
Camera

Camera LCD Screen and Built-in Microphone

The Camera has a LCD screen that indicates the Camera’s current IP address and whether it is a fixed or dynamic Linksys®
address. If the Camera uses a fixed IP address, then the screen will display the word “FIXED.” If the Camera uses
a dynamic IP address, then the screen will display the word “DHCP” Wireless-§ 2427, weret e Camer

The built-in microphone is located approximately one inch below the LCD screen, in the middle of the Camera’s
front panel. It has a range of approximately 9 feet (3 meters), depending on environmental conditions.

Built-in
8 .

Camera LEDs Microphone
The Camera has four LEDs to let you know how the Camera is functioning.
READY Green. The READY LED lights up when the Camera is powered on. It flashes while the Figure 3-1: Camera LCD Screen and Built-in Microphone

Camera is initializing and is steadily lit when the Camera is ready for use.
ACT/LINK Green. The ACT/LINK LED flashes when there is activity.
ETHERNET Green. The ETHERNET LED lights up when there is a connection to a wired network. It flashes ACT/LINK  WIRELESS

when data is transmitted to or received from the wired network. | B B B |

READY ETHERNET

WIRELESS Green. The WIRELESS LED lights up when there is a connection to a wireless network. It

flashes when data is transmitted to or received from the wireless network. _
Figure 3-2: Camera LEDs

Camera Head

The Camera head and its focus ring allow you to modify the aim and focus of the Camera.

To alter the Camera’s aim, swivel the Camera head.
./,

To adjust the Camera’s focus, rotate the dark gray focus ring. -

Figure 3-3: Camera Head



Camera Ports

13534
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Figure 3-4: Camera Ports

The Camera features three ports and a Reset button on the bottom panel.

POWER The POWER port is where you will connect the power adapter.

MIC IN The MIC IN port is where you will connect the 2.5 mm input jack of your external microphone
(optional).

ETHERNET The ETHERNET port is where you will connect the Ethernet network cable.

RESET The RESET button is what you will press if you need to reset the Camera. Insert a paper clip

into the opening next to the Ethernet port. Then press the button and hold it in for five seconds.

IMPORTANT: Resetting the Camera will erase
all of your settings, such as encryption
information, and replace them with the factory
defaults. Do not reset the Camera if you want
to retain these settings.



Chapter 4: Connecting the Wireless-G Internet Video Camera
for Setup

Overview

Before you set up the Camera, connect it to a wired or wireless network. Proceed to the appropriate section for
your setup.

If you need to move the Camera from a wired network to a wireless network, or vice versa, go to this section,
“Moving the Camera to a Different Network.”

13534
]

Nl —— JIN
13INYIHIT

Connection to a Wired Network for Setup

1. Attach the antenna.

2. Connect the Ethernet network cable to your router, switch, or computer.

3. Connect the other end of the cable to the Ethernet port on the Camera. See Figure 4-1. Figure 4-1: Connect the Ethernet Network Cable
4. Connect the power adapter to the Power port on the Camera. NOTE: You MUST connect the Camera to a PC,
router, or switch using the Ethernet network

cable BEFORE powering on the Camera.
Otherwise, the Camera will not function.

5. Plug the power adapter into an electrical outlet.

The Camera’s Ready LED flashes while the Camera is initializing. The Camera is ready for use when the Ready
and Ethernet LEDs are solidly lit.

Proceed to “Chapter 5: Setting up and Mounting the Wireless-G Internet Video Camera.”

Hl— 2N

13N¥3IHLT

Connection to a Wireless Ad-Hoc Network for Setup

1. Make sure your computer has the following wireless settings:
e SSID - linksys
« Network Mode - Ad-Hoc
e Channel - 6
* WEP - Disabled

2. Attach the antenna. Figure 4-2: Connect the Power Adapter



Connect the power adapter to the Power port on the Camera.

Plug the power adapter into an electrical outlet.

The Camera’s Ready LED flashes while the Camera is initializing. The Camera is ready for use when the Ready
and Wireless LEDs are solidly lit.

Proceed to “Chapter 5: Setting up and Mounting the Wireless-G Internet Video Camera.”

Moving the Camera to a Different Network

When you move the Camera from a wired network to a wireless network, or vice versa, you must power off the
Camera before connecting to the new network. Proceed to the appropriate instructions.

To move the Camera from a wired network to a wireless network, follow these instructions:

1.

2.

Unplug the power adapter from the Camera.
Unplug the Ethernet network cable from the Camera.

Re-connect the power adapter to the Power port on the Camera.

The Camera’s Ready LED flashes while the Camera is initializing. The Camera is ready for use when the Ready
and Wireless LEDs are solidly lit.

Proceed to “Chapter 5: Setting up and Mounting the Wireless-G Internet Video Camera.”

To move the Camera from a wireless network to a wired network, follow these instructions:

1.

2.

Unplug the power adapter from the Camera.
Connect the Ethernet network cable to your PC, router, or switch.
Connect the other end of the cable to the Ethernet port on the Camera.

Re-connect the power adapter to the Power port on the Camera.

The Camera’s Ready LED flashes while the Camera is initializing. The Camera is ready for use when the Ready
and LAN LEDs are solidly lit.

Proceed to “Chapter 5: Setting up and Mounting the Wireless-G Internet Video Camera.”



Chapter 5: Setting up and Mounting the Wireless-G Internet
Video Camera

Setup Wizard

The Wireless-G Internet Video Camera Setup Wizard will guide you through the installation and configuration
procedure.

1. Insert the Setup CD-ROM into your CD-ROM drive. The Setup Wizard should run automatically, and the
Welcome screen should appear. If it does not, click the Start button and choose Run. In the field provided,
enter D:\wvc54g.exe (if “D” is the letter of your CD-ROM drive).

Setup. Click the Setup button to begin the installation process.

Install Viewer & Recorder Utility. Click this button to install the Camera’s Viewer & Recorder Utility on
your PC.

Setup SoloLink DDNS Service. Click the Setup SoloLink DDNS Service button to configure and use
Linksys’s Dynamic Domain Name System (DDNS) service.

User Guide. Click this button to open the PDF file of this User Guide.

Exit. Click the Exit button to exit the Setup Wizard.

2. To install the Camera, click the Setup button on the Welcome screen.

3. When you see the screen shown in Figure 5-2, make sure the Camera is properly connected to either a wired
or wireless network. Then click the Next button to continue.

LinksYSs®

A Division of Cisco Systems, Inc.

Cisco Srsrims

Figure 5-1: Setup Wizard - Welcome Screen

LINKSYS'

A Dovioons of Crace Syssems. inc.

In order to configure the Wireless-G Internet Video Camera, it must be connected to
either a wired or wirgless network. You can connect it in one of the following ways:

A. Wired network - Connect your Wireless-G

& .! F-l Internet Video Camera 10 a network router of

PG by using an Ethernet network cadle.,

B. Wireless network - your notebook or
' - deskiop compuler must have a wireless
uy g adapter (PG-Card, PCI Adapter, or USE Adapter)
installed and configured.

[ internet video Camera Setup Wizard

Figure 5-2: Connection for Setup Screen

10



4. The screen shown in Figure 5-3 displays a list of Wireless-G Internet Video Cameras on your network, along
with the status information for the Camera whose name is highlighted. In the Selection box, click the name of
the Camera you are currently installing. Write down the IP address of the Camera, so you can use it to access
the Web-based Utility later. Click the Next button.

5. For security purposes, you will be asked to enter a name and password in order to have administrator access
to the Camera. In lowercase letters, enter admin in the Administrator Name and Administrator Password
fields (later you can change these through the Web-based Utility). Then click the OK button.

6. On the Basic Settings screen, you can alter the following settings:

e Camera Name. You can give the Camera a unique name. Memorable names are helpful, especially if you
are using multiple Cameras on the same network. It should have 15 characters or fewer.

< Description. You may enter additional information, such as location, in this field. It has a maximum length
of 32 characters.

e Time Zone. Select the time zone for the Camera’s location.
< Date. Enter today’s date in the fields provided.
< Time. Enter the current time in the fields provided.

When you have finished making your changes, click the Next button.

LinksYS'

A Division of Cisco Systems, bnc.

If you have one Wireless-G Internet Video Camera, you can make changes to the

following settings. If you have more than one Wirsless-G Internet Video Camera,

you will need to run the Setup Wizard again to configure each separate Wireless-G
Internet Video Camera.

IS
00-06-54-00-48-F#

WVCs4G
192.168.1.115
LInKsYS
Chaninel &
Search Again | Disabled

« WVCS546

Figure 5-3: Cameras Found Screen

Verify password x|
Administrator Name: I din

Figure 5-4: Login Screen

LINKSYS®

A Division of Cesco Systems, Inc.

To easily identify your camera, enter a unique name and description
for your Wireless-G Internet Video Camera.

[wcsio
—
.?J. N |[GM1-0‘&00] Pacific T --|
[or s [72 1 [z000
@3

[ Internet Video Camera Setup Wizard

Figure 5-5: Basic Settings Screen
11



7.

If your network has a DHCP server, such as a router with DHCP enabled, click the Automatic Configuration-
DHCP radio button. If you need to assign a static IP address to the Camera, keep the default setting, Static IP LINKSYS®
address. it i

Then click the Next button. o Do o e e o e oo o e s

& Static IP address- Select this if your network
requires a static IP address for the Wireless-G

Internet Video Camera.
»,
B
Automatic Configuration-DHCP- Select this if the

Wireless-G Internet Video Camera will connect to a
router {or DHCP server).

[ internet Video Camera Setup Wizard weina WUC54G

Figure 5-6: Network Settings Screen

If you selected Automatic Configuration-DHCP in step 7, then proceed to step 9.

. _ _ LiInKSYS®
If you selected Static IP Address, then the IP Settings screen will appear. Enter an IP Address, Subnet Mask, AOVSIE o Ao
and Default Gateway appropriate for your network. You must specify an IP Address and Subnet Mask on this T B
screen. If you are unsure about the Default Gateway, it is better to leave this field blank. Then complete the : T e

Primary DNS and/or Secondary DNS fields. You must enter at least one DNS address, which can be obtained Sntio ol ey horv Soe oprabon 7L Rt e

from your ISP. Click the Next button.

IP Address:

pez ]
Subnet Mask: [EE
yl Default Gateway: 0=, [ [
ki Primary DNS: | R N ¥

Secontary ONS: s Y

G Internet Video Camera Setup Wizard

Figure 5-7: IP Settings Screen

12



9. The Mode Setting screen will appear. Click the Infrastructure radio button if you want the Camera to
communicate using an access point or wireless router. Click the Ad-Hoc radio button if you want the Camera LiNKSYS®©
to communicate without using an access point or wireless router. Click the Next button. il Lol

Linksys wiraless products are designed to wark right out of the box. If necessary
these settings should be changed to match the configuration of your existing wireless
network.

Infrastructure  Sgject Infrastructure if you wanl the camera to communicate
wilh an access point or wireless rouler.

* Ad-Hoo Select Ad-Hec if you want the camera o communicate with
other wireless devices without using an access point or wireless
router.

(i internet Video Camera Setup Wizard

Figure 5-8: Mode Settings Screen

10. The Wireless Settings screen will appear, so you can change the wireless settings. Enter your wireless

network’s SSID or network name. If you chose Ad-Hoc mode, select the channel at which the network Linscays®
broadcasts its wireless signal. ADWsin oG s e
= SSID. The SSID must be identical for all devices in a wireless network. It is case-sensitive and should 0 D i Yybtn Toara  fuy ot vl o i
have 32 alphanumeric characters or fewer. (You can use any keyboard character, but do not use any N
spaces.)
=N it i s s o 1
= Channel. If you set the Camera to Ad-Hoc mode, select the appropriate channel from the drop-down oo Sy
menu. All devices in your wireless ad-hoc network must use the same channel in order to function
correctly. | CEE  Deckiorpeivap- et sl ol

poor performance on a certain channel, try changing to
angther channel. Channets 1, 8, and 11 are prefered

Then click the Next button.

[ internet Video Camera Setup Wizard

Figure 5-9: Wireless Settings Screen

13



11. The Security Settings screen will appear. If your network has WEP encryption enabled, then select the level of
WEP encryption and enter a Passphrase. If you want to manually enter a WEP key, leave the Passphrase field
blank, and enter the WEP key in the Key 1 field. If your network doesn’t have WEP encryption disabled, keep
the default, Disabled.

« WEP. To enable WEP encryption, select 64-Bit Keys or 128-Bit Keys from the drop-down menu. Then
enter a Passphrase. If you want to manually enter a WEP key, leave the Passphrase field blank.

e Passphrase. If you enabled WEP encryption, you can enter a Passphrase, so a WEP key will be
automatically generated. If you want to manually enter a WEP key, leave the Passphrase field blank. The
Passphrase is case-sensitive and should have 16 alphanumeric characters or fewer. It must match the
passphrase of your wireless network and is compatible with Linksys wireless products only. (You will
have to enter the WEP key(s) manually on any non-Linksys wireless products.)

e Key 1. If you want to manually enter a WEP key, complete this field. If you are using 64-bit WEP
encryption, then the key must consist of exactly 10 hexadecimal characters. If you are using 128-bit WEP
encryption, then the key must consist of 26 hexadecimal characters. Valid hexadecimal characters are
“0” through “9” and “A” through “F”.

Click the Next button.

12. Review your settings before the Setup Wizard starts to copy your files. Click the Next button to continue.

LiNnkKsYSs®

A Division of Cisco Systems, Inc:

0 Make sure that all wireless devices on your 2.46Hz network are using the same

encryption level and key. WEP keys must consist of letters “A” through “F" and the
M numbers “0" through “8®. For the Wirsless-G Internet Video Camera to function
property, these settings must be ideatical to those of your existing wireless network.

Piease choose WEP (54-Bil), WEP {128-B41) or Disabled.

== Type the passphrase that will be used to generate the WEP key.
The passphrase is case-sensitive and should not be longer than
16 characters,

PE——— If you choose the Passphrase option for WEF, 3 WEP key will
generate automatically. To manually enter a WEP key, select a
WEF algorithm and leave the Passphrase option blank

[ internet Video Camera Setup Wizard

Figure 5-10: Security Settings Screen

LINKSYS®

A Dision of Cisco Systems, inc

Below are the new settings for your Wireless-G Internet Video Camera.
Click Next to save new settings or Back 1o modify settings.

MAL Address: 00002 04:16:be
(Camera Name: WVCSAG
:fvwcsec 1P Address: Ls;xee:ns
s
Channel: 6
Security: Dizabled

[ internet Video Camera Setup Wizard

Figure 5-11: Review New Settings Screen

14



13. If you want to save the new settings, click the OK button. If you want to cancel your changes, click the Cancel
button.

14, After the files have been successfully copied, the Congratulations screen will appear.

Install Viewer & Recorder Utility. Click this button to install the Camera’s Utility on your PC.

Setup SoloLink DDNS Service. Click the Setup SoloLink DDNS Service button to set up and configure
the Linksys Dynamic Domain Name System (DDNS) service.

Exit. Click the Exit button if you want to install the Camera’s Utility later.

Go to the “Placement Options™ section.

You are about fo change the settings.
Press "OK" to save new settings.
Press “Cancel” if you want o keep
currant settings.

Figure 5-12: Confirmation Screen

24GHz

[ Internet Video Camera Setup Wizard

Figure 5-13: Congratulations Screen
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Placement Options

There are three ways to place the Camera. The first way is to place the Camera horizontally on a surface, so it sits
on four small rubber feet. The second way is to stand the Camera vertically on a surface (see Figure 5-14). The
third way is to hang the Camera on a wall (see Figure 5-16). The second and third options are explained in further
detail below.

Stand Option
1. The Camera includes a Camera Desktop Stand. Insert the bottom end into the Stand.

2. Place the Camera, and adjust its aim and focus accordingly.

Wall Mount Option
The Camera has two wall-mount slots on its back panel. The distance between the slots is 80 mm (3.15 inches).

1. Determine where you want to mount the Camera. Attach two screws to the wall, so that the Switch’s wall-
mount slots line up with the two screws.

2. Maneuver the Camera so the screws are inserted into the two slots.
3. Adjust the Camera’s aim and focus accordingly.

Proceed to the next section, “Audio Option.”

Audio Option

If you want to use your own microphone instead of the Camera’s built-in microphone, then follow these
instructions:

1. Connect the 2.5 mm input jack of your microphone to the Camera’s MIC IN port on its bottom panel. The built-
in microphone will automatically be disabled.

2. Place the external microphone in an appropriate location.

The installation of the Wireless-G Internet Video Camera is complete. Go to “Chapter 6: Installing the
Wireless-G Internet Video Camera Viewer & Recorder Utility.”

If advanced users wish to access the Camera through its Web-based Utility, then proceed to “Chapter 8:
Using the Wireless-G Internet Video Camera Web-based Utility.”

Figure 5-14: Stand Option Figure 5-15: Camera
Desktop Stand

Figure 5-16: Wall Mount Option

Figure 5-17: Wall-Mount Slots
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Chapter 6: Installing and Using the Wireless-G Internet Video

Camera Viewer & Recorder Utility

Overview

This chapter will instruct you on how to install and use the Wireless-G Internet Video Camera Viewer & Recorder
Utility on your PC. The Utility allows you to easily view and record the Camera’s video.

If the Wireless-B Internet Video Camera Viewer & Recorder Utility has already been installed on your PC, Linksys
recommends that you uninstall it before you install the Wireless-G Internet Video Camera Viewer & Recorder
Utility (this Utility will also work with Wireless-B Internet Video Cameras).

View Video feature will not work with Netscape. Netscape users should use the Viewer & Recorder

2 NOTE: To view video using a web browser, you must use Internet Explorer version 5.5 or higher. The
Utility instead.

Installing the Viewer & Recorder Utility

1. On the Welcome or Congratulations screen of the Setup Wizard, click the Install Viewer & Recorder Utility
button.

2. The Welcome screen will appear. Click the Next button to proceed.

LiINkKsYS®

A Division of Cisco Systems, Inc.

]

Figure 6-1: Install Viewer & Recorder Utility Screen

Welcome il x|

‘Welcome o the Linksys Viewer & Recorder Ulility
Setup program. This program wll install Link sys
Viewer & Recorder Utility on your computer.

Itis strongly recommended that you et all Windows programs
before unning this Setup program.

Chick Cancel to quit Setup and then close any programs you
have running. Click Next to continue with the Setup program.

WARMING: Thiz program is protected by copyright law and
mntemational reaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be proseculed to the maimum extent possible under law.

[CEET]| Coed |

Figure 6-2: Install Viewer & Recorder Utility -

Welcome Screen
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Wireless-G Internet Video Camera

3. The Choose Destination Location screen will appear. To install the Viewer & Recorder Utility files in the default

folder, click the Next button. To select a different folder, click the Browse button and follow the on-screen
directions.

Choose Destination Location x|
SH.LT will install Linksys Viewer & Recorder Utility in the folowing

To install to this folder, chck Next.

4. The Select Program Folder screen will appear. To add program icons to the default folder, click the Next o TR GRUR [ ik s v s s

button. If you wish, you can rename the default folder. To add program icons to an existing folder, select one

You can choose nol to instal Linksys Viewer & Recosder Litity by
from the Existing Folders listed, and then click the Next button.

clicking Cancel to exit Setup.

5. After the OCX plug-in for video streaming has been installed, the screen shown in Figure 6-5 will appear. Click
the OK button.

Destination Folder 1
‘ C:\Program Files\Intemet Video Cameta Browse... I

6. When the setup is complete, click the OK button.

< Back -!-uh } Cancel
To learn how to use the Viewer & Recorder Utility, proceed to the next section, “Using the Viewer & - — -
Recorder Utility.” Figure 6-3: Choose Destination Location Screen

Select Program Folder .|
To set up the Linksys SoloLink Service, go to “Chapter 7: Setting up the Linksys SoloLink DDNS Service.” s i P ks Bt Gl
Y:”wwma&':::mummlmﬂum

. . Folders fist Click Newt o continue.
Advanced users: If you want to use the Camera’s Web-based Utility, go to “Chapter 8: Using the

Wireless-G Internet Video Camera Web-based Utility.”

P
Accessones
ACD Systems
[ Administrative Tools
| Adobe

Cizco IP SoftPhane

Cizco Systems

Cizco Systems VPN Chent

CorelDRAW 11 R

<Back [ Mets |  Cancel |

Figure 6-4: Select Program Folder Screen

5
\l) * in C:{Program Fies) video Cameraletcamplayerl 1.0
[ -

Figure 6-5: OCX Plug-in Screen

fioformation xJ

\i) Setup is complete. You may run the installed program by double-cicking on the program shortcut.

Figure 6-6: Setup Complete Screen

Chapter 6: Installing and Using the Wireless-G Internet Video Camera Viewer & Recorder Utility 18
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Using the Viewer & Recorder Utility

After the Viewer & Recorder Utility has been installed, the Viewer & Recorder Utility icon will be displayed in two
locations, one on your desktop and one in the system tray of your desktop’s taskbar.

There are two ways to open the Viewer & Recorder Utility:

= Double-click the icon on your desktop (the icon acts as a shortcut)

= Right-click the icon in the system tray, and then click Main Program.
You will see the Utility’s main screen (see Figure 6-8).

It is divided into two sections, Cameras and Scheduled Recordings in progress. From this screen, you can control
Cameras, view video, and schedule recordings.

To minimize any of the Utility’s screens, click the X button in the upper right-hand corner. To request help
information, click the ? button in the upper right-hand corner. To close the Utility, right-click the Viewer &
Recorder Utility icon in your desktop’s system tray. Then click Exit.

Camera, so you can use this Utility to control Wireless-G and Wireless-B Internet Video Cameras on

2 NOTE: This Viewer & Recorder Utility is backward-compatible with the Wireless-B Internet Video
your network.

Cameras

From the Cameras section, you can find or delete Cameras, change Camera settings, and view current video.
Camera List

Default ID. The identification name of the Camera used by the Camera and the Utility to exchange data.
Camera Name. The name you gave to the Camera.

Status. The status of the Camera.

Figure 6-7: Viewer & Recorder Utility Icon

LR

Wireless Internet Video Camera

| CameraName | Status

Default ID

Find Change Settings Delete

CameraName | Start Time

Preferences

Figure 6-8: Main Screen
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Find

To find a Camera on your local network or the Internet, click the Find button. There will be two tabs available, LAN
and Internet.

LAN

The LAN screen shows the Cameras found on your local area network, along with the status information for each
Camera.

Cameras on LAN

The Utility will search for Cameras on the local area network and display a list in the Cameras on LAN box. To run
a new search, click the Refresh button.

For the Camera whose name is currently selected in the Cameras on LAN box, the following information will be
displayed:

Camera Info

Camera Name. The name you gave to the Camera.

Description. The information about the Camera that you entered.
Address. The Camera’s IP address.

Port Number. The port number the Camera uses for communication.

Login. If you set up the Camera with a name and password, then you will need to enter them here in order to
access the Camera.

Name. Enter the login Name.
Password. Enter the login Password.

To add a Camera to the Utility’s list, select the Camera you wish to add by clicking its name in the Cameras on
LAN box. Then click the Add button. You will be notified when the Camera has been added. Click the OK button.

Find Camera From

i ‘
Camera Info

Camera Name \WYCHAG

Description

Cameras on LAN

WVC54G

Address

Port Number I

Login (i required)
Na

me
Password

L

L
Figure 6-9: Find Camera from LAN Screen

Fi !E Camera added sUCCGSSfU'V-

Figure 6-10: Camera Added Successfully Screen
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Internet
The Internet screen shows the Camera found on the Internet, along with the status information for it.
Test Results

First, go to the Camera Info section. Enter the Camera’s Address, Port Number, and login information (if required).
Then click the Test button to find the Camera. The following information will be displayed:

Camera Info

Camera Name. The name you gave to the Camera.

Description. The information about the Camera that you entered.
Address. The Camera’s IP address or SoloLink DDNS address.

Port Number. The port number the Camera uses for communication.

Login. If you set up the Camera with a name and password, then you will need to enter them here in order to
access the Camera.

Name. Enter the login Name.

Password. Enter the login Password.

To add the Camera to the Utility’s list, click the Add button. If you wish to clear a Camera, click the Clear button.
Change Settings

To modify a Camera’s settings, select its name in the Camera List box, and click the Change Settings button.
Test Results

First, make your changes to the Camera’s Address and Port Number fields as needed. If you set up the Camera
with a name and password, then you will need to enter them in the Name and Password fields in order to access
the Camera. Click the Save button to save your changes.

Click the Test button to make sure the Utility is able to find the Camera using the new information.

>

Find Camera From interner;

Comera Name
Description
Port Number I—
% Login (i required)
Name
Password
«»

«® €D 4

Figure 6-11: Find Camera from Internet Screen

Change Settings

Camera Name VWY CH54G
Description
Address |1 92.168.1.115
Port Numbor Isﬂ
Login ( required)
Name
Password
«»

ﬁ
Figure 6-12: Change Settings Screen
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For the selected Camera, the following information will be displayed:

Camera Info

Camera Name. The name you gave to the Camera.

Description. The information about the Camera that you entered.

Address. The Camera’s IP address or your SoloLink DDNS address.

Port Number. The port number the Camera uses for communication.

Login. If you set up the Camera with a name and password, then enter them here to access the Camera.
Name. Enter the login Name.

Password. Enter the login Password.

If you want to save any changes, click the Save button.
Delete

To delete a Camera from the list, select the Camera by clicking its name in the Camera List box, and then click the
Delete button. When asked to confirm the deletion, click the Yes button.

LR

LINKSYS' Wireless Internet Video Camera

& Divimon of Cao Systerma, inc

DefautlD | CameraMame | Status

Find Change Settings Delete

CameraName | Start Time

Preferences Schedule

Figure 6-13: Delete Camera Screen

Yiewer & Recorder Ut |

4 ? ) Delete camera from list ?

Figure 6-14: Confirm Deletion of Camera Screen
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View

To view the video seen by a Camera, select the Camera by clicking its name in the Camera List box, and then click
the View button. You will see a screen similar to the one shown in Figure 6-15.

If you want to view video from a different Camera, return to the Utility’s main screen. Select this Camera from the
Camera List, and click View. Repeat this step for all the Cameras whose video you wish to view.

This screen provides six buttons:
« Play button (triangle) - Click this button to view video.

= Record button (circle) - Click this button to record the video. (You will see a rotating recording icon, which
alternates between blue and green, in the desktop’s system tray, as shown in Figure 6-16.)

= Stop button (square) - Click this button to stop recording or stop the video.
= Snapshot button (camera) - Click this button to take a snapshot of the current image.

< Audio button (speaker) - Audio is enabled by default. Click this button to disable it. When audio is disabled,
then a red dash will appear on this button. If you have disabled audio through the Web-based Utility, then

audio will not be available, and a red X will appear on this button.
NOTE: If you are monitoring multiple Cameras and want to hear the audio from a single Camera,
A then disable the audio from the other Cameras.

= Magnification button (2X) - Click this button to view the video at twice its size. (This digital zoom feature is
only available for 320 x 480 and 160 x 128.)

£ £3)

000 OO0,

Figure 6-15: View Video Screen

[z 103sam

Figure 6-16: Recording Icon Screen
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You may find it helpful to know how much memory is required to hold a video recording. The following tables list
estimated bit rates and file sizes for a recording at each available resolution and video. The first table shows
estimates for a typical video recording, while the second table shows estimates for an audio/video recording.

Estimated Hard-Drive Memory Space Required for Video Recording per Hour

Resolution Quality Level Bit Rate File Size
640 x 480 Very High 900kbps 270MB
640 x 480 High 700kbps 190MB
640 x 480 Normal 500kbps 130MB
640 x 480 Low 200kbps 117MB
640 x 480 Very Low 40kbps 105MB
320 x 240 Very High 900kbps 430MB
320 x 240 High 500kbps 330MB
320 x 240 Normal 300kbps 240MB
320 x 240 Low 120kbps 230MB
320 x 240 Very Low 40kbps 225MB
160 x 120 Very High 800kbps 380MB
160 x 120 High 400kbps 270MB
160 x 120 Normal 200kbps 230MB
160 x 120 Low 100kbps 220MB
160 x 120 Very Low 40kbps 210MB

NOTE: The maximum length of a recording file is one hour. If a recording is more than one hour long,
A then multiple files will be saved.



Estimated Hard-Drive Memory Space Required for Audio/Video Recording per Hour

Resolution Quality Level Bit Rate File Size
640 x 480 Very High 900kbps 340MB
640 x 480 High 700kbps 210MB
640 x 480 Normal 500kbps 160MB
640 x 480 Low 200kbps 140MB
640 x 480 Very Low 40kbps 130MB
320 x 240 Very High 900kbps 480MB
320 x 240 High 500kbps 380MB
320 x 240 Normal 300kbps 270MB
320 x 240 Low 120kbps 240MB
320 x 240 Very Low 40kbps 230MB
160 x 120 Very High 800kbps 460MB
160 x 120 High 400kbps 300MB
160 x 120 Normal 200kbps 260MB
160 x 120 Low 100kbps 250MB
160 x 120 Very Low 40kbps 240MB

NOTE: The maximum length of a recording file is one hour. If a recording is more than one hour long,
A then multiple files will be saved.



Scheduled Recordings in Progress

From the Scheduled Recordings in progress section, you can schedule recordings, alter the recording
preferences, and access recording files.

Recordings

The recordings listed here are scheduled ones that are currently in progress.
Camera Name. The name you gave to the Camera doing the recording.
Start Time. The time the recording began.

Files

To play, delete, or explore recording files, click the Files button.

The Files screen shows two choices. Click the Recorded Videos button if you want to browse for video
recordings. Click the Snapshot Pictures button if you want to browse for images.

Recorded Files
The Recorded Files screen shows the recordings available and their respective information.

Name. The name of the file. It begins with “Ir” if it was an instant recording. It begins with “Sr” if it was a
scheduled recording. The name ends with the date of the recording.

Camera Name. The name of the Camera.
Start Time. The time the recording began.
End Time. The time the recording ended.
Play

To play a recording file, select it by clicking its Name, and then click the Play button.

E Note: Use Windows Media Player 7 or higher to view your recordings.

LR

Wireless Internet Video Camera

Default ID | CameraName | Status

Change Settings

Recorded Videos

Snapshot Pictures

Figure 6-18: Files Screen

Recorded Files .
Name C Name | Start Time | End

4 | .LI
L - O O ]

Figure 6-19: Recorded Files Screen
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Delete

To delete a recording file, select it by clicking its Name, and then click the Delete button.

Explore

If the recording file you want is not listed, click the Explore button to find the file.

To rename a recording file, click the Explore button. After you have found the file, you can rename it.
Snapshots

A window similar to the one shown in Figure 6-20 displays the available SnapShot folders. The name of each
folder is the MAC address of the Camera that took that folder’s snapshots. Double-click a folder to see a list of its
images.

Preferences

To designate the folder where recording files are saved, click the Preferences button. You can also customize the
time limit for unscheduled or instant recordings on the Preferences screen.

Recorded File Location

This shows the location where recording files are saved. You can enter a new location, or click the Browse button
to look for one.

Time limit for unscheduled recordings

You can customize the maximum amount of time an instant or unscheduled recording is allowed. Select the
appropriate amount of time from the drop-down menu. The default is one minute.

To save your changes, click the Save button.

Agddress ;_‘I C:\Program Files\Internet Video CameralSnapShot j p)Gn

&0 C:\Program Files\Internet Yideo Cameralsh =10 x|
Fle Edt View Favortes Tools Help [ & |
$=Back -+ = - 2] | Qisearch CHFolders (B |5 2 X m| »

~ =

= @

2 object(s) 0 bytes = My Computer

4

Figure 6-20: Window Showing SnapShot Folders

Preferences (7 [x
Recorded File Location:
IC:\ngrsm Files\Internet Video Camer
Snapshot Flle Location:

|C:\ngram Files\Internet Video Camer m

Time limit for unscheduled recordings: |1 min -

'- o

Figure 6-21: Preferences Screen
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Schedule

To view or modify the recording schedule, click the Schedule button.

The Recording Schedule screen shows the current recording schedule and each recording’s information.
Camera Name. The name of the Camera.

Date. The date of the recording.

Time. The start time of the recording.

Frequency. How often the recording will occur.

Add

To schedule a new recording, click the Add button.

Camera. Select the Camera you want for this recording.

Frequency. Select how often you want this recording to be made.

Start Date. Enter the date you want this recording to start.

Start Time. Enter the time you want this recording to start.

Duration. Enter the number of hours and minutes you want this recording to last.

When you are finished, click the Save button.

Modify

To modify a scheduled recording, select the recording by clicking its Camera Name, and then click the Modify
button.

Camera. This indicates the Camera that was selected for this recording.
Frequency. Alter how often you want this recording to be made.
Start Date. Alter the date you want this recording to start.

Start Time. Alter the time you want this recording to start.

Recording Schedule
Camera Name | Date | Time | Freque
4] |
- CD

Figure 6-22: Recording Schedule Screen

Schedule

Comera:  |WVC54G ~|

Frequency: IOne Time :l

Start Date (m/d/y): 04-05-2004 =

Start Time (h/m): [11:15 |

Duration (h/m): ]uu:1 0 =
«»

(- 1X)

Figure 6-23: Add to Recording Schedule Screen
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Duration. Alter the number of hours and minutes you want this recording to last.

When you are finished, click the Save button.

Delete

To delete a scheduled recording, select it by clicking its Camera Name, and then click the Delete button.

Stop

To terminate a scheduled recording that is currently in progress, select it by clicking its Camera Name, and click
the Stop button.

If you want to restart the scheduled recording, select the Camera you want by clicking its name in the Camera
List box, and click the View button. You will see a screen similar to the one shown in Figure 6-25. Click the button
with the circle to record the video. To stop recording, click the button with the square.

To set up the Linksys SoloLink Service, go to “Chapter 7: Setting up the Linksys SoloLink DDNS Service.

If you want to use the Camera’s Web-based Utility, go to “Chapter 8: Using the Wireless-G Internet Video
Camera Web-based Utility.”

oo

Wireless Internet Video Camera

( —

LiINKSYS'

& Divimeon of Cace Systeen, inc

Default ID

| Camera Name | Status

Find Change Settings Delete

Camera Mame | Start Time

Preferences Schedule

Figure 6-24: Stop Scheduled Recording Screen

f

Figure 6-25: View Video Screen

C XX =
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Chapter 7: Setting up the Linksys SoloLink™ DDNS Service

Overview

This chapter will briefly discuss the Linksys SoloLink DDNS Service, explain how to set up your SoloLink account,
and describe how to register additional Cameras on your SoloLink account. You need only one SoloLink account.
Once you have set up your account, you can register additional Cameras, one at a time, through each Camera’s
Web-based Utility. This way each Camera can take advantage of the SoloLink DDNS Service.

Introduction

For more information go to: www.linksys.com/sololink

The SoloLink DDNS (Dynamic Domain Name System) Service lets you assign a fixed host and domain name to a

dynamic Internet IP address. The instructions in this chapter will guide you through the setup needed for use of Easily access your video camera
the SoloLink DDNS Service. For the most current information about the SoloLink DDNS Service, visit famotaly over te ":"”“et with
www.linksys.com/sololink. For a free, 90-day trial period of your SoloLink account, use the Access ID Card s .

y ytaip y OlOLINK oons serice

included with the Camera.
To activate your SoloLink account, click on the SoloLink tab
on the Setup Wizard or on the Web-based Utility.

You may want to use the Linksys SoloLink DDNS Service if one of the following applies to you: Uiso e Actess 1 Card Inclutlod with your groduct ta get

your SoloLink nccuuntFREE for 90 days

Dynamic IP Address - Your Internet service assigns you a dynamic IP address. Many Internet service providers
(ISPs) assign a new IP address to your connection from time to time (for security purposes), or whenever you Figure 7-1: SoloLink Service
disconnect and reconnect. The SoloLink service keeps track of your network’s address, even when it changes, so
you can “find” the Camera.

Convenience - There are a couple of ways the SoloLink service can be convenient. If you have a static IP address,
you can use the SoloLink service to enter a “name” and port number for remote access of the Camera via the
Internet. There’s no need to type an entire IP address. For example, you can give a Camera a “name” such as
caml.myhouse.ourlinksys.com.

Also, some DDNS services require your PC to continuously run software that lets them keep track of your IP
address. If your PC isn’t powered on when your IP address changes, you won't be able to find the Camera on the
Internet. The SoloLink service keeps track of where the Camera is.

Setup Wizard for the SoloLink DDNS Service

1. Onthe Welcome or Congratulations screen of the Setup Wizard, click the Setup SoloLink DDNS Service
button.

]

Figure 7-2: SoloLink Welcome Screen
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2. The screen shown in Figure 7-3 explains why you would want to use the SoloLink DDNS Service if your
network is using a dynamic IP address. Click the Next button.

3. The screen shown in Figure 7-4 explains why you would find the SoloLink DDNS Service convenient if you
would prefer to access the Camera using a name rather than a series of numbers (its IP address). Click the
Next button.

LiINKSYS'

A Drvision of Crico Systeen tac.

o Your Internet service assigns you a dynamic IP address
Many Internel providers assign a new H <

P address to your connection from Solotink

tima to time (for security purposes),

or whenever you disconnect and

reconnect, The SoloLink DDNS

Service keepa track of the address of

your network, even when it changes,

50 you can “find” the camera's video

siream. (CRITETREN
e

G Internet Video Camera Setup Wizard

Figure 7-3: SoloLink for Dynamic IP Address Screen

LiINksYS'

A Dovision of Crico Systeen tac.

9 You don't like typing all thase numbers
ne ]
Even if you do have a static IP _.,.\*‘” r
address, you {and your friends) will o
Sololink

need 1o type the exact address and ’!
port number to access your camera 5- 4

from a remate PC on the Internet. ; e
With the SoloLink DDNS Service, 3‘
Your camera gets a "name” of your H
choosing -- easker to remember, H
easier 1o type.
4
.

G Internet Video Camera Setup Wizard

Figure 7-4: SoloLink for Convenience Screen
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4. Make sure your network has an active Internet connection. Verify that your PC and Camera are connected to
the network and the Camera is configured properly. Click Next.

5. The screen shown in Figure 7-6 will display a list of Wireless-G Internet Video Cameras on your network and
their status information. In the Selection box, click the name of the Camera you are currently setting up. Click
Next.

r

LINKSYS
A Diviion of Cisco Systoma, boc
Please make sure you have Internet Connection, and that your PC and
Camera are connected to the Network!
Netwrh In order to configure the Wireless-G
3 ' « Internet Video Camera with the SoloLink
e DDNS Service, your PC and Camera must
be connectied to either a wired or
n & if e i
. Internet.
Also, make sure you have property
‘ . configured your camera settings first
. before setting up SoloLink DONS
By w Service.

G internet Video Camera Setup Wizard

Figure 7-5: Check Connections Screen

LinksYys'

& Doviaion of Ciaces Syatomm, b

Select the camera that you would like to setup for SoloLink DDNS Service and
then click Next to continue. You will be prompted to enter the administrator name
and password lo connect 1o the camera’s setup page of the SoloLink DONS
Service on the camera,

G internet Video Camera Setup Wizard

Figure 7-6: Cameras Found Screen
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6. To ensure security, you will be asked to enter a user name and password before you can access the Camera.
If you have not changed the Camera’s user name and password, then enter admin in the User name and Q)\
Password fields (admin is the default). Then click OK. i) o

IUser name: Iiadmln :1

Password: l sases

[T Remember my password

[ ] oo |

Figure 7-7: Login Screen

7. Your web browser will automatically start up, and the SoloLink DDNS screen of the Camera’s Web-based
Utility will appear. Click New User ? - Click here to Register.

i Internet Video Camera

Home | View Video | Sotup | Linksys WEB | Help | Exit

Basic | Image | Password | Users | Sololink DDWS | Ststus | Options.

SolaLink DDHS W58 this screen 0 setup and manage your Linksys DONS Senvice
Reegister today for your 90-day frue trial period you are adding
additional devices o your DONS senvice, click hers for more
information.

[ Hewuser? ClickberntoReaister
r— Forsiol vour Password?
l— ex: jdoe.ourlinksys.com
Pt

1024 finel Avatable Port

Everydhrs = Update How

| Device
5 nla

nia
nia

Managa your SaloLink DONS Account |
Click here if you want to remove the
M] camera from the Domain senice.
Apply | Cancel | Refresh | Halp

1© Copyigh 54 o v, b 44 g ety

Figure 7-8: SoloLink DDNS Screen
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8. The screen shown in Figure 7-9 will ask you to make sure your network has an active Internet connection.
Click Continue.

Internet Video Camera

Home | View Videa | Sotu Linksys WEB | Help | Exit

ilink DONS | Status | Optlons:

9. On the Welcome to the SoloLink DDNS Service screen, click Set up a NEW Account.

Figure 7-10: Welcome to the SoloLink DDNS Service Screen
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Wireless-G Internet Video Camera

10. On the Sign Up screen, enter the Access ID for your free trial offer. It is provided on the Promotion Card
included with the Camera. (If you don’t have an Access ID, then leave the Access ID field blank.)

Then enter your account and user information. Enter a Username and Password for your account. Enter the

L ) ; Sign Up

Password again in the Confirm Password field. R T T
::—Mm::—?x:;;.munawwlﬂhuumwu ey beer

Complete the following required fields: First Name, Last Name, Phone, and Email. You can also enter your e P v sar rsres Sov Arvats o Fovait o2 e Prameton st

postal address and choose to receive updates by e-mail. Then click Continue. Access IO

S10.99 for 1 -year (and get 30 days 'ree = > |5 months jor $19.99)
of Z-pear (004 ot DO Aars ree = > 17 months Sor $34.49)

Account Information

Ths o e waer saet Bor your Sobibni
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Password

Corfirm Password |

User Information
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Receive Updates by Emall
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Figure 7-11: Sign Up Screen
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Wireless-G Internet Video Camera

11. Review your information on the Confirmation screen. If the new settings are correct, click Continue.

12. On the Select a Location ID screen, enter a Location ID, which can be a name describing your network’s
location. It will be combined with the Camera’s Device Name and ourlinksys.com to create a convenient URL
you can use to access the Camera. Click Continue.

Chapter 7: Setting up the Linksys SoloLink™ DDNS Service
Setup Wizard for the SoloLink DDNS Service

Account Information
m

First Name Joha
Last Name Daoe
Address 1 1234 Street Address

My Cay

My State

My Zip Code
USA

My Phone
jdoe@ernid com
Receive Updates by Emalil Yes

<< Back Coatinue>>

f any of the information above is incorrect click the BACH
button

Figure 7-12: Confirmation of New Settings Screen

[Dewice Name] E“"BU“ ourlmkays com

Figure 7-13: Select a Location ID Screen
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Wireless-G Internet Video Camera

13. On the Confirm your Location ID screen, verify that the Location ID is correct. Then click Continue.

Figure 7-14: Confirm Your Location ID Screen

14. On the Payment screen, choose one of two payment plans, Bill me now or Bill me later. (If you did not enter
an Access ID, then you have one choice, Bill me now.)

How to Pay

B4l e now

If you click Bill me later, go to step 15.

If you click Bill me now, you will see a screen asking for billing information. Follow the on-screen instructions
and then go to step 15.

Bill me Lster

Figure 7-15: Payment Screen

15. Read the Terms of Service agreement on the Verification screen. Click Create Account to accept the terms of Setup 4 - Verification

service. You are Ready!

TERMS OF SERVICE

1. ACCEPTANCE OF TERMS

.1 Welcome to the Lisksys SoloLink DONS
Senice (Linksys Sololei® or the “Semice?) Linksys
Sololink i 3 senice owned, made walable, and
operated by Linksys, & dwson of Crico Systems, Inc
(Linksys). Linksys Sclelink 15 a subscrgtion semce
promding subscrbers with Dynamic DNS addressng for
Lrksys dewces Unksys prowdes thes semce 1o
subscnbers subyect to the Sllowng Terms and Semice
(TOST which may be updated fiom time 10 Time with o1
wihout netice Please revew the most currert version
of the TOS at any teme a1 Terms of Serece Linksys
rmay have other specdic pages, matensls, contents,
instructions, of temces made avalable on the Semce
webide that are govemed by thew cwn wdmdusl
respectve fterme of serice. Limksys does not and
cannol warrant that the Serece wil be unintarrupted or
#nroe Fee. In chootng 1o use the Sennce for secunty of
sutwilance purposes, do 20 al your sole nzk

Figure 7-16: Verification Screen

Chapter 7: Setting up the Linksys SoloLink™ DDNS Service
Setup Wizard for the SoloLink DDNS Service
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Wireless-G Internet Video Camera

16. On the Create Links screen, click Continue. The SoloLink DDNS Service will send your account information to

the Camera.

17. A pop-up screen, as shown in Figure 7-18, will inform you that you have successfully registered your account.

Click OK.
At the bottom of the SoloLink DDNS screen, click the Apply button to register the Camera with your account.

Chapter 7: Setting up the Linksys SoloLink™ DDNS Service
Setup Wizard for the SoloLink DDNS Service

Your account has been created Fleare cheke

Contine to create the krks between the SoloLek
DDNS Servce and your denice

Continwe

Figure 7-17: Create Links Screen

Wireless-G Internet Video Camera

| Linksys WEB | Help | Exit
DONS | Steus | Options

Home | View Video | Se

Basic | image | Password | Users | So

Use this screen i setup and manage your Linksys DDHS Senace
Feaisier today for vour 30-day free inal period! i'vou are adding
= xjre

pter camera.

1024 Find Avaitabde Port

Everydlrs =]  UpdsteNow

Dewice not Registered

Status
na

Figure 7-18: Successful Registration Screen
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18. A confirmation page will display the link or address you will use to access the Camera and the port number
the SoloLink DDNS Service will use to find the Camera (see Figure 7-19). Click Continue.

¥om st et e foer e v ot forwrur g

Figure 7-19: Account Confirmation of Camera Screen

19. A pop-up screen, as shown in Figure 7-20, will inform you that you have successfully set up the SoloLink
DDNS Service for the Camera. Click OK.

Wireless-G Internet Video Camera

Home | View Video | Sotup | Linksys WEB | Help | Exit

Basic | image | Password | Users | Sololink DONS | Status | Options

DDNS Service will be able to access the Camera. oconet memer ioer - SSE Tafatt

X|pe, clich hare for more

2 NOTE: Make sure you set up the port forwarding feature on your network router, so the SoloLink — U Srvento ek 3nd g yus Linksys DONS Service

lsei? - Chok hat e 10 Rewistel

v =) s

1024 Find fvailabile Port

Every d hes 'l Update MNow

nia

0 rirutes
na

Mansge your SeloLink DONS Account |

Figure 7-20: Successful Setup Screen
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20. Set up port forwarding on your network router, so the SoloLink DDNS Service will be able to track the
Wireless-G Internet Video Camera. Go to www.linksys.com/portfwd for instructions on how to configure a
Linksys router.

For other routers, refer to your router’s documentation.

The SoloLink DDNS setup is complete. If you want to register more Cameras with your SoloLink account,
proceed to the “SoloLink Registration of Additional Cameras” section.

For more information about the Camera’s Web-based Utility, proceed to “Chapter 8: Using the
Wireless-G Internet Video Camera Web-based Utility.”

SoloLink Registration of Additional Cameras

After you have set up your SoloLink account, you can add more Cameras to your SoloLink account using each
Camera’s Web-based Utility. Follow these instructions for each Camera you add:

1. To access a Camera’s Web-bhased Utility, launch Internet Explorer, and enter the Camera’s IP address in the
Address field. (The default IP address is 192.168.1.115.) Then press Enter.

2. The Welcome screen will appear. Click the Setup tab.

3. Alogin screen will appear. (Windows XP users will see a similar screen.) Enter admin (the default user name
and password) in the User Name and Password fields. Then click the OK button.

4. Click the SoloLink DDNS tab.

Figure 7-22: Web-based Utility Welcome

Enter Network Password

.? Please type your user name and password.
: Site: 1921681.115
Realm

2l

User Name |¢d.m

Password |=--=-
™ Save this password in your password kst

o]

Cancel |

Figure 7-23: Web Utility Login Screen
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10.

In the Username, Password, and Your Domain fields, enter your SoloLink account information (see Figure 7-
24).

In the Device Name field, give the Camera a unique name. The DDNS service will not work if multiple Cameras
have the same Device Name.

In the WAN Port field, enter a unique port number. This is the number of the port you will use to access the
Camera remotely. If you need to find an available port, click Find Available Port and follow the on-screen
instructions (see Figure 7-25). The DDNS service will not work if multiple Cameras use the same WAN port.

Depending on how often you want the DDNS service to update the dynamic IP address, select the appropriate
time interval from the DDNS Service Update drop-down menu. To update the dynamic IP address immediately,
click the Update Now button.

Click the Apply button on the SoloLink DDNS screen. The Camera will automatically register itself with your
SoloLink account.

Set up port forwarding on your network router, so the SoloLink DDNS Service will be able to track the
Wireless-G Internet Video Camera. Go to www.linksys.com/portfwd for instructions on how to configure a
Linksys router.

For other routers, refer to your router’s documentation.
The Camera has been added to your SoloLink account.

For more information about the Camera’s Web-based Utility, proceed to “Chapter 8: Using the
Wireless-G Internet Video Camera Web-based Utility.”

A v of D Syt

Uz ihis screen 10 setup and manage your Linksys DONS Service
Register today far your S0-day free tial perad! fyou are adding
additional devices bo your DONS serdce, click here for more
Information.

 Username: Mewe ser .- Click here tn Reaister

M r— Forsol vour Password?

“Your Damain: [ exjdoe.om linkesys.com
Davice Name: frcsag

AN Port: 1024 find Auastable Port

i [Everyans »|  Updale Now

| Device not

Last Update Attemgt:  ria
s I

Managa your SaloLink DONS Account |

Click here if you wani bo remove the
M] camera from the Domain senice.
Apply | Cancael | Refresh | Help

1© Copyigh 54 o v, b 44 g ety

Figure 7-24: SoloLink DDNS Screen

s-G Internet Video Camera

Continue _E_aik”l

10 Copigh 704 Cac Syvems, B 48 AgES s

Figure 7-25: Find Available Port Screen
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Chapter 8: Using the Wireless-G Internet Video Camera’s
Web-based Utility

Overview

Use the Camera’s Web-based Utility to access and alter its settings. This chapter will describe each webpage in
the Utility and its features. The Utility can be accessed via the web browser of a computer connected to the
Camera.

How to Access the Web-based Utility | Address [&] http:/7192.168.1.115/

Figure 8-1: Camera’s Default IP Address
To access the Utility, launch Internet Explorer, and enter the Camera’s IP address in the Address field. (The default

IP address is 192.168.1.115.) Then press Enter.

The Welcome screen of the Web-based Utility will appear.

Internet Video Camera

You have six tabs available:
 Home. To return to the Welcome screen, click the Home tab.

« View Video. To view the Camera’s video, click the View Video tab. Go to the “View Video” section for more
information.

e Setup. To alter the Camera’s settings, click the Setup tab. Go to the “Setup” section for more information. ) cgaRMure your Interet Video Camera.

« Linksys WEB. To go to the Linksys website, www.linksys.com, click the Linksys WEB tab.

< Help. The Help screen allows you to get information about the various Setup screens, download the latest
Viewer & Recording Utility, download this User Guide, download Acrobat Reader, restore factory defaults, and Figure 8-2: Web-based Utility Welcome
upgrade the Camera’s firmware. Go to the “Help” section for more information.

« Exit. To close the Utility, click the Exit tab.

View Video

Follow these instructions to view the Camera’s video.
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1. Click the View Video tab on the Welcome screen.

2. A Security Warning screen about an OCX plug-in may appear (see Figure 8-3). To enable your computer to see
the Camera’s video, click the Yes button.

3. Ascreen will appear showing you the video from the Camera.

View Video feature will not work with Netscape. Netscape users should use the Viewer & Recorder

2 NOTE: To view video using a web browser, you must use Internet Explorer version 5.5 or higher. The
Utility instead.

Setup

Click the Setup tab on the Welcome screen to alter the Camera’s settings. A login screen, shown in Figure 8-4,
will pop up. (Windows XP users will see a similar screen.) Enter admin (the default user name and password) in
the User Name and Password fields. Then click the OK button.

A\

The Basic screen will appear. You have six tabs available:

NOTE: For added security, you should always change the Login Name and Password through the
Password screen of the Utility.

Basic. To configure the Camera’s basic, LAN, and wireless settings, use the Basic screen.
= Image. Customize the video settings on the Image screen.

« Password. Alter the Administrator name and password on the Password screen.

« Users. Designate users and their level of access to the Camera on this screen.

« SoloLink DDNS. Set up and manage the SoloLink DDNS Service. DDNS (Dynamic Domain Name System) lets
you assign a fixed host and domain name to a dynamic Internet IP address.

= Status. Status information and a log are displayed on this screen.

« Options. The audio option, e-mail alert options, Universal Plug and Play (UPnP) setting, and Alternate Port
settings are configured on the Options screen.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about a screen’s features, click the Help button.

Security Warning

&
g

Do you want to install and run
"hitpe//192.168.1.115/ima/Met
signed on 4/2/2004 5:11 AM and distributed by:
Cisco-Linksys, LLC

Publisher authenticity verified by VeriSign Class 3 Code
Signing 2001 CA

Caution: Cisco-Linksys, LLC asserts that this content is

safe. You should only install/view this content if you trust

Cisco-Linksys, LLC to make that assertion.

™ Always tiust content from Cisco-Linksys, LLC

iwebllg ocx"

X

More Info

Figure 8-3: Security Warning Screen

Enter Network Password b i g |

: Site:

Realm

User Name |m

Password

™ Save this password in your password list

your user name and password.
192168.1.115

| 0K I Cancel

Figure 8-4: Web Utility Login Screen
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Basic
The Basic screen allows you to alter the Camera’s settings, including the network and wireless configuration.
Device Settings

Firmware Version. The version number of the firmware currently installed is displayed here. Firmware should
only be upgraded from the Help screen if you experience problems with the Camera. Visit www.linksys.com to
find out if there is updated firmware.

MAC Address. The MAC Address of the Camera is displayed here.

Device ID. Displayed here is the Camera’s identification name, which is used by the Camera and the Utility to
exchange data.

Camera Name. You may assign any name to the Camera. Unique, memorable names are helpful, especially if you
are using multiple Cameras on the same wireless network. You can enter up to 15 characters.

Description. Enter information about the Camera in this field. You can enter up to 32 characters.
Date. Enter the current date.

Time. Enter the current time.

Time Zone. Select the time zone for the Camera’s location.

Network Time Protocol. If you want to update the Camera’s time through an NTP (Network Time Protocol) server
on the Internet, click the first checkbox. When the NTP feature is enabled, the daylight savings option will be
available. If you want to adjust the Camera’s current time for daylight savings, click the second checkbox.

LAN Settings

Configuration Type. If the Bridge will obtain an IP address automatically from a DHCP server, then select
Automatic Configuration - DHCP. If you will assign the Camera a static IP address, then select Static IP
Address, and complete the IP Address, Subnet Mask, Gateway, and DNS fields.

IP Address, Subnet Mask, Gateway, Primary DNS, Secondary DNS. Complete these fields if the Camera will
use a static IP address. You need to enter at least one DNS address.

Wireless Settings

SSID. Enter the network’s SSID or network name here.

Wireless-G Internet Video Camera

Home | View Video | Seiup | Linksys WEB | Help | Exit

VD, ar 30, 2004
00002 00:c110
Device B0: WCSEG

Camera Name: fvcsas

Date: [Mar =] [30 =] [205% imonin, dar, yean

Time: [ e fpmz]

Tima Zana: [1GMT-08 00) Pacte Time (US & Canada); Tijusna =]
' Chack here if you want to update the ime automatic ally hraugh

Metwork Tine Protocol the NTP server from the Infernet

™ Check here to adjus the current time for daylight savng

LAN Settings - Type: | Obeain Address Automsticalty (DHCF) x|

e [ o

S| [

ooy i o

Secondary DHS: | S PR e P

MNistweark Typo: Adhoc -]

Channel Ho: [ =]

PR CEnable @ Disable _ EdWSecurity Setings
Apply | Cancel | _Help |

1 Copight 7004 Gl Syetee. b A8 s e

Figure 8-5: Basic Screen
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Network Type. Select the network’s mode, Infrastructure or Ad-hoc.
Channel No. If the Camera is set to ad-hoc mode, select its channel setting from the drop-down menu.

Security. To use WEP encryption, click the Enable radio button. You will be asked to confirm that you want to
enable wireless security for the Camera. Click the OK button. Then click the Edit Security Settings button. For
more information, go to the “Security Settings” section. To disable WEP encryption, click the Disable radio
button.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about the screen’s features, click the Help button.

Security Settings

Configure the Camera’s WEP encryption settings on this screen (see Figure 8-7). Make sure all devices on your
wireless network use the same settings.

Default Transmit Key. Select which WEP key (1-4) will be used when your network’s access point or wireless
router sends and receives data.

WEP Encryption. Select the level of WEP encryption you wish to use, 64 Bit Keys (10 Hex chars) or 128 Bit
Keys (26 Hex chars).

Passphrase. Instead of manually entering WEP keys, you can use a Passphrase to generate them. It is case-
sensitive and should not be longer than 16 alphanumeric characters. (This Passphrase is compatible with Linksys
wireless products only. If you are also using non-Linksys wireless products, you will need to enter your WEP keys
manually on those products.) After entering the Passphrase, click the Generate button to create WEP key(s).

Key 1-4. If you are used a Passphrase, the WEP keys will be displayed after you have generated them. If you are
not using a Passphrase, manually enter a set of values in each field. (For 128-bit WEP, only one WEP key is
permitted.) If you are using 64-bit WEP encryption, then each key must consist of exactly 10 hexadecimal
characters. If you are using 128-bit WEP encryption, then the key must consist of exactly 26 hexadecimal
characters. Valid hexadecimal characters are “0” through “9” and “A” through “F”.

Authentication. The default is set to Open System, for which the sender and the recipient do NOT use a WEP key
for authentication. You can also choose Shared Key, when the sender and recipient use a WEP key for
authentication. This setting should match the one on your network’s access point or wireless router.

To save your changes, click the Apply button. To cancel your changes, click the Cancel button. To get additional
information about the screen’s features, click the Help button.

=
2) 0o youwent to ensle Wireess Scurty ?
[k Cancel |

Figure 8-6: Confirmation Screen

Make sure that all wireless devices onyour 2.4GHz network are
802,113 using the same encryntion level and key, WEP keys must consist
of the letters "A" through "F" and the numbers 0" through "9

Wireless-G

DEETMIRETETETY 1 C2 C3 C4
WEP Encryption: Im
Passphrase: | ml
Key 1: |
Key 2: I
I
|

Key 3:
Key 4:
MU | Open System »

.&pplyl Ccncell Help

Figure 8-7: WEP Key Settings Screen

45



Image

The Image screen allows you to alter the Camera’s video settings.

Video Settings

Resolution. Select the resolution you want for viewing or recording the Camera’s video. Select 640 * 480 for the
highest resolution, 320*240 for medium resolution, and select 160*120 for the lowest resolution.

Image Quality. Select the level of quality you want for viewing or recording the Camera’s video. The range varies

from Very Low to Very High.

You may find it helpful to know what the bit rates are for video viewing or recording at different resolutions and

image quality levels. The following table lists these estimated bit rates.

Estimated Bit Rates for Video Viewing or Recording

Resolution Quality Level Bit Rate
640 x 480 Very High 900kbps
640 x 480 High 700kbps
640 x 480 Normal 500kbps
640 x 480 Low 200kbps
640 x 480 Very Low 40kbps
320 x 240 Very High 900kbps
320 x 240 High 500kbps
320 x 240 Normal 300kbps
320 x 240 Low 120kbps
320 x 240 Very Low 40kbps
160 x 120 Very High 800kbps
160 x 120 High 400kbps
160 x 120 Normal 200kbps
160 x 120 Low 100kbps
160 x 120 Very Low 40kbps

s-G Internet Video Camera

Home | View Video | Setup | Linksys WEB | Help | Exit

Basic | image | Password | Users | SoloLink DDMS | Status | Options

Je0-240 ']

Imago Cuaality: Mormal =

1.3 Brightness: Aulomabe 'I

Fad: Ofiz @ -61, 0600130
Giver: DfFz @ 54, pemun3)
Bl ®pFz @ o-64,0etun 37

Dafault I

GITEE  Time Stamp: I~ Enatie

mm I Enable Test
Apply Cancal Halp I
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Figure 8-8: Image Screen
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NOTE: Video quality and/or performance may be affected by the number of users connected to the
52} Camera.

Adjustments

Brightness. Select Automatic if you want the Camera to adjust the brightness level automatically. Select
Manual if you want to adjust the brightness level on this screen. Then increase or decrease the brightness using
the arrow buttons.

Red, Green, and Blue. Adjust the level of red, green, or blue using the arrow buttons. To return the settings to
default levels, click the Default button.

Options
Time Stamp. If you want a time stamp shown on the video, click the checkbox next to Enable.

Text Display. If you want text shown on the video, click the checkbox next to Enable. Then complete the Text field
with up to 20 characters.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about the screen’s features, click the Help button.

Password

The Password screen allows you to change the name and password used for administrator login. Changing the
default name and password is recommended to secure access to the Camera’s settings.

Administrator
Login Name. Complete this field with a name of your choice.

Password and Verify Password. Enter your new password in both fields. The password should have eight
characters or fewer.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about the screen’s features, click the Help button.

Internet Video Camera

Mote: Your password must be less than @ characters long and it
cannat coatain any Spaces,

Apply |  Cancal ﬂ'

© Comrig 250 Gaca yviems, b 48 i1 ety

Figure 8-9: Password Screen

47



Users
The Users screen allows you to designate access rights for Camera users.

User Access

Allow access by. The default is All users. If you keep the default setting, then all users will be allowed to view
the Camera’s video. If you select Only users in database, then only the users you enter in the database will be
allowed to view the Camera’s video. They will be asked to log in using their user name and password whenever
they request access to the Camera’s video.

User Database

Users are listed in the User Database box.

Add. To add a user, click the Add button. You will see the screen shown in Figure 8-11.

Modify. To modify a user’s settings, click the Modify button. You will see the screen shown in Figure 8-11.
To add or modify a user, follow these instructions:

1. Complete the User Name, User Password, and Confirm Password fields.

2. To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about the screen’s features, click the Help button. Click the Close button to exit this
screen.

Delete. To delete a user, select the user listed in the User Database box, and then click the Delete button.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about the screen’s features, click the Help button.

& Allusers
© Onyusers in database

Add Mnmlyl Delets
Apply | Cancal | Help |

Figure 8-10: Users Screen

_loix|
Add/Modify User =l

User Name:
User Password:
Confirm Password:

Apply | Cancal |
Help | Closel

=l

Figure 8-11: Add/Modify User Screen
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SoloLink DDNS

The SoloLink DDNS screen allows you to set up and configure your SoloLink DDNS Service. DDNS (Dynamic
Domain Name System) lets you assign a fixed host and domain name to a dynamic Internet IP address. If you
have already set up your SoloLink account, then you can use this screen to register additional Cameras. For
instructions, go to the “SoloLink Registration of Additional Cameras” section on the following page.

feature on your network router. Go to www.linksys.com/portfwd for instructions on how to configure

2 NOTE: If you use the Camera’s DDNS feature, then you must also configure the port forwarding
a Linksys router. For other routers, refer to your router’s documentation.

SoloLink DDNS

Username. Enter the username you have set up on your SoloLink account. If you are a new user, click New User?
- Click here to Register. The New User Registration screen will appear, as shown in Figure 8-13. Click the
Continue button, or click the Back screen to return to the previous screen. Your web browser will automatically
start up, and you will visit a website to set up your SoloLink account. Follow the on-screen instructions. For more
information, refer to “Chapter 7: Setting up the Linksys SoloLink DDNS Service,” which will guide you through
setup of your SoloLink account.

Password. Enter the password you have set up on your SoloLink account. If you have forgotten your password,
click Forgot your Password?

The Password Request screen will appear, as shown in Figure 8-14. Complete the Domain name field. Click the
Request Password button to request your username and password, which will be e-mailed to the e-mail
address registered with your SoloLink DDNS account. Click the Cancel button to cancel your change. Click the
Back button to return to the previous screen.

Your Domain. Enter the host and domain name you have set up on your SoloLink account. It should be in this
format: <Location ID>.ourlinksys.com. For example, if myhouse is the Location ID, then the host and domain
name would be myhouse.ourlinksys.com.

Device Name. Enter the name you have given the Camera.

WAN Port. Enter the number of the port you will use to remotely access the Camera. If you need to find an
available port, click Find Available Port and follow the on-screen instructions.

DDNS Service Update. Depending on how often you want the DDNS service to update the dynamic IP address,
select the appropriate time interval from the drop-down menu. To update the dynamic IP address immediately,
click the Update Now button.

Use this screen o setup and manage your Linksys DONS Service
Register today far your S0-day free tial perad! fyou are adding
additional devices bo your DONS serdce, click here for more
Information

Username: Mewe ser .- Click here tn Reaister
Password: ool your Password?

SoloLink DDNS

Your Domain: i jdoe. o linksys.com
Davice Namo: [ﬁqg
WAN Post: 1024 pind mastable Port

DONS Servico Update: | [Every afvs =] _ Update Now

| Device not

Address Update m na

Last Update Mtempt: s
 Lasi Successful nia
Update:

Options: Manage your SoloLink DONS Account |
Click here if you wani bo remove the
M} camera from the Domain senice.
Apply Cancal Pafrash Halp
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Figure 8-12: SoloLink DDNS Screen
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Figure 8-13: New User Registration Screen
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Wireless-G Internet Video Camera

Status

Registration Status. The status of the Camera’s registration is displayed here. To use the SoloLink DDNS service
for the Camera, it must be registered with your SoloLink DDNS account.

Address Update Status. The status of the most recent DDNS service update is displayed here. You will be
informed if the username and password authentication has been successful, as well as if the dynamic IP address
has been updated.

Last Update Attempt. The date and time of the most recent IP address update attempt are displayed here.
Last Successful Update. The date and time of the most recent IP address update are displayed here.

Options. If you want to manage your SoloLink DDNS account, click the Manage your SoloLink DDNS Account
button. Your web browser will automatically start up, and you will visit a website to manage your SoloLink
account. (See Figure 8-15.) Follow the on-screen instructions.

If you want to remove the Camera from the DDNS service account, click the Remove Camera button. The Device
Removal screen will appear, as shown in Figure 8-16. To remove the Camera, click the Remove button. Click the
Back button to return to the previous screen.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To display
the most recent information, click the Refresh button. To get additional information about the screen’s features,
click the Help button.

SoloLink Registration of Additional Cameras

After you have set up your SoloLink account, you can add more Cameras to your account, one at a time. Follow
these instructions for each Camera you add:

1. On the SoloLink DDNS screen of the Camera’s Web-based Utility, enter your SoloLink account information in
the Username, Password, and Your Domain fields.

2. Inthe Device Name field, give the Camera a unique name. The DDNS service will not work if multiple Cameras
have the same Device Name.

Chapter 8: Using the Wireless-G Internet Video Camera’s Web-based Utility
Setup
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. In the WAN Port field, enter a unique port number. This is the number of the port you will use to access the
Camera remotely. If you need to find an available port, click Find Available Port and follow the on-screen
instructions. The DDNS service will not work if multiple Cameras use the same WAN port.

. Depending on how often you want the DDNS service to update the dynamic IP address, select the appropriate
time interval from the DDNS Service Update drop-down menu. To update the dynamic IP address immediately,
click the Update Now button.

. Click the Apply button on the SoloLink DDNS screen. The Camera will automatically register itself with your
SoloLink account.

. Set up port forwarding on your network router, so the SoloLink DDNS Service will be able to track the
Wireless-G Internet Video Camera. Go to www.linksys.com/portfwd for instructions on how to configure a
Linksys router.

For other routers, refer to your router’s documentation.

nternet Video Camera
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Figure 8-17: Find Available Port Screen
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Status
The Status screen allows you to view the Camera’s status information and log.
Status

Firmware Version. The version number of the firmware currently installed is displayed here. Firmware should
only be upgraded from the Help screen if you experience problems with the Camera. Visit www.linksys.com to
find out if there is updated firmware.

MAC Address. The MAC Address of the Camera is displayed here.

Camera Name. The name you gave to the Camera is displayed here.

Description. The information about the Camera that you entered is displayed here.
Date. The current date is shown here.

Time. The current time is shown here.

IP Address. The Camera’s IP Address is displayed here.

Subnet Mask. The Camera’s Subnet Mask is shown here.

Gateway. The Camera’s Gateway address is displayed here.

Network Type. The wireless network’s mode is shown here.

SSID. The wireless network’s SSID or name is shown here.

Channel. The wireless network’s channel setting is displayed here.

Security. The wireless network’s encryption level is shown here.

Log

System Log. This shows the Camera’s activities. To empty the log, click the Clear Log button.

To get the Camera’s most up-to-date information, click the Refresh button. To get additional information about
the screen’s features, click the Help button.

: W11, Mar 31, 2004
MAC Address: 00:c0.0704:16 08
Camara Name: WNCE4G

Date: Jan 14, 7000
Tam: 09:09:23

P Rddvass: 1921681115
 Suboet Mask: 255.255.255.0

Metwork Type: Ad-noc
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Figure 8-18: Status Screen
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Options

The Options screen allows you to alter the Camera’s audio setting, e-mail alert features, UPnP configuration, and
Alternate Port settings.

Audio
If you want to hear or record audio, select Enable from the drop-down menu. Otherwise, select Disable.
E-mail Alert

You can choose to be notified when the Camera detects motion in its field of view. You will be sent a text-only e-
mail or an e-mail with video attached.

NOTE: The Camera's mation sensitivity and range will vary depending on the light conditions of your
A environment.

E-mail Alert. If you want to be notified by e-mail when the Camera detects motion, then select Enable from the
drop-down menu. Otherwise, select Disable.

Send to. In each field, enter an e-mail address that will receive e-mail alerts. (You can enter up to three e-mail
addresses.)

Show “From” as. Enter the text that you want displayed in the From field of any e-mail alert message.
Subject. Enter the subject heading that you want to be used.

Outgoing Mail SMTP Server. Enter the IP address of the outgoing mail SMTP server. If it requires authentication,
click the checkbox, and enter the account name and password in the Account Name and Password fields.

E-Mail Video. If you want e-mail sent with a video attachment, select Enable from the drop-down menu. Then
select the length of video you want, up to a maximum of 5 seconds. The default is 2 seconds. If you want text-
only e-mail sent to you, select Disable from the drop-down menu.

Delay between E-mails. Specify the minimum time interval between e-mail alerts. The default is 2 minutes.

Motion Detection Sensitivity. You have a choice of motion sensitivity levels for the Camera. Select the
appropriate level from the drop-down menu.

You can also specify where the Camera should monitor for motion. The Camera’s field of view is split into nine
sections. Click the checkbox for each section you want monitored. Click the Select All button if you want the
entire viewing area to be monitored. Click the Clear All button if you want to delete all checkmarks.

Wireless-G Internet Video Camera
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Other

UPNP. When enabled, the Camera’s Universal Plug and Play (UPnP) feature allows a UPnP-enabled computer to
easily detect the Camera. The Camera’s UPnP feature is disabled by default. If your computer is UPnP-enabled,
then click the checkbox next to UPnP.

Alternate Port. If you want the Camera to be able to use an alternate port for communications, click the
checkbox. Then enter the port number you want in the Port Number field.

To save your changes, click the Apply button. To cancel any unsaved changes, click the Cancel button. To get
additional information about the screen’s features, click the Help button.

Help

Through the Help screen, you'll find links to additional resources for the Camera and its Utility. If you click the
Help tab directly from the Welcome screen, then you will see the User Help screen and will only be able to access
these resources. If you first log in to access the Camera’s Setup and then click the Help tab, you will see the
Administrator Help screen and will be able to restore factory defaults and upgrade the Camera’s firmware.

NOTE: The appearance and features of the Help screen will vary depending on whether you have
A logged in first to access the Setup.

Setup. Click any of the topics in the bar on the left to get help information.

Linksys Support Page - Download Latest Viewer/Recorder Utility. Click this link to download the most recent
version of the Viewer & Recorder Utility from the Linksys website, www.linksys.com.

Click here to learn how to configure Port Forwarding in your Linksys Router. If you are going to use the
SoloLink DDNS Service, you need to set up port forwarding on your router. For instructions on how to configure a
Linksys router, click this link. If you have a different router, refer to your router’s documentation.

Online User Guide in PDF Format and Adobe website (software for viewing PDF documents). Click the
Online User Guide in PDF Format link to view the latest version of the Camera’s user guide. It will be in Adobe
Acrobat Portable Document File (.pdf) format, so you will need Acrobat Reader to view this pdf. If you do not have
the Acrobat Reader, click the Adobe website link to download it.

Restore Factory Defaults. To restore the Camera’s factory default settings, click the Restore Defaults button.

NOTE: When you restore the Camera’s factory defaults, you will lose the settings you have
A saved previously.

Wireless-G Internet Video Camera

Restore Factory Defaults:

Pestore Defauls

Caution:
Arry settings you have saved will be lost when the default setiings are
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Firmware: VI.07, Mar 15, 2004
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Figure 8-20: Administrator Help
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Firmware. New firmware versions are posted at www.linksys.com and can be downloaded for free. If the Camera
is functioning well, there is no need to download a newer firmware version, unless that version has a new feature
that you want to use. Loading new firmware onto the Camera does not always enhance its performance.

Linksys recommends that you upgrade the Camera’s firmware within your network; in other words, use a
computer within the Camera’s local network. If you attempt to upgrade the Camera’s firmware from a remote
location—using a computer outside of the Camera’s local network—the upgrade will fail.

NOTE: When you upgrade the Camera’s firmware, you may lose the settings you have
A saved previously.

To upgrade the firmware:

1. Go to the Linksys website, www.linksys.com, and download the firmware upgrade file for the Camera. Then
extract the file.

2. From the Help screen, click the Firmware Upgrade button.

3. You will see the Upgrade Firmware screen. Click the Browse button to find the extracted file, and then
double-click it.

4. Click the Start Upgrade button, and follow the on-screen instructions. To cancel the upgrade, click the
Cancel button. For further help, click the Help button.

Upgrade Firmware

The upgrade firmware file needs to be downloaded and stored on your PC.

Upgrade File: [ Browse...

StertUpgrade | Cancel | Help |

Figure 8-21: Upgrade Firmware Screen
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Appendix A: Troubleshooting

This appendix consists of two parts: “Common Problems and Solutions” and “Frequently Asked Questions.” This
appendix provides solutions to problems that may occur during the installation and operation of the Wireless-G
Internet Video Camera. Read the description below to solve your problems. If you can’t find an answer here,
check the Linksys website at www.linksys.com.

Common Problems and Solutions

1.

| can’t view the Camera’s video using Internet Explorer.

Make sure the OCX plug-in was correctly installed. If you're not sure, re-install the plug-in by following these

instructions:

< On the Welcome screen of the Camera’s Web-based Utility, click the View Video button.

< A screen mentioning a security warning about an OCX plug-in will appear. Click the Yes button to allow
the plug-in to be installed.

< You should then be able to view the Camera’s streaming video.

If you still cannot view the video, make sure you have the rights to install the plug-in in your PC’s Internet
Explorer. If not, log into your computer as an administrator and install the plug-in.

Then you can check if the OCX plug-in has been installed. Follow these instructions:

< From Internet Explorer, go to Tools and Internet Options.

< On the General screen, click Settings under Temporary Internet files.

e Click View Objects. You should see a file named NetCamPlayerWeb Control installed.

The OCX plug-in is installed in Internet Explorer, but | cannot view any video.

Make sure you have Microsoft Internet Explorer 5.5 or higher installed. Then delete the OCX plug-in by

following these instructions:

< From Internet Explorer, go to Tools and Internet Options.

< On the General screen, click Settings under Temporary Internet files.

e Click View Objects.

< You should see a file named NetCamPlayerWeb Control installed. Delete this file from the list.

< The next time you click View Video from the web browser, you will be prompted to re-install the OCX plug-
in.

When powering on the Camera, | can’t immediately access the Camera from my computer.
Make sure the Camera’s Ready LED is continuously lit. When it is flashing, the Camera is initializing.

56



4. I'm not able to play my recording video files.
Make sure you have Microsoft Windows Media Player 7 or higher. If you don’t, you can download the latest
version from www.microsoft.com.

5. When | view the video, it seems blurry.
Adjust the Camera’s focus by rotating its dark gray focus ring.

6. | don’t hear any audio coming from the Camera.

Follow these instructions until your problem is solved:

e Make sure that your computer speakers are powered on.

< Click Start. Select Settings. Click Control Panel. Double-click Sound and Multimedia. Click the Audio
tab. In the Sound Playback section, click Volume. Make sure that Wave Volume has not been muted.

e Log in to the Camera’s Web-based Utility (default IP address is 192.168.115). Click the Setup tab. Then
click the Options tab. Make sure audio has been enabled.

< Ifyou are using the Viewer & Recorder Utility, make sure audio is enabled. If it is disabled, you will see a
red dash on the audio button. Click the audio button to enable audio.

7. The built-in microphone is not picking up faraway sounds.
The built-in microphone was designed to pick up sounds within 9 feet (3 meters) of the Camera. If you wish,
you can connect an external microphone to the Camera’s MIC IN port, and place the microphone in an
appropriate location to extend the Camera’s range.

8. Can | have the built-in microphone and an external microphone working at the same time?
No. When you connect an external microphone, the built-in microphone will be automatically disabled.

9. When | am watching the video and listening to the audio, the audio is distorted.
Bandwidth constraints can distort the audio feed. Log in to the Camera’s Web-based Utility (default IP address
is 192.168.115). Click the Setup tab. Then click the Image tab. Lower the image quality or video resolution.

10.The audio is producing an echo effect.
Follow these instructions until your problem is solved:
< Try placing the Camera in a different location.
< Make sure your audio speakers are not feeding audio back to the Camera’s microphone.

11.1 have two Cameras and see two WVC54Gs listed in my Viewer & Recorder Utility. When | click to
view both Cameras, | see the video of only one Camera.
Make sure that the Cameras have different camera or device names. You can change this by using the Web-
based Utility or running the Setup Wizard. If you use the Web-based Utility, log in and click the Setup tab.
Then on the Basic screen, change the Camera Name.
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12.1 want to set up an account with the SoloLink DDNS Service, but | can’t access the SoloLink website
to sign up.
Make sure the Camera is properly configured on your local network. Then check to see if your PC and Camera
are properly connected and your network has an active Internet connection.

13.When | view video remotely via the Internet, the video is very slow.
Video performance is greatly affected by your Internet connection speed. You can lower the Camera’s image
quality to speed up the video. Through the Camera’s Web-based Utility, click the Setup and Image tabs, and
then lower the image quality on the Image screen.

14.1 cannot access the Setup tab of the Camera’s Web-based Utility.
Make sure you have administrator rights. Only an administrator can change the Camera’s settings.

15.1 want to access the Camera when I’'m away from home, but somehow | can’t connect.
If your network uses a dynamic IP address supplied by your ISP, then the IP address you use to reach the
Camera will change as well. You need to use the Linksys SoloLink DDNS Service, so you can access the
Camera using its domain name while the service keeps track of the IP address changes. To set up a Dynamic
Domain Name Service (DDNS) account, click the Setup tab of the Camera’s Web-based Utility. Click the
SoloLink DDNS tab. If you are a new user, click New User? - Click here to Register. Follow the on-screen
instructions.

You can also set up the Linksys SoloLink DDNS Service by inserting the Setup CD-ROM into your PC’s CD-ROM
drive. Click the Setup SoloLink DDNS Service button, and follow the on-screen instructions. For more
information, see “Chapter 7: Setting up the Linksys SoloLink DDNS Service.”

Important: To allow remote access to the Camera, you will also have to use the port forwarding feature on
your network router.

16.1 already set up my SoloLink DDNS account, but | can’t access the Camera from a remote location.

Follow these instructions:

< When you enter the Camera’s domain name, make sure it is in this format;
http://<Device Name>.<Location ID>.ourlinksys.com
The <Device Name> is the name you gave the Camera when you ran the Setup Wizard. The <Location ID>
is the name you selected when you set up your SoloLink DDNS account.

e [f the Camera is set to DHCP, make sure your local network is working properly and your router has an
active Internet connection.

< If the Camera uses a static IP address, insert the Setup CD-ROM into your network PC’s CD-ROM drive.
Click the Setup button and follow the on-screen instructions. When you see the IP Settings screen, make
sure the Camera’s Default Gateway and Primary DNS addresses are correct. For more information, refer
to “Chapter 5: Setting up and Mounting the Wireless-G Internet Video Camera.”
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17.0n the Status screen of the Camera’s Web-based Utility, | see this message in the System Log, “NTP
server:no server suitable for synchronization found.”
This message indicates that the Camera is unable to locate the Network Time Protocol (NTP) server to
synchronize its time setting. The Camera will automatically try again. Verify the following:
< If you have assigned a static IP address to the Camera, make sure you have completed at least one of the
DNS fields on the Basic screen.
e Make sure the Camera is properly connected to your network, and its Internet connection is active.

Frequently Asked Questions

Can | view video using a Macintosh or Netscape Navigator?

The Camera is designed for computers running a Windows operating system and Internet Explorer 5.5 or higher.
You cannot view video on a Macintosh. If you only have Netscape, you can view video using the Viewer &
Recorder Utility. See “Chapter 6: Installing and Using the Wireless-G Internet Video Camera Viewer & Recorder
Utility.”

Can | directly connect the Camera to wired and wireless networks at the same time?

No. Before powering on the Camera, you should decide if you want to connect the Camera to a wireless network
via an access point or to a wired network. If your wireless and wired networks are bridged, then you can access
the Camera from any networked computer, but the Camera must be directly connected to only one of the
networks.

To connect the Camera to a wireless network, power on the Camera with no network cable attached. The Camera
will be ready for use when the Ready and Wireless LEDs are lit continuously.

To connect the Camera to a wired network, connect the network cable to the Camera, and then power it on. The
Camera will be ready for use when the Ready and LAN LEDs are lit continuously.

Can | install the Camera outdoors?
No, the Camera was not designed for outdoors usage.

Can | turn off the LCD screen on the Camera?
No, the LCD screen will always display the Camera’s IP address.

I’'ve recorded video for a few hours. Why do | see multiple files saved on my computer?

The recording function saves video in chunks; each chunk is a maximum of one hour in duration. For example, if
you have recorded five continuous hours, then you will see five files saved on your computer. This keeps files
from getting too large.



Do I need to install the Linksys Viewer and Recorder Utility?
Installation is optional. You can view video using Microsoft Internet Explorer 5.5 or higher. If you don’t want to use
the recording function, then you don’t need to install the Viewer and Recorder Utility.

Where can | find more information about the Linksys SoloLink DDNS Service?
You can go to www.linksys.com/sololink for more information.

Can | specify who gets to view the Camera’s video?

Yes. Access the Camera’s Web-based Utility, and click the Setup tab. After you log in, click the Users tab. You will
be able to restrict access to users you have entered in the database. See “Chapter 8: Using the Wireless-G
Internet Video Camera Web-based Utility.”

Can | add a time stamp to the video?

Yes. Access the Camera’s Web-based Utility, and click the Setup tab. After you log in, click the Image tab. You
will be able to add a time stamp as well as descriptive text to the video. See “Chapter 8: Using the Wireless-G
Internet Video Camera Web-based Utility.”

How many users can view the Camera’s video at the same time?
Users at four different PCs can simultaneously view the Camera’s video.

What is the IEEE 802.11b standard?

It is one of the IEEE standards for wireless networks. The 802.11b standard allows wireless networking hardware
from different manufacturers to communicate, provided that the hardware complies with the 802.11b standard.
The 802.11b standard states a maximum data transfer rate of 11Mbps and an operating frequency of 2.4GHz.

What is the IEEE 802.11g standard?

It is one of the IEEE standards for wireless networks. The 802.11g standard allows wireless networking hardware
from different manufacturers to communicate, provided that the hardware complies with the 802.11g standard.
The 802.11g standard states a maximum data transfer rate of 54Mbps and an operating frequency of 2.4GHz.

What IEEE 802.11b features are supported?
The product supports the following IEEE 802.11b functions:
e CSMA/CA plus Acknowledge protocol
e Multi-Channel Roaming
= Automatic Rate Selection
e RTS/CTS feature
e Fragmentation
e Power Management
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What IEEE 802.11g features are supported?
The product supports the following IEEE 802.11¢g functions:
e CSMA/CA plus Acknowledge protocol
e OFDM protocol
e Multi-Channel Roaming
e Automatic Rate Selection
e RTS/CTS feature
e Fragmentation
e Power Management

What is ad-hoc mode?

When a wireless network is set to ad-hoc mode, the wireless-equipped computers are configured to
communicate directly with each other. The ad-hoc wireless network will not communicate with any wired
network.

What is infrastructure mode?
When a wireless network is set to infrastructure mode, the wireless network is configured to communicate with a
wired network through a wireless access point or router.
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Appendix B: Wireless Security

Linksys wants to make wireless networking as safe and easy for you as possible. The current generation of
Linksys products provide several network security features, but they require specific action on your part for
implementation. So, keep the following in mind whenever you are setting up or using your wireless network.

Security Precautions

The following is a complete list of security precautions to take (at least steps 1 through 5 should be followed):

1.

2.

Change the default SSID.

Disable SSID Broadcast.

Change the default password for the Administrator account.
Enable MAC Address Filtering.

Change the SSID periodically.

Use the highest encryption algorithm possible. Use WPA if it is available. Please note that this may reduce
your network performance.

Change the WEP encryption keys periodically.

Security Threats Facing Wireless Networks

Wireless networks are easy to find. Hackers know that in order to join a wireless network, wireless networking
products first listen for “beacon messages”. These messages can be easily decrypted and contain much of the
network’s information, such as the network’s SSID (Service Set Identifier). Here are the steps you can take:

Change the administrator’s password regularly. With every wireless networking device you use, keep in mind

that network settings (SSID, WEP keys, etc.) are stored in its firmware. Your network administrator is the only
person who can change network settings. If a hacker gets a hold of the administrator’s password, he, too, can
change those settings. So, make it harder for a hacker to get that information. Change the administrator’s
password regularly.

SSID. There are several things to keep in mind about the SSID:

A\

Note: Some of these security features are
available only through the network router or
access point. Refer to the router or access
point’s documentation for more information.



1. Disable Broadcast
2. Make it unique
3. Change it often

Most wireless networking devices will give you the option of broadcasting the SSID. While this option may be
more convenient, it allows anyone to log into your wireless network. This includes hackers. So, don’t broadcast
the SSID.

Wireless networking products come with a default SSID set by the factory. (The Linksys default SSID is “linksys”.)
Hackers know these defaults and can check these against your network. Change your SSID to something unique
and not something related to your company or the networking products you use.

Change your SSID regularly so that any hackers who have gained access to your wireless network will have to
start from the beginning in trying to break in.

MAC Addresses. Enable MAC Address filtering. MAC Address filtering will allow you to provide access to only
those wireless nodes with certain MAC Addresses. This makes it harder for a hacker to access your network with
a random MAC Address.

WEP Encryption. Wired Equivalent Privacy (WEP) is often looked upon as a cure-all for wireless security
concerns. This is overstating WEP’s ability. Again, this can only provide enough security to make a hacker’s job
more difficult.

There are several ways that WEP can be maximized:
1. Use the highest level of encryption possible

2. Use “Shared Key” authentication

3. Change your WEP key regularly

Implementing encryption may have a negative impact on your network’s performance, but if you are transmitting
sensitive data over your network, encryption should be used.

These security recommendations should help keep your mind at ease while you are enjoying the most flexible
and convenient technology Linksys has to offer.

A

Important: Always remember that each
device in your wireless network MUST use
the same encryption method and encryption
key or your wireless network will not function

properly.
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Appendix C: Upgrading Firmware

words, use a computer within the Camera’s local network. If you attempt to upgrade the Camera’s

2 Note: Linksys recommends that you upgrade the Camera’s firmware within your network; in other

firmware from a remote location—using a computer outside of the Camera’s local network—the
upgrade will fail.

The Camera's firmware is upgraded through the Web-based Utility's Help tab. Follow these instructions:

1.

2.

Download the firmware from Linksys’s website at www.linksys.com. Then extract the file.
Access the Camera’s Web-based Utility, and click the Help tab.
On the Help screen, click the Firmware Upgrade button.

You will see the screen shown in Figure C-1. Click the Browse button to find the extracted file, and then
double-click the filename.

Click the Start Upgrade button, and follow the on-screen instructions. Click the Cancel button to cancel the
firmware upgrade. For more information, click the Help button.

Upgrade Firmware

The upgrade firmware file needs to be downloaded and stored on your PC.

Upgrade File: [ Browse...

StertUpgrade | Cancel | Help |

Figure C-1: Upgrade Firmware Screen
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Appendix D: Windows Help

Almost all wireless products require Microsoft Windows. Windows is the most used operating system in the world
and comes with many features that help make networking easier. These features can be accessed through
Windows Help and are described in this appendix.

TCP/IP

Before a computer can communicate with an access point or router, TCP/IP must be enabled. TCP/IP is a set of
instructions, or protocol, all PCs follow to communicate over a network. This is true for wireless networks as well.
Your PCs will not be able to utilize wireless networking without having TCP/IP enabled. Windows Help provides
complete instructions on enabling TCP/IP.

Shared Resources

If you wish to share printers, folders, or files over your network, Windows Help provides complete instructions on
using shared resources.

Network Neighborhood/My Network Places

Other PCs on your network will appear under Network Neighborhood or My Network Places (depending upon the
version of Windows you’re running). Windows Help provides complete instructions on adding PCs to your
network.
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Appendix E: Glossary

802.11a - An IEEE wireless networking standard that specifies a maximum data transfer rate of 54Mbps and an
operating frequency of 5GHz.

802.11b - An IEEE wireless networking standard that specifies a maximum data transfer rate of 11Mbps and an
operating frequency of 2.4GHz.

802.11g - An IEEE wireless networking standard that specifies a maximum data transfer rate of 54Mbps, an
operating frequency of 2.4GHz, and backward compatibility with 802.11b devices.

Access Point - A device that allows wireless-equipped computers and other devices to communicate with a
wired network. Also used to expand the range of a wireless network.

Adapter - A device that adds network functionality to your PC.

Ad-hoc - A group of wireless devices communicating directly with each other (peer-to-peer) without the use of
an access point.

AES (Advanced Encryption Standard) - A method that uses up to 256-bit key encryption to secure data.

Backbone - The part of a network that connects most of the systems and networks together, and handles the
most data.

Bandwidth - The transmission capacity of a given device or network.

Beacon Interval - Data transmitted on your wireless network that keeps the network synchronized.
Bit - A binary digit.

Boot - To start a device and cause it to start executing instructions.

Bridge - A device that connects different networks.

Broadband - An always-on, fast Internet connection.

Browser - An application program that provides a way to look at and interact with all the information on the
World Wide Web.
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Buffer - A shared or assigned memory area that is used to support and coordinate different computing and
networking activities so one isn't held up by the other.

Byte - A unit of data that is usually eight bits long

Cable Modem - A device that connects a computer to the cable television network, which in turn connects to the
Internet.

CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance) - A method of data transfer that is used to prevent
data collisions.

CTS (Clear To Send) - A signal sent by a wireless device, signifying that it is ready to receive data.
Daisy Chain - A method used to connect devices in a series, one after the other.

Database - A collection of data that is organized so that its contents can easily be accessed, managed, and
updated.

DDNS (Dynamic Domain Name System) - Allows the hosting of a website, FTP server, or e-mail server with a
fixed domain name (e.g., www.xyz.com) and a dynamic IP address.

Default Gateway - A device that forwards Internet traffic from your local area network.

DHCP (Dynamic Host Configuration Protocol) - A networking protocol that allows administrators to assign
temporary IP addresses to network computers by “leasing” an IP address to a user for a limited amount of time,
instead of assigning permanent IP addresses.

DMZ (Demilitarized Zone) - Removes the Router's firewall protection from one PC, allowing it to be “seen” from
the Internet.

DNS (Domain Name Server) - The IP address of your ISP's server, which translates the names of websites into IP
addresses.

Domain - A specific name for a network of computers.
Download - To receive a file transmitted over a network.
DSL (Digital Subscriber Line) - An always-on broadband connection over traditional phone lines.

DSSS (Direct-Sequence Spread-Spectrum) - Frequency transmission with a redundant bit pattern resulting in a
lower probability of information being lost in transit.
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DTIM (Delivery Traffic Indication Message) - A message included in data packets that can increase wireless
efficiency.

Dynamic IP Address - A temporary IP address assigned by a DHCP server.

EAP (Extensible Authentication Protocol) - A general authentication protocol used to control network access.
Many specific authentication methods work within this framework.

EAP-PEAP (Extensible Authentication Protocol-Protected Extensible Authentication Protocol) - A mutual
authentication method that uses a combination of digital certificates and another system, such as passwords.

EAP-TLS (Extensible Authentication Protocol-Transport Layer Security) - A mutual authentication method that
uses digital certificates.

Encryption - Encoding data transmitted in a network.

Ethernet - IEEE standard network protocol that specifies how data is placed on and retrieved from a common
transmission medium.

Finger - A program that tells you the name associated with an e-mail address.

Firewall - A set of related programs located at a network gateway server that protects the resources of a
network from users from other networks.

Firmware - The programming code that runs a networking device.

Fragmentation -Breaking a packet into smaller units when transmitting over a network medium that cannot
support the original size of the packet.

FTP (File Transfer Protocol) - A protocol used to transfer files over a TCP/IP network.
Full Duplex - The ability of a networking device to receive and transmit data simultaneously.
Gateway - A device that interconnects networks with different, incompatible communications protocols.

Half Duplex - Data transmission that can occur in two directions over a single line, but only one direction at a
time.

Hardware - The physical aspect of computers, telecommunications, and other information technology devices.

HTTP (HyperText Transport Protocol) - The communications protocol used to connect to servers on the World
Wide Web.



IEEE (The Institute of Electrical and Electronics Engineers) - An independent institute that develops networking
standards.

Infrastructure - A wireless network that is bridged to a wired network via an access point.

IP (Internet Protocol) - A protocol used to send data over a network.

IP Address - The address used to identify a computer or device on a network.

IPCONFIG - A Windows 2000 and XP utility that displays the IP address for a particular networking device.

IPSec (Internet Protocol Security) - A VPN protocol used to implement secure exchange of packets at the IP layer.
ISM band - Radio bandwidth utilized in wireless transmissions.

ISP (Internet Service Provider) - A company that provides access to the Internet.

LAN - The computers and networking products that make up your local network.

LEAP (Lightweight Extensible Authentication Protocol) - A mutual authentication method that uses a username
and password system.

MAC (Media Access Control) Address - The unique address that a manufacturer assigns to each networking
device.

Mbps (MegaBits Per Second) - One million bits per second; a unit of measurement for data transmission.
mMIRC - An Internet Relay Chat program that runs under Windows.
Multicasting - Sending data to a group of destinations at once.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area network to a different
IP address for the Internet.

Network - A series of computers or devices connected for the purpose of data sharing, storage, and/or
transmission between users.

NNTP (Network News Transfer Protocol) - The protocol used to connect to Usenet groups on the Internet.

Node - A network junction or connection point, typically a computer or work station.
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OFDM (Orthogonal Frequency Division Multiplexing) - Frequency transmission that separates the data stream
into a number of lower-speed data streams, which are then transmitted in parallel to prevent information from
being lost in transit.

Packet - A unit of data sent over a network.

Passphrase - Used much like a password, a passphrase simplifies the WEP encryption process by automatically
generating the WEP encryption keys for Linksys products.

Ping (Packet INternet Groper) - An Internet utility used to determine whether a particular IP address is online.
POP3 (Post Office Protocol 3) - A standard mail server commonly used on the Internet.

Port - The connection point on a computer or networking device used for plugging in cables or adapters.
Power over Ethernet (POE) - A technology enabling an Ethernet network cable to deliver both data and power.

PPPoE (Point to Point Protocol over Ethernet) - A type of broadband connection that provides authentication
(username and password) in addition to data transport.

PPTP (Point-to-Point Tunneling Protocol) - A VPN protocol that allows the Point to Point Protocol (PPP) to be
tunneled through an IP network. This protocol is also used as a type of broadband connection in Europe.

Preamble - Part of the wireless signal that synchronizes network traffic.

RADIUS (Remote Authentication Dial-In User Service) - A protocol that uses an authentication server to control
network access.

RJ-45 (Registered Jack-45) - An Ethernet connector that holds up to eight wires.

Roaming - The ability to take a wireless device from one access point's range to another without losing the
connection.

Router - A networking device that connects multiple networks together.
RTS (Request To Send) - A networking method of coordinating large packets through the RTS Threshold setting.

Server - Any computer whose function in a network is to provide user access to files, printing, communications,
and other services.

SMTP (Simple Mail Transfer Protocol) - The standard e-mail protocol on the Internet.

SNMP (Simple Network Management Protocol) - A widely used network monitoring and control protocol.



Software - Instructions for the computer. A series of instructions that performs a particular task is called a
“program”.

SOHO (Small Office/Home Office) - Market segment of professionals who work at home or in small offices.

SPI (Stateful Packet Inspection) Firewall - A technology that inspects incoming packets of information before
allowing them to enter the network.

Spread Spectrum - Wideband radio frequency technique used for more reliable and secure data transmission.
SSID (Service Set IDentifier) - Your wireless network's name.

Static IP Address - A fixed address assigned to a computer or device that is connected to a network.

Static Routing - Forwarding data in a network via a fixed path.

Subnet Mask - An address code that determines the size of the network.

Switch - 1. A data switch that connects computing devices to host computers, allowing a large number of
devices to share a limited number of ports. 2. A device for making, breaking, or changing the connections in an
electrical circuit.

TCP (Transmission Control Protocol) - A network protocol for transmitting data that requires acknowledgement
from the recipient of data sent.

TCP/IP (Transmission Control Protocol/Internet Protocol) - A set of instructions PCs use to communicate over a
network.

Telnet - A user command and TCP/IP protocol used for accessing remote PCs.

TFTP (Trivial File Transfer Protocol) - A version of the TCP/IP FTP protocol that has no directory or password
capability.

Throughput - The amount of data moved successfully from one node to another in a given time period.

TKIP (Temporal Key Integrity Protocol) - a wireless encryption protocol that provides dynamic encryption keys for
each packet transmitted.

Topology - The physical layout of a network.

TX Rate - Transmission Rate.



UDP (User Datagram Protocol) - A network protocol for transmitting data that does not require acknowledgement
from the recipient of the data that is sent.

Upgrade - To replace existing software or firmware with a newer version.
Upload - To transmit a file over a network.
URL (Uniform Resource Locator) - The address of a file located on the Internet.

VPN (Virtual Private Network) - A security measure to protect data as it leaves one network and goes to another
over the Internet.

WAN (Wide Area Network)- The Internet.

WEP (Wired Equivalent Privacy) - A method of encrypting network data transmitted on a wireless network for
greater security.

WINIPCFG - A Windows 98 and Me utility that displays the IP address for a particular networking device.

WLAN (Wireless Local Area Network) - A group of computers and associated devices that communicate with
each other wirelessly.

WPA (Wi-Fi Protected Access) - a wireless security protocol using TKIP (Temporal Key Integrity Protocol)
encryption, which can be used in conjunction with a RADIUS server.
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Appendix F: Specifications

Standards

Ports

Protocols

Button

Cabling Type
Indicators
Security Features
WEP Key Bits
Image Sensor
Lens

Resolution
Relative Illumination
Effective Focus
Sensitivity

Field of View

Compression
Algorithm

IEEE 8011.b, IEEE 802.11g, IEEE 802.3, 802.3u

One 10/100 Auto Crossover (MDI/MDI-X) port, Power port,
2.5mm MIC IN

TCP/IP, HTTP, DHCP, NTP, SMTP, UPnP (Discovery only)
One Reset Button

RJ-45

LEDs: Ready, Act/Link, Ethernet, Wireless; LCD Display of IP Address
User Authentication, WEP Encryption, Motion Detection
64/128 Bit

CMOS, VGA, 644 x 484 pixels

Fixed Focus

640 x 480, 320 x 240, 160 x 128

65%

4.48 mm

F1.5

57 degrees

MPEG-4
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Record File Format
Brightness
Audio

Dimensions
(WxHxD)

Unit Weight

Power
Certifications
Operating Temp.
Storage Temp.
Operating Humidity

Storage Humidity

ASF
Auto/Manual Adjustment
G.726 8K

3.35"x6.10" x 3.15"
(85 mm x 155 mm x 80 mm)

8.5 0z. (0.24 kg)

5V DC, External

FCC

0°C to 40°C (32°F to 104°F)
-10°C to 70°C (14°F to 158°F)
10% to 85%, Non-Condensing

5% to 90%, Non-Condensing
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Appendix G: Warranty Information

LIMITED WARRANTY

Linksys warrants to You that, for a period of three years (the “Warranty Period”), your Linksys Product will be substantially
free of defects in materials and workmanship under normal use. Your exclusive remedy and Linksys' entire liability under
this warranty will be for Linksys at its option to repair or replace the Product or refund Your purchase price less any
rebates. This limited warranty extends only to the original purchaser.

If the Product proves defective during the Warranty Period call Linksys Technical Support in order to obtain a Return
Authorization Number, if applicable. BE SURE TO HAVE YOUR PROOF OF PURCHASE ON HAND WHEN CALLING. If You are
requested to return the Product, mark the Return Authorization Number clearly on the outside of the package and include a
copy of your original proof of purchase. RETURN REQUESTS CANNOT BE PROCESSED WITHOUT PROOF OF PURCHASE. You
are responsible for shipping defective Products to Linksys. Linksys pays for UPS Ground shipping from Linksys back to You
only. Customers located outside of the United States of America and Canada are responsible for all shipping and handling
charges.

ALL IMPLIED WARRANTIES AND CONDITIONS OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE ARE LIMITED
TO THE DURATION OF THE WARRANTY PERIOD. ALL OTHER EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF NON-INFRINGEMENT, ARE DISCLAIMED. Some jurisdictions do not
allow limitations on how long an implied warranty lasts, so the above limitation may not apply to You. This warranty gives
You specific legal rights, and You may also have other rights which vary by jurisdiction.

This warranty does not apply if the Product (a) has been altered, except by Linksys, (b) has not been installed, operated,
repaired, or maintained in accordance with instructions supplied by Linksys, or (c) has been subjected to abnormal
physical or electrical stress, misuse, negligence, or accident. In addition, due to the continual development of new
techniques for intruding upon and attacking networks, Linksys does not warrant that the Product will be free of
vulnerability to intrusion or attack.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL LINKSYS BE LIABLE FOR ANY LOST DATA, REVENUE OR PROFIT,
OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, REGARDLESS OF THE THEORY OF
LIABILITY (INCLUDING NEGLIGENCE), ARISING OUT OF OR RELATED TO THE USE OF OR INABILITY TO USE THE PRODUCT
(INCLUDING ANY SOFTWARE), EVEN IF LINKSYS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
WILL LINKSYS’ LIABILITY EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT. The foregoing limitations will apply even
if any warranty or remedy provided under this Agreement fails of its essential purpose. Some jurisdictions do not allow the
exclusion or limitation of incidental or consequential damages, so the above limitation or exclusion may not apply to You.

Please direct all inquiries to: Linksys, P.O. Box 18558, Irvine, CA 92623.
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Appendix H: Regulatory Information

FCC STATEMENT

This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used according to the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which is found by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment or devices

Connect the equipment to an outlet other than the receiver's

Consult a dealer or an experienced radio/TV technician for assistance

FCC Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator and your body.

INDUSTRY CANADA (CANADA)

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

The use of this device in a system operating either partially or completely outdoors may require the user to obtain
a license for the system according to the Canadian regulations.
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SOFTWARE LICENSE AGREEMENT

THIS LICENSE AGREEMENT IS BETWEEN YOU AND CISCO-LINKSYS, LLC (“Linksys”). BY DOWNLOADING OR
INSTALLING THE SOFTWARE, OR USING THE PRODUCT CONTAINING THE SOFTWARE, YOU ARE CONSENTING TO BE
BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THESE TERMS, THEN YOU MAY NOT DOWNLOAD,
INSTALL OR USE THE SOFTWARE. YOU MAY RETURN UNUSED SOFTWARE (OR, IF THE SOFTWARE IS SUPPLIED AS
PART OF ANOTHER PRODUCT, THE UNUSED PRODUCT) FOR A FULL REFUND UP TO 30 DAYS AFTER ORIGINAL
PURCHASE.

License. Subject to the terms and conditions of this Agreement, Linksys grants the original end user purchaser
of the Linksys product containing the Software (“You”) a nonexclusive license to use the Software solely as
embedded in or (where authorized in the applicable documentation) for communication with such product. This
license may not be sublicensed, and is not transferable except to a person or entity to whom you transfer
ownership of the complete Linksys product containing the Software, provided you permanently transfer all rights
under this Agreement and do not retain any full or partial copies of the Software, and the recipient agrees to the
terms of this Agreement.

“Software” includes, and this Agreement will apply to (a) the Linksys software provided in or with the applicable
Linksys product, and (b) any upgrades, updates, bug fixes or modified versions (“Upgrades”) or backup copies of
the Software supplied to You by Linksys or an authorized reseller, provided you already hold a valid license to the
original software and have paid any applicable fee for the Upgrade.

Protection of Information. The Software and documentation contain trade secrets and/or copyrighted
materials of Linksys or its suppliers. You will not decompile, decrypt, reverse engineer or disassemble the
Software (except to the extent expressly permitted by law notwithstanding this provision), and will not disclose or
make available such trade secrets or copyrighted material in any form to any third party. Title to Software and
documentation will remain solely with Linksys.

Open Source Software. The GPL source code incorporated into this product is available for free download at
http://www.linksys.com/gpl. If You would like a copy of the GPL source code in this product on a CD, Linksys will
copy and mail to You a CD with the code for $9.99 plus the cost of shipping upon request.

Term and Termination. You may terminate this License at any time by destroying all copies of the Software and
documentation. Your rights under this License will terminate immediately without notice from Linksys if You fail
to comply with any provision of this Agreement.

Limited Warranty. The warranty terms and period specified in the applicable Linksys Product User Guide shall
also apply to the Software.

Disclaimer of Liabilities. IN NO EVENT WILL LINKSYS BE LIABLE FOR ANY LOST DATA, REVENUE OR PROFIT, OR
FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, REGARDLESS OF CAUSE
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(INCLUDING NEGLIGENCE), ARISING OUT OF OR RELATED TO THE USE OF OR INABILITY TO USE THE SOFTWARE,
EVEN IF LINKSYS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT WILL LINKSYS'
LIABILITY EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT. The foregoing limitations will apply even if any
warranty or remedy under this Agreement fails of its essential purpose. Some jurisdictions do not allow the
exclusion or limitation of incidental or consequential damages, so the above limitation or exclusion may not apply
to You.

Export. Software, including technical data, may be subject to U.S. export control laws and regulations and/or
export or import regulations in other countries. You agree to comply strictly with all such laws and regulations.

U.S. Government Users. The Software and documentation qualify as “commercial items” as defined at 48
C.FR.2.101 and 48 C.FR. 12.212. All Government users acquire the Software and documentation with only
those rights herein that apply to non-governmental customers.

General Terms. This Agreement will be governed by and construed in accordance with the laws of the State of
California, without reference to conflict of laws principles. The United Nations Convention on Contracts for the
International Sale of Goods will not apply. If any portion of this Agreement is found to be void or unenforceable,
the remaining provisions will remain in full force and effect. This Agreement constitutes the entire agreement
between the parties with respect to the Software and supersedes any conflicting or additional terms contained in
any purchase order or elsewhere.
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Appendix |: Contact Information

Need to contact Linksys?

Visit us online for information on the latest products and updates

to your existing products at: http://www.linksys.com or
ftp.linksys.com

Can't find information about a product you want to buy

on the web? Do you want to know more about networking

with Linksys products? Give our advice line a call at: 800-546-5797 (LINKSYS)
Or fax your request in to: 949-823-3002

If you experience problems with any Linksys product,

you can call us at: 800-326-7114

Don't wish to call? You can e-mail us at: support@linksys.com

If any Linksys product proves defective during its warranty period,

you can call the Linksys Return Merchandise Authorization

department for obtaining a Return Authorization Number at: 949-823-3000
(Details on Warranty and RMA issues can be found in the Warranty

Information section in this Guide.)
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